TAN et#: &R 4 = 7= 2 3235 B Ly

Taiwan Academic Network Roaming Center

KB & % e B EAP-802.1X:2 &
Teduroams:saiE

Bz ==F



2 L ) ‘\
‘3%,1 }\

N

‘ = /g'ﬂlﬁl_]/\\\n?ml%lﬁ%;%tE:I/El\
@

o RFXEE;
® 03-9312047

e aw

HHI—'mEI =R\
® pclee@ems.niu.edu.tw



https://roamingcenter.tanet.edu.tw/

# &
eduroamf& 7t
A eduroamiite

O HEAFIEH |z
® FreeradiustBEEs8 &

i Aeduraomz B R E




eduroamf@ N

eduroam &_- B 5 & = K W%%m & LR 48
AR %P/ié%%zﬂ SECEE TR

pfed 2K FPFTH 2 B R
Tl PR IRIEAE & o

eduroam =L £ B 47 5200344 4% 4} o ;_’»r}
WY T BA R [’]ﬁmr,ﬁﬁz Fl
N Bl i WA A e W eF < bﬁﬁf_'ft’
?,’{ﬂﬂ“}%“;#ﬁ “‘éé-b\rfi r ,]; ;E.‘E] HuE % ﬁ;:
BT A B SAtr & 5 eduroam -




eduroam i

TANetRoamingZ2 & E

D@ndhu.edu.




eduroamfj7i
TANetRoamingfleduroamB {+EAR[E?

oA
— Web-based ( TANetRoaming )
TR e e » %E > 7
SR el 2R
LB BIPis £ 12 Webzkzs > ;8 F g
—802.1X ( eduroam )
%2R BE TR DA
G R AR BFIPE
FORRE S S T F R R




A eduroamiiiz

® eduroamfE 7t

® Il A eduroamitz
® AR Il 25
® FreeradiustBEEs8 &

® il Aeduraomz R &E




A eduroamiiis

EiuEpBeduroamiz&E?
,,,,, ? ZEHIES

AR 2R ER BT oK
SSID& 7B Aeduroam (/N52)

/Ef_EJ{F%nlu;g ﬂﬂnﬁ(EAP)
& 2 BEAP-MSCHAPV2 + EAP-GTCHIEAP-TTLS
o S PR —AHAIFEIRR B I ENR
ID@eduroam.niu.edu.tw
O Z%%ﬁfﬂlﬂlb\&%mﬁéﬁaEAP -802.1XpVEREE ST T\ - STAREE A
53"
:2 EFreeRadius
o FIRE—AREIRRIS ED P /OMER
® Tt ¥ ER:E Bl R 28 MABREER £ (eap.conf ~ inner-tunneA 1B @EE4H
=2 E)
Ldap
Active Directory

SQL




S

1

M\E%EUDJMEK FEAP

A eduroamiiis

u\n?}wﬁ'—]u 2s *E EI% FcﬁEE
1ZZEEAPRREE A TV

rad_recv: Access-Request packet from host 10.1.0.7 port & . 1d=238, length=157
User-Name = eduroam.niu.edu.tw"
NAS-IP-Address .1
Calling-Sta -

mona (FEADE & & KR

Service-Type = Framed-User
Calling-Station-Id =
Called-Station-Id
MS-CHAP-Challenge

Ml ua = NaneE — i

Aruba anatinn Id = "LED 1F 1"

rad recv: Access-Request packet from host 16.1.08.7 port 68353, 1d=242, length=57
lser-Name = "test@edurnam.niu. edu. tw"

User-Password = "test"

NAS-LF-AQOress = LAf.u.0.1

MAS-Port = 0

Message-Authenticator = Oxd3b6b532651bTd77d20efE7e8e88
Proxy-State = 0x3632
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>»eap.conf (WYREAPEEE T3 %)
>proxy.conf (8355058)
®/etc/raddb/sites-available/
>default (FREZEREHL )
»inner-tunnel (EAPEZE 5 )
®/etc/raddb/modules/
>|dap(FUFERAE)
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NT hash
{ntlm_auth)

MD5 hash

Salted MD5

SHA1 hash

Unix Crypt

PAP

CHAP

Digest

M5-CHAP

PEAP

EAP-MSCHAPv2

Cisco LEAP

EAP-GTC

EAP-MD5

EAP-5IM

EAP-TLS
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> Blxr —1&RIFE 12 25 (test.conf)

network={
ssid="eduroam"
key_mgmt=WPA-EAP
eap=TTLS

identity="test@test.niu.edu.tw"
password="test"
phase2="auth=PAP"

> AR T =0

#eapol_test -c test.conf -a 127.00.1 -s testingl23

/EJFIitn\I:I
SUCCCESS or FAILURE
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University
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University
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University

Tatung University

Fortune Institute of
Technology
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University
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Tarwan Academic Network
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Shih Chien University

Ministry of Education
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