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BREI A —: PIEBIZIRE R BER

E St g it

JREASE | ASOC-INT-201811-0xxx FREE AR H] 2018-11-07 08:16:45

Eals ol M RS f] 2018-11-07 06:30:32

BHEEE HR R [O00O0 AEE Jxxx. xxx.xxx.xxx General.Interest: Monero.Cryptocurrency. Miner,

S ASOC ZEFH £ B QOO A EH BT xxx.xxx.xxx.xxx BHL EH4METT General. Interest: Monero.Cryptocurrency. Miner, F %2

Monero(XMR)/2—{E| &I 2014 4 4 AR 0% &% - EFLIE Windows ~ Mac ~ Linux f{l FreeBSD T « B BI{ir eI
FIENH SMETTIRIETET Ry » F1IF Monero F2HWEREHSHESTERITT /% - Monero IZURIZ/ T GUZH 52 H i256Y CPU MERAE ST - M
R ERERNER -

RERRE - LREPDOSCH: eSS AR ATERSE o 28/ TREA0:TCPview - procexp) A A i
% REEEITEGAER - R EARE MEEER - 3EHGUIIERTR - MR EHTREEE AR EER
et sy HHEFRARERMERZ AN T TR S AEEREANT « 4MBETREmMEl T 24 - SR
TEAARH 2% #4405« hitps:/fortiguard.com/appeontrol/44016 hitps:/github.com/fireice-uk/xmr-stak-cpu

hittps://en.wikipedia.org/wiki/Monero_(cryptocurrenc

HEUAEZEMZIRERK
a. FHURE P 455 E(C2 Domain)
b. FEEEMIL(URL B &)
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REIRO—: PIEBEZRERZER BREEEFMEN BEMCEMERE

)

FileAnalysis ~ MNetworkSessions ~ Coverage Indicators

WildFire AV Signature
Signature Name
Virus/Win32 WGeneric.mvmtt

(2 Domain Signatures

Domain Signature Name

xmr.crypto-pool.fr genericxmr.crypto-pool.fr
URLS

URL
time.windows.com
a3-129.akadns.net
a5-130.akadns.org
akadns.net

xmr.rypto-pool.fr

Category

Computer and Intemet Info
Content Delivery Networks
Content Delivery Networks
Content Delivery Networks

Insufficient Content

v Domain
v 5 0 0 0 indatr
! m ik 2
! 0 8k 2

. Bk 0.IM 0.2M fdns200.anycast.me

v Mutex
4 0 O O indicator

13 0 41ZhhaaBgiViswaNNdo4PaEddkpBGa]BLUxFaxispRFHAKIN2BpF4VAztWERR3a2cwlyiQpFUAKKuKMF3yeh T3zt

¥ Connection Activity

- ® @ © ParentProcess Parameters

= 2 5 0 sampleexe connect , 212,129.44,156:80, 2, FR
- 67M 13M 0.5M unknown udp, 13.65.245.138:123,, US

- 546M 93M 5M  unknown udp, 224.0.0.252:5355, -
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2R RIE N ELZERR, I UAERAAPIING I IEEREREN EFEIEERE L

SHHE EIPJ A JREEIR R ] 2018-11-07 06:30:32
SHxE IR XXX XA xxx. xxx. XxX.xxx General.Interest: Monero.Cryptocurrency.Miner,

St ASOCEIRE B AI(XXXX K E)PTE xxx.xxx.xxx.xxx &E{LIE SMETT General.Interest: Monero.Cryptocurrency.Miner, B £

xmr.crypto-pool.fr, crypto-pool.fr, dns200.anycast.me

crypto-pool.fr, xmr.crypto-pool.fr

212.129.44.157:80, 13.65.245.138:123
€a579b7d0cc1106cdb285a41bc031205240b93f438c000a7aee30cd80dc72d52
0902181d1b9433b5616763646a089b1bdf428262

23a2278fae626df2e134b9d141dc59dc
427hhaaBgtVLswaNNd94PaEddkpBGdjBLcUxFaxj9spRFHAk1h2BpF4Y4ztwERR3a2cw1lyiQpFUij4KxukMF3yeh73Zw6qx
Monero(XMR)E—fEBIZ 1R 2014F4BFRRMNE &Y - BolIZEWindows ~ Mac ~ Linux#FreeBSD FE1T - & BRI IMNETIF AR EST
% - FAMonerofZIz B SRS EITIRIETT S - MoneroZRiE FEIZIE R EMBZNCPUEREES) - EMERIERRZZHENR -

HFEEEN . 1LBEMXELHE SN EEERMEENEERE - 2FATERER(W:TCPview * procexp) RARFEEHERE - L BRH
TEFNED  BRZEAESER/BEEN - 3H5ERUIFRPTH  ARBREHOECBEARSER - BEANAARSHEFIERE FiE
ZEH  UFERAREAREREANT - AREXREHENLHENZAM - 5. NEZHHEESZERMEI :
https://fortiguard.com/appcontrol/44016 https://github.com/fireice-uk/xmr-stak-cpu https://en.wikipedia.org/wiki/Monero_(cryptocurrency)
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https://urldefense.proofpoint.com/v2/url?u=https-3A__fortiguard.com_appcontrol_44016&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=JcStuNZuCtGnVJ_uHcN0vcImM2I2rTpbjPBebMn4EtM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__github.com_fireice-2Duk_xmr-2Dstak-2Dcpu&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=2noLeRbePdqOzpI7b5vCHAK-IXslRWWmCly9fXCs1E8&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__en.wikipedia.org_wiki_Monero-5F-28cryptocurrency-29&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=nNJnremZ9_CdTBjoAjLZj7TWwqdq619CmsuMfvopY7M&e=

BRatEfl —: SMBHEERBEH

SMB L2 #77 imd

TG ‘ASOC-I’NT-ZUISI 1-0xxx ‘ B ‘20[8-1 1-16 08:10:06

LR ] ‘?u‘&l-r,’\z& ‘ B ‘20!8-1 1-15 14:53:19

BEES ‘ﬁﬂi[ XK AER] o xxx.xxx.xxx MS.SMB. Server, Trans.Peeking. Data.Information. Disclosure

HEEEE  |ASOC SR 4 R A XXX AR @ xxx.xxx.xxx.xxx BELIET [T T MS.SMB.Server. Trans.Peeking. Data.Information. Disclosure
T

T (SR EELE Y METTIEEL Y » Microsoft Server Message Block 1.0 (SMBv1) JRFHF}iE S RAY J7 =L PR (£ FrafUUm a5 Es - niezh
FIF LGS RGRY R E AR S 3 SR R B RS B EIE s BEa AU - RS A B B S ERYER E 8] Windows SMBvl
(IR ES » AT SR TRE & s Fidls TR S - ZEFESL ¢ Microsoft Windows 7 Microsoft Windows 8.1 Microsoft
Windows RT 8.1 Microsoft Windows 10 Microsoft Windows Vista Microsoft Windows Server 2016 Microsoft Windows Server 2012
R2 (Server Core) Microsoft Windows Server 2008 R2 Microsoft Windows Server 2008 Microsoft Windows Server 2012 Microsoft
Windows Server 2012 R2

VREEEE  MEREEY ¢ LRRED O  EENEETARBIREAYES - 25 TERZCN:TCPview « procexp)f 4<TH + 1##

g - AR TG - RV S R - 3 EGGIERINT R - AR B TR M AR
HRH AR B P T i U 0 - M TF e e & SR RET « 4 F B RS RIS RS - SR
BT 552 T B/l WA S50 T8 B 0HTHE 4 https://technet.microsoft.c -tw/library/security/ms17-010.aspx 6.1 %

TlfHR 25 20 4E0s © http:/fortiguard.com/encyclopedia/ips/43799 hitp://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-
2017-0147
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RatEAI—: SMBIXE

O DABREYARLE T 28

¥ Process Activity

BEER EEEE R

2R W (E FHSMB =B AL

- [ ] @® © ParentProcess Action

- A 0 240 0 sample.exe CreateProcessinternalW

- A 0 234 0 sample.exe \\smb.com\bvb.exe
URLs

URL

f2pool.com
vip6.alidns.com
vip5.alidns.com
teredo.ipvé.microsoft.com
im.qg.com

cgiim.gg.com
dns10.hichina.com
dns9.hichina.com
Syyw.cn

ns-tell.gg.com
ns-0s1,gq.com
ns-cmnl.qg.com

ns-cnel.gg.com

S

BLEURLSE
BB BE2
Bl
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Parameters

<null=, \\smb.com\bvb.exe

\\smb.com\bvb.exe

Category

Computer and Internet Info

Computer and Intemet Info

Computer and Internet Info

Computer and Internet Info

Computer and Internet Info

Internet Communications and Telephony

Internet Ce ications and Teleph

¢

Web Hosting

Web Hosting
Insufficient Content
Internet Portals
Internet Portals
Internet Portals

Internet Portals

v 0 0
A 0
A 010
! 2k 03M
¥ Mutex
MR N ]
! 03M  3M
- URL
| & [ ]
A 0
H 0
aH 0

e @
a 0
' 428
s 432
- IPv4
~ & @

@ Indicator

0 almashesting.com

0 ftp.almashosting.com

1k checkip.dyndns.org

@ Indicator

0.6M Global\net clr networking

Local\c:lusers!loktzalappdatal roaming!microsoftiwindows!cookies!

Localic:lusers!|oktza!appdatallocalimicrosoftiwindows!temporary intemet files!content.ies!

Local\c:!users!loktza!appdata!local'microsoftiwindows!history!history.ie5!

53
10k
10k

c o o @

1k
1k

Indicator
Syyw.cn/long.exe
91.218.115.133/64.exe

91.218.115.133/32 exe

Indicator
Syyw.cn
vips.alidns.com

vip6.alidns.com

Indicator

91.218.115.133



BRatEfl —: SMBHEERBEH

Enabled 14,902 DNS Activity is in the list CoinMiner
www.multipool.us
www.bravo-mining.com Owner Palo Alto Networks Unit42
nanopool.org #Samples 2,283,422
moneroexplorer.com Last Hit 3 days ago on 11/20/2018 6:37:43am
coinhive.com Tag Class Malware Family
www.antpool.com Source Unit42
www.f2pool.com Created 01/01/2016 12:00:00am
slushpool.com Updated 11/07/20189:01:45am
www.viabtc.com Votes 1
bixin.com Aliases NeksMiner NsMiner
bitfury.com Groups | W CryptoMiner
bcmonster.com -

Description:

www.bw.com

This threat uses your PC to generate Cryptocurrencies. It installs software that can make your PC run slower than usual.
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BWRIENELZEHRIG T LERAPINA I IEHEANE M E MBI HEERE L

EHET By BRI 2018-11-15 14:53:19
BHxEE IR XXXXAER] xxx.xxx.xxx.xxx MS.SMB.Server. Trans.Peeking.Data.Information.Disclosure

— SRt ASOCEE IR & B AI(XXXXAKER) B XXX.XXX.XXX.XXX ZELIEIMNEFT MS.SMB.Server.Trans.Peeking.Data.Information.Disclosure 2
_xmr.prooI.com, f2pool.com, 5yyw.cn

_Syyw.cn, f2pool.com, xmr.f2pool.com

_91.218.115.133
_e4c8535975d1cad358e53f5e22873a000a59b712c09d5d7e78faaaeaae019639
_aSab1b4e75cf20639d12fe63d0cdb64b6€f87235
_a1045c302ba3d321e8ebfad64dbe6fd7

Mutec

Local\c:!users!cldwjrlappdata!roaming!microsoft!windows!cookies!

EERFH SEMURLEINETIFERE - Microsoft Server Message Block 1.0 (SMBv1) EEFEZKN A XD FEENE TS - RINFBILBHNNEE TGS ESRENE - FEItE
BERFEFERT - MRYWEEHBFZXEZHFNFSE Windows SMBVL FEiRER - REENFBIH OIS A EIHHNTENE - SFEEm : Microsoft Windows 7 Microsoft
Windows 8.1 Microsoft Windows RT 8.1 Microsoft Windows 10 Microsoft Windows Vista Microsoft Windows Server 2016 Microsoft Windows Server 2012 R2 (Server Core)
Microsoft Windows Server 2008 R2 Microsoft Windows Server 2008 Microsoft Windows Server 2012 Microsoft Windows Server 2012 R2

EIEEE BEM : 1LBBHXELHE SERNDBEERHMEENERE - 2 FATERIN(A:TCPview * procexp) INZRIFEHEE  HHBRNTEGNERL  BRZEXARERT

BiEw - IBERUIFFFRPITH - BRI R IECEEATEER - EBANAATHEMBREXREZ I  TFHRAREEREELNT - 4 AZHERE AP

£E - SRERRTRLAGZZREW - WERFEMERIARA https://technet.microsoft.com/zh-tw/library/security/ms17-010.aspx 6. B ZIEHASEE R AL
http://fortiguard.com/encyclopedia/ips/43799 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0147



https://urldefense.proofpoint.com/v2/url?u=https-3A__technet.microsoft.com_zh-2Dtw_library_security_ms17-2D010.aspx&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=o4R6SG10RQwyUSknq53Ymqf0lrQV817dk-u6keQDHUQ&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__fortiguard.com_encyclopedia_ips_43799&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=b4mOLzjPVawmBhBe_IFSgZoqYGfL7wcX_NqKE5Cn2ac&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.cve.mitre.org_cgi-2Dbin_cvename.cgi-3Fname-3DCVE-2D2017-2D0147&d=DwMFaQ&c=V9IgWpI5PvzTw83UyHGVSoW3Uc1MFWe5J8PTfkrzVSo&r=Zsa__j1IFq-h_ofGHN4cR1EfYO8_Th0OK475ktQoJxs&m=PktnIXExJpTUEYTaFrHbveIJRLlHWL_6JZQWJ19-zv4&s=9fdTyMSCK-Sccbr96TBVm5K9vZ7HjSTgO9tdhFt1W7A&e=

RERN= B FEARRBZERBER

Bfli%is;  ASOC-INT-201811-0xxx b A 2018-11-06 08:10:28
BIEER R ST 2018-11-05 21:09:47

BEEE L XXX ] xxx.xxx.xxx xxx MS RDP.Connection Brute.Force

BRI ASOC #I5 & R (XXXX AER)HTE xocxxxxxxxxxx SEPLERYETT MS.RDP.Connection.Brute. Force J#

FEOH EEEEINETIEEETE RS Microsoft RDP(Remote Desktop Protocol) {75 JHTERS MM » W%BH
1E 10 PHPYHEST 200 REVEAGEK > MR T LB ARSIZHERT 45  JEITIRERIFHL -

RS ERREQ LREMKECH | RENTE AR R SRR - TEEE SAMHRELAE 1P 2
REHG - 20 RIHRITEG R P RUDGIEIEEE - 3 Bt B TR R TR AR R E R 5
B AEDAT LIF » MRAPAT R RAVIRES o 4P lE RV E TR R -




-

KRR = EInEZEAARHRBZEL
EXR I, (EFRDPEMIERL

¥ Process Activity

5%

I T - 2

-2

[ ]
8

[ ]
368

10

10

®
0

Parent Process
<null>

plugin-container.exe
<null>

sample.exe
sample.exe
plugin-container.exe
<null>

Elu Ein-cn ntainer.exe
plugin-container.exe
plugin-container.exe

<null>
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Action
WaitForSingleObject

created

CreateProcessinternalW

created

CreateProcessinternalW

created

CreateProcessinternalW

created

created

created

CreateProcessinternalW
e ———————

B, EE AT ANER, TLURS L

Parameters
000002e8 , 0000000a(original:0000000a , actual:000000cb)

Windows\System32\schtasks.exe , "C:\Windows! System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager Ul" /TR
"\"C:\Program Files\WindowsPowerShell\Modules\PackageM 41.0.0.1\bcmnt

exe\"™

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe” /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager UI" /
TR "\"C:\Program Files\WindowsPowerShell\Modules|PackageManagement\1.0.0.1\bemntray.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager Ul" /TR
"\"C:\Program Files\WindowsPowerShell\Modules\PackageManag £41.0.0.1\bc y.exel""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /[CREATE /F /SC MINUTE /MO 22 /TN "Broadcom Wireless Manager UI" /
TR "\"C:\Program Files\WindowsPowerShell\Modules\PackageManagement}1.0.0.1\bcmntray.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" {CREATE /F /SC ONLOGON /TN "Steam Client Bootstrapper” (TR "\"C:\Pro
gram Files\Java\jdk1.8.0_92\lib\visualvm\profiler\Steam.exe\""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe” [CREATE /F /SC ONLOGON /TN "Steam Client Bootstrapper” [TR
"\"C:\Program Files\Java\jdk1.8.0_92\lib\visualvm\profiler\Steam.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 10 /TN "RDP Clip Monitor" /TR "\"C:\Progra
m Files\Common Files\System\Ole DB\en-US\rdEEiE.exe o

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" [CREATE /F /SC MINUTE /MO 26 /TN "ATISmart" /TR "\"C:\Program Files\J
ava\jdk1.8.0_32\lib\missioncontrol\features\org.eclipse.equinox.p2.core.feature_1.3.0.v20140523-0116\META-INF\ati2s%ag.exe\""

Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" /CREATE /F /SC MINUTE /MO 34 [TN "COMODO" /TR "\"C:\Program Files\J
ava\jdk1.8.0_92\lib\missioncontrol\features\crg.eclipse.ecf.core.feature_1.1.0.v20140827-1444\META-INF\CLPSLA.exe\""

C:\Windows\System32\schtasks.exe , "C:\Windows\System32\schtasks.exe" [CREATE /F /SC MINUTE /MO 10 /TN "RDP Clip Monitor" /TR "\"C:\Progr
am Files\Common Files\Systern\Ole DB\en-US\rdpclip.exe\""




KRR = EREEARNEZEZENR EEAEFMAVEN, o] BUREI AR LE
WE X%, ERRDPEMIERL

R Category 2 jhProtominer
edgednsiminio Urkoown Owner Palo lto Networks Urité2
- . #Samples 465,666
WildFire DNS HIStUI'y LastHit 11 days agoon 11/11/201895:01pm
Request Response Tagclass Malware Famq
Source Unit42
trafficmanagernet tmL.edgedns-tminfo Created 10/04/20186:30:20am
Updated 10/04/2018 6:30:20am
Passive DNS History ot 00
| .
Request Response Count —L:lﬁm" o Copokine
. Description:
tmlgdgedmm'mh BInzi 1820241 jhProtominer is a high performance miner for Protoshares. It uses a different algorithm to allow arbitary memory usage per thread at the cost of mining speed.
tm1.edgedns-minfo 1310725210 861
Status Hits Last Hit Definition
tnleggednstmifo IATAL8AL HEI8 Enabled 33679 Match llofthe folowing conditions
. Mutex Activity contains AutoProto_11
nlaiede o o i Other API Activity contains Eluﬁin-mntaineem ,IsDebuggerPresent
trafficmanagernet tml.edgednsminfo 8,159,850
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BWNEIENELBHRE, oA LIERAPINA I, IEHEANEN B EIHEEE L

EHER Ry IR AR 2018-11-05 21:09:47

=L EEE S = I R [ XXXX AR ] xxx. Xxx.xxX.xXX MS.RDP.Connection.Brute.Force

S-S ASOCEEIR B BB (XXX X AR ER) B xxx. XxX. XxX.XxX ¢ ¥39h 4T MS.RDP.Connection.Brute.Force K%
tm1.edgedns-tm.info, trafficmanager.net

edgedns-tm.info

13.107.247.10, 13.107.252.10, 204.79.195.41
1233431dal1113899¢210e1a2744d8c3c88ed0241a78d2c134aeef5f8dd0aad29
8b137f36b447ecb0ce0c6122ec74b07ee0961af8

85b8723471456f0f5fdf3e29b56772bb

Global\SyncRootManager

FiEFH BEMRCIEINETIFERETR - BinBEE HMicrosoft RDP(Remote Desktop Protocol) 1T R N B IEERI B E - WEEEI0MWAET200RWEABK - WRINFIAER T
PUEAREIE BN R - ETIRENTFR -

EiEEE BREEEN . 1LREMXELCE  SENNEEERRESUAEFINERR  TERCTHEAAIMNHUEEUANRIPZERER - 2 NERSIFEENER - BERKZIPR
BKiEEE - 3. EE BB ERMTFREEIHARRERERSBHERRINILFE - LERAFENRE - 48MERNEBERERS -
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RSN FHEFEEE FERBZEZER

[REMES  TACERT-EWA-20180920-xuxxx FaTHE 2018-09-20 1431:17

ShEY Hf RE R 2018-09-20 14:28:35

TACERT #E/ IR @ RIH S fr XXKX A {xax xex wxxona] R RATHELRARE i (Arbitrary File Download)

o

BB R T8 Abitrary File Download B » SLRHIRSHERUREEMIN  EREEIEEE
B WERR DIRLERANE

EEE \EE  hitp://phmed ncku.edu.tw/admin/download/file/down.php?filename={payload}

HhtE

FEA  BRASURR B ARETER T URRER

B EMD MWAFRYIREETNEE, B BIPAR B UL TNBE




R RO A EREFHEZERER

FR3T%%, | TWCERTCC-INT-201807-2980 TR AR ] 2018-08-02 12:45:30

E Yl sl SR (Spam) SRR 2018-07-09 07:42:00

EEEE A P AR TP Txoxxxxxxx.xxx  SELES NGB LR A:(SPAM Mail & & K]

S TWCERT/CC JM4T H RIS CERT ¥ - 5337 HE U FRRARIATE 2018/7/9 HIRSEII Skt RNt e bEne A A
[IfETRE -

FIEHH SR (Spam)
LIRB IR R B 1P 111 BE D A2 Bafaefl - 2B A AR EREN TR R AT

e WEH ERAEHER  TFERTRARERE WS - AURERETR  EREls ERELE - 3285
WA R R RATR » W BRHEERAEER - 48O HEURE AR T -

230 A Spam MaillIhsE, HRIPAR B E L INEE
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XXPEHBRENANG —ER BRABZAREHEIREE FE 4,
pIEERAERREENE BEABREREI, BarcS MHEEAEREH 2

1.E8FHE: "lgagl@cec[.]Jgov[.]tw .

2. BEEHEE:

(1) "107FEaPERNE

(2) "107FEEMERNE

(3) "107FEBEET - BmEEEREREF NS .doc[__ZEH__].exe,
BRMMEEE: "T107FEET - MMEEEREREE A5 .doc.exe,

4 BEPHEIL: "www(.]account_mentgooggl[.]serveuser[.Jcom
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EREEREEXRER—H

EZEMH B

AR EEE NEEE R

Receive Time  Type Name eeias Count o To Zone  Source address el
Time Zone address
B> § 11/2007:27:34 spyware WireLurker.Gen Command 1 L3-TAP L3-TAP
o and Control Traffic 127
> § 11/2007:27:33 spyware Suspicious HTTP Evasion = 11/20 1 L3-TAP L3-TAP
’ : Found 07:27:33
B> § 11/2007:05:36 spyware ZeroAccess.Gen 11/20 1 L3-T L3-TAP
= and and Control 07:05:36
@ § 11/2007:01:40 spyware ZeroAccess.Gen 11/20 1 L3-TAP L3-TAP
’ Command and Control 07:01:40
Traffic
'_'/:‘_ 3 spyware Suspicious HTTP Evasion 1 L3-TAP L3-TAP
B § spyware 1 L3-TAP  L3-TAP
s | spyware 1 1 L3-TAP L3-TAP
B § 11/2006:34:58 spyware WireLurker.Gen Command 11/20 1 L3-TAP L3-TAP
= d and Control Traffic 06:34:58
B § 11/2006:14:30 spyware ZeroAccess.Gen 11/20 1 L3-TAP L3-TAP
= Command and Control 06:14:30
Traffic
| §  11/20 06:09:04 spyware ZeroAccess.Gen 11/20 1 L3-TAP L3-TAP
4 Command and Control 06:09:04
Traffic
B § 11/2006:08:41 spyware WireLurker.Gen Command 11/20 1 L3-TAP L3-TAP
- and Control Traffic 06:08:41
| § 11/2006.08:40 spyware Suspicious HTTP Evasion = 11/20 1 L3-TAP L3-TAP
Found 06:08:40

16464

80

B0

80

Application

web-browsing
web-browsing
unknown-udp
unknown-udp
web-browsing
web-browsing
web-browsing
web-browsing

unknown-udp

unknown-udp

Action

alert

alert

drop

drop

alert

Severity

A

il

A

File Name

www.comeinb...

www.comeinb...

www.comeinb...

URL

www.comeinb...

networksecurit...

WWW.CoOmeir

web-browsing

AAAA

WWW.CO

meinb...

web-browsing

www.comeinb...




& 2l BV AR {1 40 £

Session 1D 234952 Source User Destination User
Action alert Source Destination
Application _web-browsing Country Country

Rule  CorObj&004 Port 30843 Fort BO
Virtual System Zone L3-TAP Zone L3-TAP
Device SN Interface ethernetlf2 Interface ethernetl/2
1P Protocol
ol sl
Generated Time 2018/11/20 06:08:41
Receive Time 2018/11/20 06:08:41 Threat Type spyware
Tunnel Type N/A Threat Name WireLurkerGen

1D 13748 (View in Threat Vault)

s
Content Version  AppThreat-8090-5142 sl

m critical Captive Portal
Count 1 Proxy Transaction
File Name: WWWH'MMEEEE Decrypted
URL Packet Capture '/
Feap 1D 1204457493952715488 Client to Server |/
Source UUID Server to Client
Destination UUID Tunnel Inspected
Sender Address
Subject

2018/11/20 06:08:47 end web-browsing allow CorObj6004 1666 18 malware

2018/11/20 06:08:46 url web-browsing alert CorObj6004 inft jonal I www.comeinbabry.com/mac/getsoft.php
i 2018/11/20 06:08:41 spyware web-browsing alert CorQbj6004 critical malware WIRW.C fgetsoft....
——
! § 2018/11/20 06:08:40 spyware web-browsing alert CorObj6004 informational malware WNW. { 'mac/g .php
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R ZRIRIPIVE R E

#% (REIDNS, &

11\\\

BHAEE D

EARE 1B N EE 2

-W

)

3

o

Receive Time

11/20 07:27:34

11/20 07:27:33

Matching Tags
APT-Watch

Values
w

o I

Generate From
Type Name Time Count Zone
spyware WireLurker.Gen Command 11/20 L3-TAP
and Control Traffic 07:27:34
spyware Suspicious HTTP Evasion L3-TAP

und

Sessions

2014-12-09 2015-07-10 2015-02-11 2015-03-15 2015-04-16

Recent WildFire Results

I Sessions

File Type

AVA

JAVA JA]

11/20

First Seen
2015-08-03T16:28:45
2015-09-26T23:45:53
2015-09-22T18:

2015-10

2015-11-

-26T12:10:07

To Zone  Source address

Last Seen

15T19:26:20
22 45

2015-12-02T13: 09T12:15:13
2015-11-08T23: 02T03:31:02
Wildfire Verdicts
s00
351
250
1 o
o
Benign Malware Crayware
Global Il Private

Creat Update Date
2 14-24T20
2014-11-23T02

Verdict

Malware

Benign

Proprietary.

Destination
address

To

80

80

16464

16464

80

80

16471

16464

Application
web-browsing
web-browsing

unknown-udp

unknown-udp

web-browsing
web-browsing
web-browsing
web-browsing

unknown-udp

unknown-udp

Action
alert
alert

drop

drop

drop

Severity

File Name

www.comeinb...

www.comeinb...

www.comeinb...

URL

www.comeinb...

networksecurit...

www.comeinb...

80

web-browsing

alert

www.comeinb...

80

web-browsing

alert

www.comeinb...



Analysis Information

Samples

— —
Benign Malware Crayware

' Global B Organization

File

Dal Verdict
Type | CresteDate | Update Date

e Time. Name ;M Sessions
E  11/2007:27:34 spyware WireLurker.Gen Command 11}20 L3-TAP L3-TA
LR and Control Traffic 7:27:34
11/20 07:27:33  spyware Suspicious HTTP Evasion L3-TAP L3-TA mall. NI ARRs - nsnlon-~
P 3 Found 07’2? 133 015, 25 2055, 20244
@) § 11/2007:05:36 spyware ZeroAccess.Gen 1120 L3-TAP o !
Command and Control 07:05:36 B Sessions
Traffic
11/20 07:01:40 spyware ZeroAccess.Gen 11/20 L3-TAP L3-TA
Iﬁ § Command and Control 07:01:40
Traffic
11/20 07:01:17 spyware Suspicious HTTP Evasion  11/20 AP L3-TA
@ : / Fougd D?fl]l:l?
11/20 07:01:16 WireLurker.Gen Command 11/20 L3-TAP L3-TA
E:l 8 e and Control Traffic 071:01:16
11/20 07:01:16  spyware Suspicious HTTP Evasion  11/20 L3-TAP L3-TA
IR f Fougﬁ 07{01:16
11/20 06:34:58 spyware WireLurker.Gen Command  11/20 L3-TAP L3-TA
@ § f and Control Traffic 06‘:'34:58
11/20 06:14:30 spyware ZeroAccess.Gen 11/20 L3TAP  L3-TA
IR ; Command and Control [16{1 0
Traffic
11/20 06:09:04  spyware ZeroAccess.Gen 120 L3TAP  L3-TA) | | 95e7c339807052db16b264fbe7fb0288967 551187 lefbZedbcbcbacddstasbd
P 3 £ Command and Control 06:09:04
Iaﬁl: ]ﬂum#.lme s the list % | Trojan-ansomWin32 crypiodels % I
11/20 06:08:41 Wi ker.Gen 1 L3-TAP L3-TA
ll? g ! i anldremCoT-ntrcrut Tmf%:gm 06%3 Qsnrch  Phemoeseoch 9 B B W 2 || M
I;p § | 11/2006:08:40 spyware Suspicious HTI'P Evasion  11/20 L3-TAP L3-TA
Found 06:08:40 Samples  Sessions  Statistis  indicators  Domain, URL &P Address Information

e %#F%#‘"EP BIEWEEARIE
EHq#D%E[LlL#E,L,(APIE’\J
F O EIJIHSIZF:E{HEJZ%W%XE

EERINE

s, 1T

Bk B Ry 1l
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My Samplen

First Seen +

C1/062006 11:05:11pm

GL{26{2016 11:0500pm

01/06/2016 11:04-36pm

OL/04201E 10:4845am.

_"_I

WildFire

Verdict

Malware

Malware

Malware

Malware

SHAZSE

$7518060fcH10dado) Jal80 T8, .

LL102 F

in 7.4 seconds.

I} Serby Airm Seen. | O Columns || (2

+2 2 J2415500BdLCRERSRITET IR0l

“ Cryptoall || % Atominjection | | % Deletevolu
¥ ReadMoziaCredentials || WindowlessiE | [ DisableSystemRestore.

#e (= Enptol ¥ Monljecion) (¥ DeleiolimeSraphot
¥ I+ [*

PE "Crmlmll Yllnmlnr!ﬂmn ¥ DeleteVolumeSnapshoty

423623570




RoERBIRYES B, o] LA BG4S

B {th 5% 5 fi sk B 32 FR

Receive Time T Name Count
b2 Time
3‘_ | 11/20 07:27:34 spyware WireLurker.Gen Command 11/20
and Control Traffic 07:27:34
(> § 11/2007:27:33 spyware Suspicious HTTP Evasion = 11/20
und 07:27:33
B> § 11/2007:05:36 spyware ZeroAccess.Gen 1120
* Command and Control 07:05:36
raffic
| § 11/2007:01:40 spyware ZeroAccess.Gen 11/20
= Command and Control 07:01:40
Traffic
[ E 11/2007:01:17 spyware Suspicious HTTP Evasion 1120
> * Found 07:01:17
': § 11/2007:01:16 spyware WireLurker.Gen Command 11/20
and Control Traffic 07:01:16
B E 11/2007:01:16 spyware Suspicious HTTP Evasion 1120
B § f 6 spywar Flétlﬁ-:ll L P Evasl m{m'm
By | E  11/20 06:34:58 spyware WireLurker.Gen Commat|
2 = i and Control Traffic Packet Capture
B E 11/2006:14:30 spyware ZeroAccess.Gen 06:08:41.000000 ga:35:
=l ¥ Command and Control 0x0000: 0all
Traffic 0x0010: 0183
[ E  11/20 06:09:04 spyware ZeroAccess.Gen bt
T B i JoIua \ e . L . +  ffff
Ll g Command and Control g:ggig, 6574
Traffic
0x0050: 312e
@ § 11/2006:08:41 spyware WireLurker.Gen Comma] 0x0060: 6£6d
- and Control Traffic 0x0070: 7365
™ [ P ~ e = 1] 0x0080: 6ec75
| §  11/20 06.08wA spyware %ﬁﬁglcus HTTP Evasior 0%0090: 2076
0x00a0: 6£72
0x00b0: 2£31
0x00c0: 2028
0x00d0: 4331
0x00e0: 7561
0x00£0: 2c20
0x0100: 2e20
0x0110: 206e
0x0120: 2070
0x0130: 2d48
0x0140: 732c
0x0150: 612c
0x0160: 6f2c
0x0170: 0d0a
0x0180: 6570
0x0190: Oa

and Proprietary.

Generate

L3-TAP

L3TAP

L3-TAP

To Zone  Source address

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

L3-TAP

ac57
Oada
61lbe
2£6d
2048
2077
636£
2067
6ebb
4346
4461
3836
T26f
T42d
6a6l
6974
6e2e
692¢c
6e73
2061
2074
2068
2065
6fbe
3064

icl:ab:fe:

0800
Oa3a
cle?
6163
5454
7777
6d0d
(1134
6ebf
4eb5
7277
5£36
3130
4c6l
2c20
2c20
2073
2072
2c20
T22c
682c
652c
Ge2d
3az0
2030

b4, ethertype IPv4 (0x080

4500
0a0l
5018
2£67
502£
2eb3
0Da55
6261
T176e
7477
696e
3429
2532
6e67
6672
7074
T62¢
752¢
Tas8
2063
2063
2072
7573
6b65
610d

Destination
address

16464

16464

....... Sl kel
soa[Bio N=..03.,
s E +PliccsBessPs
...... GET./mac/g

etsoft.php.HTTP/
1.1..Host:.www.c
omeinbaby.com. .U
ser-Agent:.globa
lupdate. (unknown
.version) .CFNetw
ork/596.5.Darwin
/12.5.0.(x86_64)
. (MacBookProl0%2
Cl)..Accept-Lang
uage:.en,.ja,.fr
,-de, .es,.it, .pt
¢ +Pt=PT,.nl, .sv,
.nb,.da,.fi,.ru,
.pl, .zh-Hans, .zh
-Hant,.ko,.ar,.c
B, .bu,.tr,.th,.c
a,.hr,.el,.he,.r
O «8k,.uk,.en-us
..Connection:.ke
ep-alive..0d.0a.

Application
web-browsing
web-browsing

unknown-udp

unknown-udp

web-browsing
web-browsing
web-browsing
web-browsing

unknown-udp

unknown-udp

Action
alert
alert

drop

drop

i

i A

A

File Name URL

www.comeinb...

www.comeinb...

networksecurit...

www.comeinb...

www.comeinb...

www.comeinb...

web-browsing

alert

R

www.comeinb...

web-browsing

alert

www.comeinb...




“ Classe 1

& 48 Bk Ph i il R BB i %ﬁ TAINET

: N
ot 5.APIEZEEE

¥/ ERBENX

7. APIEE= S
LmgeE fx -_—

IPS

1LAPIHEEEHR(L

4 APIEER S )
- Signature N &

LBRETE 2

mg [P 2V S,
e | FZ:‘%‘% 1 | 35 22
? 7/}‘/4'/5".5 ? ? .......
1% d
AL -
LA . A / J T
Eﬁé?ﬂ N HHEHEBEE HHHEEEHHEE Fil’eWall %—:Pngﬁ
q:ln\%ﬂaz@% 2 s M )
. == Firewall i
""""" AR 603
BISARIS £ R @ 6. APIIEIA R B 48 E)
h ERBETX Firewall 5
K243

HETH
EH#8%/Radius m. [:)
Firewall |

INRR 24 R RIRERRR
Server Farm ! S)l



HEBRAR/NEESOCHFE

e = _h% E#SoCFA
&4 TAINET :
% Threat Intelligence Cloud
l'E%@%EE%ED’{EEU s m%—F v Malware C&C/DNS URL
BERNEBELSH -pIq- Signature Signature Signature

2. E@ASoCF & Lk, ol AHZ=W
WEBHNER FESZEBRMNEEE

3. O BEEELSignatures’®  ps I
BEHEIEMEREER

4. BENERFRESHRVEM
5. O IEAREAR/NEISoCT MoV M= F s —
8 F3HEENHEZER '

webriter [T




IEEIL - b - ERERANEEIEESE

it. . ME#ScCER
Threat Intelligence Cloud

Malware C&C/DNS URL
Signature Signature Signature

CYBER proofpoint” STIX
THREAT &GS 2 - # Recorded Future ’%‘%I
ALLIAN EE_‘)
paloalto| cintel ANOMALI SPAMHAUS A L
SH— & @ é
Fi:RTINET INTERPOL
&SOL‘I’RA @ unit<2 B S 4
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