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System Name tanet-ncku-asr9912-01.moe.edu.tw
Resolved IP 192.192.

Hardware ASRSK Series

Operating System Cisco I0S-XR (Default)
Object ID .1.3.6.1.4.1.9.1.1709

Device Added 1513821/ F546 7 #1970 A1

Last Discovered 1\Fr253 $829F0 Al

Uptime 5@ 5 2:83 K5/ \F¥455 §831F

TANet-NCKU-ASR9912-01 uptime is 22 weeks, 3 days, 5 hours, 59 minutes
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phpipam IP address management

'wo-factor authentication

i
=
g
<

Two-factor authentication

Two-factor code

= ntar 2fa ~od
LT £Zia COUC

Please enter two-factor authentication code from your preferred
authenticator application

Login = Validate
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IPIiEIEZ

| P17 31t &7 B 17 7R
£>163.28. . 0/24

163.28.77%0/28
163.28. 16/29
163.28.  .32/27
- 163.28.-2m96/29
163.28. "%104/29 Subnet details | | 163.28.  104/29 (255.255.255.248) |

Hierarchy | TNRC / &40/ E4E: (163.28 20) /
Subnet description | CDN iLo
4 163-28- i -112[29 Permission | Admin
Subnet Usage | Used: 3 | Free: 3 (50%) | Total: 6

163.28. ..128/27 Gateway | 163.28.99 110

VLAN | 993 - bundle-ether 993 [TNRC CDN] default Domain
Nameservers
Customer | FIIIKXE2CDNE
Device
Location
Last edited

163.28. 105 EDGEServer01 MGMT Scan agent | localhost (Scanning from local machine)
163.28.7 % 106 EDGEServer02 MGMT Hosts check | enabled L -

Discover new hosts enabled L
163.28. ... 1100 — autodiscovered — Resolve DNS names | disabled

| P ﬁi i_u: == * NextHop | 203.72.80.122

RouteProtocol | Static

B SRR B

Ajisaaaru) Suny Suay) euonen

rE

23 '"===Ne BEE @B
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PRI EE £ 45 -phpl PAM

A

ok .
) P A ER D BC AR R 3R
c % 0/2 free /25 subnets

g ‘“F% 163.28. .0/25 163.28. 128/25

1/4 free /26 subnets
163.28. 0/26 163.28 64/26 28. 128/26 163.28.78 192/26

4/8 free /27 subnets
163.28. 0/127 163.28" 32/27 163.28. m64/27 8 96/27

163.28.mm 128/27  163.28..m 160/27 163.28." g 192/27 .28. 224/27

8/16 free /28 subnets
163.28. 7.0/28 163.28. .16/28 28" . .28. 48/28

163.28.mm 64/28 163.28. .80/28 28.%%. .28.7 7 112/28
163.28.1 128/28 163.28.1 144/28 -28. .. .28. 176/28

163.28.1  192/28 163.28.1" 208/28 -28. " .28.m 240/28

24 "'===Ne BHE @B
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B SRR B
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rE

Subnet details ‘ 210.60.22:.0/23 (255 255 254. 0) ’
Hierarchy | T : gl [ FHAEE (21
Subnet description %{tmlﬁﬁﬁﬂﬁx
Permission | Admin
Subnet Usage | Used: 0 | Free: 510 (100%) | Total: 510
VLAN
Nameservers
Customer
Device
Location

Last edited | Neve 20372. m 1 GigabitEthermnet0/4/0/13 FiEa L

Hosts check disabled 203727 2
Discover new hosts disabled
Resolve DNS names disabled

— autodiscovered -

NextHop | 203.72.-m1.2
RouteProtocol | Static

25 "':::Ne BHE @B
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S

NS

HUER

-list acl_internet_denied_services
-list acl_internet_denied_services (
-list acl_internet_denied_services

: %ACL-IPV4_ACL-6-IPACCESSLOGS : -list acl_internet_denied_services

: %ACL-IPV4_ACL-6-IPACCESSLOGS -list acl_internet_denied_services
%SECURITY-SSHD-6-INFO_SUCCESS : Su ssfully authenticated user 'nckt

E*&Log"" 2B

. %ACL-IPV4_ACL-6-IPACCESSLOGS :
: %ACL-IPV4_ACL-6-IPACCESSLOGS
: %ACL-IPV4_ACL-6-IPACCESSLOGS

RP/8/RPB/CPUB:0ct 24
RP/8/RP8/CPUB :0ct
RP/8/RP8/CPUB:0ct
RP/8/RP8/CPUB :0ct
RP/6/RPB/CPUB :0ct
RP/6/RPO/CPUB:0ct 24 15:
r', mac 'hmac-sha2-256")

: ipv4_acl_mgr
: ipv4_acl_mgr|
: ipv4_acl_mgr
: ipv4_acl_mgr(3
2 1pv4_acl_mgr
: SSHD_| ]

deny 147.2083.255.28 1 packet
deny 209.141.51.66 4 packets
deny 23.251.102.205 1 packet
deny 45.90.97.242 packet

deny 147.185.132.16 1 packet
'1408.116 154' on 'vty@'(cipher

&

z
=
=
¢
g
g
a
=
[}
5
&
ol
£
5
e
=]
B
3

'aes256-ct

RP/8/RPO/CPUB:0ct
RP/8/RP@/CPUB :0ct
RP/8/RPB/CPUB :0ct
RP/6/RP8/CPUB :0ct
RP/8/RP8/CPUB :0ct

RP/@/RP8/CPUB :0ct
RP/8/RP8/CPUB :0ct
RP/6/RP8/CPUB :0ct
RP/8/RP8/CPUB :0ct
RP/6/RP@/CPUB:0ct
RP/6/RP8/CPUB :0ct
RP/8/RP@/CPUB:0ct
RP/6/RP8/CPUB:0ct
RP/8/RP8/CPUB:0ct
RP/8/RPO/CPUB:0ct
RP/6/RP@/CPUB:0ct
RP/8/RPB/CPUB:0ct
RP/6/RPO/CPUB :0ct
RP/8/RP8/CPUB :Oct
RP/6/RP8/CPUB:0ct
RP/8/RPO/CPUB :0ct
RP/8/RP@/CPUB :0ct
RP/8/RPB/CPUB:0ct
RP/8/RP@/CPUB :0ct

RP/8/RPB/CPUB:0ct

©® OO A WNNNSD
O \

N ONNW®

: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr(3
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr[364
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: ipv4_acl_mgr
: SSHD_[6

IPACCESSLOGS

IPACCESSLOGS

%ACL-IPV4_ACL-6-IPACCESSLOGS

. %ACL-IPV4_ACL-6-IPACCESSLOGS :

: %ACL-IPV4_ACL-6-IPACCESSLOGS

. %ACL-IPV4_ACL-6-IPACCESSLOGS

: %ACL-IPV4_ACL-6-IPACCESSLOGS

: %ACL-IPV4_ACL-6-IPACCESSLOGS

: %ACL-IPV4_ACL-6-IPACCESSLOGS :

. %ACL-IPV4_ACL-6-IPACCESSLOGS

. %ACL-IPV4_ACL-6-IPACCESSLOGS :

. %ACL-IPV4_ACL-6-IPACCESSLOGS

: %ACL-IPV4_ACL-6-IPACCESSLOGS :

. %ACL-IPV4_ACL-6-

: %ACL-IPV4_ACL-6-IPACCESSLOGS

: %ACL-IPV4_ACL-6-IPACCESSLOGS

. %ACL-IPV4_ACL-6-IPACCESSLOGS

: %ACL-IPV4_ACL-6-IPACCESSLOGS :

. %ACL-IPV4_ACL-6-IPACCESSLOGS :

: %ACL-IPV4_ACL-6-IPACCESSLOGS :

: %ACL-IPV4_ACL-6-

: %ACL-IPV4_ACL-6-IPACCESSLOGS :

: %ACL-IPV4_ACL-6-IPACCESSLOGS :

: %ACL-IPV4_ACL-6-IPACCESSLOGS

. %ACL-IPV4_ACL-6-IPACCESSLOGS
1[5
: %SECURITY-SSHD-6-INFO_USER_LOGOUT :
. %SECURITY-SSHD-4-WARNING_LOGIN :

User

-list
-list
-list
-list

‘nck

acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services

acl_internet_denied_services (

acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services

acl_internet_denied_services (

acl_internet_denied_services
acl_internet_denied_services
acl_internet_denied_services

acl_internet_denied_services (1

acl_internet_denied_services
acl_internet_denied_services

from '146.116
'xterm-256color' is

154" 1ogge

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
9)
d

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

deny 1

deny
deny
deny
deny
deny
deny
deny

) deny

deny
deny

out on

128.14.188.98
159. 6.195
47.74.60.48 1
64.62.197.114
65.49.20.75
65.49.20.97 1 packet
65.49.1.61 1 packet
65.49.20.184 1 packet
167.94.138.159 1 packet
184.105.247.244 1 packet
209.141.51.66 12 packets
64.62.197.146 1 packet
59.203.26.198 1 packet
192.241.155.126 1 packet
45.90.97.242 2 packets
223.113.128.229 1 packet
147.185.132.16 1 packet
199.45.154.177 1 packet
144.126.212.1306 1 packet
209.141.51.66 5 packets
65.49.20.97 1 packet
64.62.197.114 1 packet
206.168.34.173 1 packet
'vty®'

| packet
| packet

packet

1 packet

1 packet

The requested term-type
RP/8/RPO/CPUB:0ct 24 16: . %SECURITY-SSHD-6-INFO_SUCCESS : Successfully authenticated user 'nckt " from

r', mac 'hmac-sha2-256')

'148.116.0 154' on 'vty@'(cipher 'aes256-ct

000 000
20 o €op EFEHREDLN
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S So e ®

1@

2
[
=3
2
-4
£
g
=
[
=
o
g
=
5]
(=
E
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27

ASRE:N v
BAE

timestamp e

2024-11-06 13:57:52.

153

2024-11-05 15:23:40.

514

2024-10-30 15:10:36.

762

2024-10-25 15:08:26.

901

2024-10-24 16:58:45.

687

2024-10-24 16:50:53.

529

username

ncku

NCKI

ncku

ncku

ncku

pete

Log7a M & #t-Graylog

access_ip

140.116.

140.116.

140.116.

140.116.

140.116.

192.168.

4

71

»

All Time
-

ER&EZEDL - AASR Ei

Aggregating by access_ip_geolocation

2]
M
#

o
b
3

it
b
H

== | eaflet | © OpenStreetMap contributors

All Time
-]

S
timestamp 5

2024-11-06 14:00:47.
323

2024-11-05 15:27:03.
125

2024-10-30 15:23:06.
992

2024-10-25 15:40:45.
900

2024-10-24 17:09:48.
213

2024-10-24 16:52:38.
492

TeNaet

logout_user

ncku

NCKL

ncku

ncku

ncku

>
All Time
.|

EFEFEARPIN
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Log7a M & #t-Graylog

EJ& [ L] zng

=00 ASR configuration 2 E &l

£ =/ o (2 )y 2e 2T

Euﬁ o AL LX all

g N
timestamp I conf_user changlist
2024-10-24 17:01:40.437 nckt 1000000180
2024-10-24 17:00:30.041 ncki 1000000179
2024-09-26 12:25:46.647 nckt 1000000178

ASRAEHcommit listZ &
RP/6/RPO/CPUB : TANet-NCKU-ASR9912-01#show configuration commit list
Tue Nov 5 15:24:48.228 CST
SNo. Label/ID User Line Client Time Stamp

ADAD I DD I ) ) ) ~ o~~~ A~~~ A ) D N N ) ) ) ) )

1000000186 nck vty0:node@_RPO_CPU CLI Thu Oct 24 17:01:39 20824
1000000179 Nnckemmmas: vty0@:node@_RPO_CPU CLI Thu Oct 24 17:00:28 2824

1000660006177 nck vty0:node@_RPO_CPU CLI Mon Aug 19 15:57:07 20624
10000060176 nck vty0:node@_RP6_CPU CLI Wed Aug 10:07:12 2024

1
2
3 1000000178 nckomm vty0@:node@_RPO_CPU CLI Thu Sep 26 12:25:44 20824
4
5

Ill [ L]}
“ cuNet B EHBERL
Taiwan Academic Network
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Log7a M & #t-Graylog

S

B A BEWindows 3 1 # 3= Ui 228 45 40 £

FE O

Windows& AARTT v

r4
g
=3
e
5
B
g
5
]
g
@
g
5
@
[=]
E
g

BEABIN Aggregating count() by IpAd... BEAKH

IpAddress timestamp 5 TargetUserNam 8 —/ ~_ LS IpAddress timestamp ¥ TargetUserName

140.116.m7.13 2024-11-06 15:37:11. C E ,; 140.116. 13 2024-11-06 15:38:06. ¢
000 e 000

2024-11-06 15:37:07. C 2024-11-06 15:37:50. testfreoi
000 000
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000
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E&8S
000
2024-11-06 08:29:21. C :
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Log 71 Z#4%-Graylog

All Messages

timestamp 4T EventID IpAddress EventType TargetUserName ‘E ﬁ? ZE f?-‘- =t .n.ﬂ
2024 11- 06 15 38:06.000 4625 140.116 13 AUDIT_FAILURE C L II‘7 mu W A m é. R

MR-
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-
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E
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rE

PIFE: $-1-0-0 full_message

DIT_FAILURE ~ TREEEZEA -

N
o
N

4-11- 06 15 37:50.000 4625 140.116 13

bl

T
i
t

;nw

F5H:
ZEERRINE: $-1-0-0
4624 140116 13 AUMAT_SUCCESS &P %% .
MR A8 -
EASRIE: 0x0
Rt 3

2024-11-06 15:37:11.000 4624 140.116 13

IRSBIEREA -

BAKMHIRS:

Z2 R RIS 5-1-0-0
=S =8 c
4624 140.116 13 AUDIT_SUCCESS <5 %ﬁﬁ,\z .

LBIE
SRR : AR ERERENERETE -
AAEE: OxCOOOAO6D
FAREE: OxCO0OOO6A

BIEEREM:

@DH%V@@ ZREAIE:  oxe
IYE RIER T 2! -
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“E? RIS E: 2024/11/05 16:49:53 ~ 2024/11/05 16:50:29 #@EER: 20000

z
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3
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5
]
5
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5
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g
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g
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3R Port ¢ B Port & B 1P 2T & KReE : Packets &

2024/11/05 16:50:29  ASR9K 203.163. ™ 97 192.192: 63 58646 3128 W (%) TCP 441.88K 5.31K

2024/11/05 16:50:29  ASR9K 118.171. | 243 192.192m 63 50952 3128 TNRC - BE W (B%) W (E%) TCP 8.25K 128

2024/11/05 16:50:29  ASR9K 120.114.05-110 31134 52 65019 443 A Facebook W (%) W (%) uDP 14.63K 192

TNRC - B EFEESE i s
2024/11/05 16:50:29 ASR9K 120.114.°9 110 311352 63881 443 i SME LD Facebook W (%) W () UDP 118.38K 320
N2

TNRC - E i

2024/11/05 16:50:29  ASR9K 559 .51 120.1144. 223 48405 8881 S SHE W (E¥) TCP 10.13K 192
TNRC - B —

2024/11/05 16:50:29  ASR9K 209.14° . 148 120.114; 238 8208 53 = NEB TW () UDP 21.25K 256
TNRC - E1 —

2024/11/05 16:50:29  ASR9K 164.52. 90 120.114. w201 42894 119 - i W (E%) TCP 3.63K 64
TNRC - E11 G r =

2024/11/05 16:50:29  ASR9K 164.52. m:90 120.1145 ¥201 42895 119 5 o JP (BX) TW(EE) TCP 14.5K 256
NER
TNRC - E17 P . —

2024/11/05 16:50:29  ASR9K 194.18( 71 120.114m m73 50826 10567 » MR DE (#E) W (%) TCP 3.38K 64
TNRC - B —

2024/11/05 16:50:29 ASR9K 184.10590.77 120.114. 61 50276 8880 < e W (%) TCP 3.38K 64
yaR
TNRC - B/ E _—

2024/11/05 16:50:29 ASR9K 173.23¢ . :3.48 120.114 163 38173 17000 : iy W (EE) TCP 3.38K 64
TNRC - B E&#IEE Z

2024/11/05 16:50:29 ASR9K 205.21C " 177 120.114 w82 55402 6000 Google NER L us (£H) W (EE) TCP 18.13K 320
BR
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" - 1)i211Pv4 - IPv6 R P2P4AER -
T == 2)IRASREEELAG - B8 (static)
g & ) |

| TANet
- s = o

( 103 ,—— ,' VILVEG INCLVYWUWVI N JYVILLEDE
% Juniper QFX5120 ]
ASR 9K —

— Juniper QFX5120 ]

N

N

\LAG : Bundle-ethernet 993j
LY £yoe Node |
LR oe Node |
¥ E EDGEfal k=3 &
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IS

6.0 G
5.0 6
406
3.06
206

bits per second

1.06
0.0

O Inbound

&4

= /\
e T

S

i

(Cacti)

A4k . https://cacti.tnrc.edu.tw

InTr

E55 ¢
T EPARES

A AR B8 (U AR S

518 %Zt“ﬁﬁ%mﬁ’f U

TNRC_ASR - Traffic - 4é e

20: 00 22: 00 00: 00 02: 00

Current: 6.40 G Average:
@ Outbound Current: 910.78 M Average:

04: 00

06: 00 08: 00

4,05 G Maximum:
1.01 G Maximum:

10: 00 12: 00 14:00 16:00 18:00

ABEEmENDC ~ BE#HE D FEF
TWAREN#R 5 X ISP Peering%s -

TNRC_ASR - Traffic - 4 ¢ £

%5 [0 g 45

i pAdAsaalA o Al Mo
Y ey k. ¥ v

bits per second

20: 00 22:00 00: 00 02: 00 04: 00 06: 00 08: 00 10: 00 12:00 14:00 16:00 18:00

O Inbound Current: 34.63 k Average: 34,97 k  Maximum: 43,06 k
@ outbound Current: 20.50 k Average: 20.07 k  Maximum: 20.95 k
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1.

IPIER

\2::555
/)IL

SHFEE&

A4t - https://netflow.tnrc.edu.tw

2024-09-11 Top 100 | o v & 11 viH[s vIH - Top [ v | | ETEE

4 E#5 Giga Byte(s) B# R Giga Byte(s) Giga Byte(s)
coe i Send (i) Receive(itA) Send (i) Receive(itA) Total uL/pL
1 163.28.114.37 0.00000 3743.20276 0.00000 0.00001 |3743.20276 0.00
2 163.28.114.36 0.00000 3624.61177 0.00000 0.00001 3624.61178v 0.00
B 120.116.1.43 559.39831 2576.56063 15.81312 29.73566 3181.50772. 0.22
4 140.116.1.143 402.93220 2372.43648 3.26820 1.35967|2779.99655 0.17
5 203.68.93.220 0.05581 1.53016 1650.68287 893.93478 | 2546.20362 1.84
6 120.114.234.155 0.06275 0.03043 893.91242 1650.67810 | 2544.68370 0.54
7 140.116.1.141 361.83820 2098.42284 3.49067 1.10931|2464.86102 0.17
8 120.114.249.100 285.16827 1492.23159 1.59828 0.21310 1779.21123. 0.19
9 140.116.56.169 1316.75431 24.47764 0.00000 0.00000 1341.23195 53.79
10 140.116.102.184 13.00266 805.99201 0.11290 0.00000| 819.10757 0.02
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- LS IPIAb R ERF R FTER ol 52 ZIPALt

iNet

EFEFEARPIN

Taiwan Academic Network

BAIMRTGAREZEE - EAEHR


https://netflow.tnrc.edu.tw/

A IS R B E 2 At -LibreNMS

¥ IEUETRE

000
40 H ===Ne BEEHBESI
[N = )

Taiwan Academic Netw vork



z
e
o
c
2
3
2!
5
]
5
%
2
=
7
=
o
i
=
g

41

Interface Traffic

Mon 20:00

(In
Gbps

A B A

7T ETraffic

95th
976.46M

=

=

BE

II71

ik

1

Tue 12:00

Tue 16

00

Interface Packets

Mon 20:00

Packets Now
In 225,16k
Out 451,04k

Tue 00:00

194,87k
400.26k

Z4t-LibreNMS

7T EpacketsE:f

Tue 04:00 Tue 08:00 Tue 12:00
Ave Max
317.96k

715,32k
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| Oz /1 [ A 4T Z :

- BB BE A4 -LibreNMS

P

£ 7T Etransceiver&if, DOM;Digital Optical Monitoring
:f TenGigE0/7/1/0 = |
1 10GBASE-SR SFP+ Module for MMF e [ -

S L iy B2 :

- RP/8/RP@/CPUB : TANet-NCKU-ASR9912-061#show controllers dwdm 0/7/1/6 optics
PN: SFP-10G-SR Wed Nov 6 18:24:24.891 CST

SN: JC4651! Optics Status

Rev: V02 Optics Type: SFP-18G-SR
ev. Wavelength Info: C-Band, MSA ITU Channel= N/A, Frequency=352.69THz, Wavelength=850.017nm
TX Power = -2.86 dBm

RX Power = -2.96 dBm

Module Mau 0/7/1/0 - Power Tx 0/7/1/0
Module Mau 0/7/1/0 - Power Rx 0/7/1/0

module mau 0/7/1/0 - power Tx 0/7/1/0

module mau 0/7/1/0 - power Rx 0/7/1/0
Module Mau 0/7/1/0 - Current 0/7/1/0
Module Mau 0/7/1/0 - 0/7/1/0

Module Mau 0/7/1/0 - Voltage 0/7/1/0
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A IS R B E 2 At -LibreNMS

SEH#E : Line notify ~ E-mail

[Librenms) &{E&8 : tanet-ncku-asr9912-01.moe.edu.tw

(VA=
BZE M : warning

BFRIEL : 2023-12-13 11:05:31

i%M : HundredGigEO/0/0/0

&k : HundredGigEQ/0/0/0

In X : 16672.621162415 Mbit/s
Out 33X : 2457.0521850586 Mbit/s
In X : 16672.62 Mbit/s

Out X : 2457.05 Mbit/s

In EHAEH{E : 2185313801

Out RIAEUE : 322050744

L LibreNMS <abuse@ncku.edu.tw>

Alert for device TNRC_ASROK - HEEHEL

WE LibreNMS

axfHi24fE ¢ tanet-ncku-asr9912-01.moe.edu.tw
frg :
fEE M ¢ warning

BFRAEL © 2023-12-13 11:05:31

I : HundredGigE0/0/0/0

fi#l © HundredGigEO0/0/0/0

In 2% 1 19716.317695618 Mbit/s
Out ZE%2 @ 3443.1373291016 Mbit/s
In Z8% 1 19716.32 Mbit/s

Out ZE32 @ 3443.14 Mbit/s

In JFAA%E © 2584257193

Out [F4A%E * 451298896

([T XIT]
EEEEREDIN
cNet
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WY =kva

112511 RISO/IEC
27001:2013:E1TE T
ZERRE B -

113511 RKISO/IEC
27001 2022 & 3RRE 715
2z

o

272 TW22/00001176 SG S

BT R

1 .24 k-
ISO/IEC 27001:2013
P 2l

e R 210 - T WA S R
3 |0 F2 AT e LR - T

AR MR

Lz T~ TR A s

AT 0290 2F 1211 - 02422 12F 1211 HEH = e = I8
P AT | LN AR 12F 1211
£ e RSt AR1ZE12F 1211, 3501246 7 868 1 WF GitieLint AR2E 12 F 1211
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Ao 5 28 8P 1HREA S 1t

SRS )

1. 113/1/24 ASRO I F+4K
2. 113/2/20 FARREAE B F et B TelnetZE R 1] -
3. 113/8/6 BB FBEHENERER °

. Label/ID Client Time Stamp
1000000180 il :node@_RP6_CPU Thu Oct 24
1000000179 i :node®_RPB_CPU Thu Oct 24
10000006178 :node®_RPB_CPU Thu Sep 26
1000000177 :node®_RPO_CPU Mon Aug 19
1000000176 _ :node@_RPO_CPU Wed Aug 14
1000000175 “WE— :node@_RPO_CPU Wed Aug 14
1000000174 :node®_RPO_CPU Wed Aug 14
1066600173 :node®_RPO_CPU Wed Aug 14
1000000172 :node®_RPB_CPU Wed Aug 14
100006A171 ’ :node®_RPB_CPU Rollback Tue Aug
TANet _NCKU_TEST :node®_RPB_CPU CLL Tue Aug

I bbbuy16Y :node@_RP6_CPU CLI Tue Aug

P&

z
=
g
¢
g
g
a
=
[}
5
®
ol
£
5

T
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E
3

2
¢
¢
14

1
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3
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5
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7
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1
1
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H;ET Line * E-mail

2
&
g
¢
2
)
a
=
[}
5
®
5
5
T
(=
E
g
=
g,
g

‘ﬁ E ://2 gz710@mail.ncku.edu.tw : [WEEE)] UANRCRERANEFESEAEARARTRES 2024/10/18 (@A) FF 1:17

1 A N A 'r o gz710@mail.ncku.edu.tw FW. [REAE] ESIEHBER AIM LINEfTHTFAFEEXA (CVE-2024-9982) 2024/10/18 (@A) T4 1:14
“E’ . gz710@mail.ncku.edu.tw FW: @RS ] SE8RUBERE ce-class FEZEEARRRE 2024/10/18 (@A) T4 1:11
] ;- gz710@mail.ncku.edu.tw FW: [REAER] SECRMETRERNARTFEERRTRA(CVE-2024-9972) 2024/10/18 (BA) T4 1:09

N 9z710@mail.ncku.edu.tw FW: [BRRE] S ABBKEN FlowMaster BPM Plus FEZEEAERIRA 2024/10/18 (IBA) F% 1:06
% gz710@mail.ncku.edu.tw FW: [EEHRE] #fABNRAN WebEIP v3.0 GEEAFRIRE(CVE-2024-9968) 2024/10/18 (@H) T4 1:04
. e gz710@mail.ncku.edu.tw FW: [®iEE 18 E % OAKlouds - Arbitrary File Read And Delete 2024/10/18 (@A) F4 1:00
" lOTER B Z2 2 28 o
S HI0 B ETT MR

TRNEE TANet=BEREPD (95) Q& B
THNEE TANet=EEES D (95) Q& 3
(D Z :
HRENF = &
[(RARE]EDEETeam+BEF
A szsEmers - sa

i Injection.pdf

[#5{#) WindowsBIRREXSRH, EF =

FFEREELEBIPVOAR

BlockBeats 5., 8 A 14 H, W®HHARES

%%, EH, Windows RBHRERS

R, %A CVE-2024-38063, A

SR B Windows Ik, 7 €
Windows 11, Windows 10 L& Z{ERRZAH) :
Windows Server, $&R) CVSS3.1 HEA

98, BRIEZH7, KEHILIERR

2 IPve BIREERARRR, BITER

R, ZRAFER Windows £ TCP/IP

RS, B ERENEEREBRITE

o B E AT LUEIB R B A Windows :&{f#

X IPve BIRE, BREFIER

[mARE]EER% OAKlouds -
A Arbitrary File Read And Delete.pdf

HITHRIE, ERAELERSNRE, #HK u

BIEETA RS ERENESHN .

Windows R, SERIEZES AR T L [mRBRE]FAFREHIER WebEIP
BN, 26 v AT ISRRE A wosrEAmzEw

A, (CVE-2024-9968).pdf

FHHIR © https://m.cnyes.com/news/id/
5684115

CVE-2024-38063 Windows TCP/IP 3z
T2iERE

https://msrc.microsoft.com/update-guide/

vulnerability/CVE-2024-38063 ... ..'
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ATTENTION.
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