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> Service
Set ID(SSID)
& :
»SSID# , AP SSID
> AP SSID
> SSID
> SSID
>

Security Focus, Expert Only



v SGS

Seewtll  502.11 )

EEEEEEEEEEEEEE

=

Lot | Conbgureas Ewrvener | e |
b T

»802.11 e

TP B iy

F Ciomly mehs Pyrusurmy

» RC4 g |
> 64 128 ( ) b't key et 13 [ ]

® | e | e |

AR

ek
L R
REN
L e B

&

AP

” Key
> Code

> 1 4M  Frame
P(EE)/( )

Security Focus, Expert Only



FAETE R

$#AP . AP scanner, Net Stumbler
#War driving

- . Airsnort, Airopeek

< (DoS)

- ; MAC Address

- AP: (Man in Middle attack)
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AirPort Networks="— &5

{ waikoloa School | 4 |
Channel: ¥ Encryption: false
AP Typea: Hardware AP

Moise Lewvel: &0 |~—|
Signal Level: ¥2 | I |

APz Found: ri
Channels Found: ¥ 1, 6, 1,
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- Hokuula

1 P 3 4 a 7] T L] 9 10 1 12 13 14
2412 2417 2432 242T 243F 2437 2442 X447 2452 2457 2462 2467 2472 2477

| Open AirPort Admin | -|
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g Scan

e N e e O

| AP name | HW address |channel|snr|Managed?| Vendor |WEP‘
Schenk & 00:30:65:1D:F3:D9 |6 17 [Managed ||Apple No
Castle Gymnasium 00:02:2D:31:C2:D1 |1 36 |Managed |Agere-Lucent [No
\UC Library Airport  |00:02:2D:09:4B:ED |6 36 |Managed |Agere-Lucent No
tsunami 00:04:5A:0C:5F:FC |6 119 |Managed |Linksys No
lonaga 00:04:5A:DB:BC:6D |1 29 |Managed |Linksys No
lopakapaka 00:06:25:54:9D:67 |6 80 Managed |3Com No
linksys 00:04:5A:EE:A3:5F |6 18 |Managed |Linksys No
kapudu 00:40:96:47:57:7E 3 54 |Managed |Cisco-Aironet No
0e7a75 00:02:2D:0E:7A:75 |1 60 |Managed |Agere-Lucent [No
linksys 00:04:5A:FA:75:E3 |6 20 Managed |Linksys No
3ad6e4 00:02:2D:3A:46:C4 |1 19 |Managed |Agere-Lucent |Yes
128063 IBE:01:98:01:0E:03 |6 85 |Ad-hoc  |unknown  |No
lhokuula_internal 00:02:2D:22:EB:36 |1 65 |Managed |Agere-Lucent [No
| Administration Building |00:05:5D:A6:FA:06 |5 49 [Managed |unknown  |No
|Technul{:rgy Center |{]{}:6{}:1D:F?:3?:F5 |11 |4? |Managed |Agﬁre—Lucent |N+;:r
physics 00:05:5D:D9:DD:14 |11 49 [Managed |unknown  |No
o1 00:01:24:F1:F9.TE |6 30 |Managed |Acer No
'VC Mobile 1 00:02:2D:2D:1C:43 |1 19 [Managed |Agere-Lucent No
| Airport 00:30:65:04:1B:C4 |1 35 |Managed ||Apple Yes
NaKuaHiwi2 00:02:2D:0D:69:46 |1 39 |Managed |Agere-Lucent No
hospice 00:50:18:07:D2:CE |6 58 |Managed |Adv No
linksys 00:04:5A:CF:7F:81 |6 20 |Managed |Linksys No
\default 00:05:5D:EC:CE:C8 |6 26 Managed |unknown  |No
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. default, linksy

Y 5G5S

|GoodrichAirport 00:02:2D:27:CE:9C |1 26 |Managed ||Agere-Lucent [Yes
|default 00:05:5D:DA:22:A8 |6 35 |Managed |unknown  |No
\default N 00:50:18:07:91:7C |6 56 |Managed |Adv No
llinksys ' 00:04:5A:CE:6C:8D |6 119 |Managed |Linksys No
\default 00:50:18:03:CF:A0 |6 42 [Managed |Adv No
\default 00:40:05:B5:D0:DB |6 29 |Managed |D-Link Yes
\default 00:05:5D:D6:C0:59 |6 23 |Managed |unknown  |No
\default 00:40:05:B5:B5:39 |6 30 |Managed |[D-Link No
rockza 00:40:96:26:35:B8 |1 42 |Managed |Cisco-Aironet |No
IHWVWIRELESS 00:40:96:57:4C:DD |6 25 |Managed |Cisco-Aironet |No
Inaia 00:04:5A:0E:23:E1 |11 43 |Managed |Linksys No
IHWVWIRELESS 00:40:96:57:F4AC |6 41 [Managed |Cisco-Aironet No
|Ta:-,rl+;:rrCcrmm¢:rn5 |{]{}:5{}:1D:1E:4C:59 |l |92 |Managﬂd |AgerE—Lucent |N{:r
rockza 00:40:96:26:2B:B1 |1 58 |Managed |Cisco-Aironet No
[kapudu 100:40:96:29:98:86 |3 54 |Managed |Cisco-Aironet [No
kobe 00:02:2D:3C:FF:F9 |1 27 |Managed |Agere-Lucent |No
Ikatie 00:02:2D:3D:00:1D |6 28 |Managed |Agere-Lucent No
1ot 00:04:5A:DE:07:81 |6 34 |Managed |Linksys No
Castle Auditorium 00:60:1D:F1:0F:68 |1 93 |Managed |Agere-Lucent No
lakule 00:06:25:54:97:30 |1 63 Managed |3Com No
lhokuula2 00:02:2D:09:2A:52 |6 45 |Managed |Agere-Lucent No
I[HWVWIRELESS 00:40:96:57:60:BC |6 37 |Managed |Cisco-Aironet No
I[HWVWIRELESS 00:40:96:57:-EA8E |6 46 |Managed |Cisco-Aironet No
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SGS
=10] x|
[A] Ele Edit Wiew Options Window Help =15 =]
DS E| (@20 =5 Ee a7
w-" Channels | MAC | 551D | Harme | Chan | vendor | Type | wEP | SHR [ Signale | Moise- | SNR+ | Latitud =]
w5505 | @) 00045A0EIEAD linksys B Linksys AP 91 00 9
#-F Fiters | @ D0045AEB39CE  inksys g Linksys AP a4 102 18
@ 000220208204 2c82da 1 Agere.. AP Yes 75 a9 21
@ 0001 24F05623  defaul g AP a5 a8 3
@ 0004540E 3848 finksys 3 Linksys AP 71 q04 32
D 000458DATTOF  ANY 3 Linksys AP Yes -0 A01 10
@ 000454E85F93  finksys 3 Linksys AP 88 q02 13
@ 0004540F 2264 linksys 3 Linksys AP 87 98 11
@ 00062550331E  linksys 3 AP -89 -39 g
D 0004548E31743  peaayp 3 Linksys AP &1 q00 17
@ 000304000054 aa 11 AP Yes 82 -39 17
@ 0030F1102035  wLaN 11 AP Yes 85 -39 14
@ 00022D3F21CE 321ce 1 Agere[.. AP Yes 85 100 15
@ 000454D00E47  linksys 3 Linksys AP Yes a1 98 7
) 003065105688 Office 1 Apple AP Yes 93 95 3
@ 004096456900 NEUSTAR 3 Cisco[A. AP Yes -a0 00 10
@ 004096457680 NEUSTAR 5 Cisco[a.. AP Yes -a0 -39 g
.DDSDEEDSDDEB Better then Windows 1 Apple AP ez -89 -95 =
@ 000454CE 3863 pohan 5 Linksys  AF 88 Ao 11
I.I:IEIEEI'II:le|:I43EE Fproj 3 Agere[.. AP Yes -aa -89 11
@ 000625504834 Faloos 10 AP a0 Ao 18
@ 00409532023 luckgoose 4 Cisco [A.. AP a3 qoo 7
@ 00304B0BET7A  Foming E DeltaM.. AP Yes =t a7 11
@ 004096485054 leesbung? 1 Ciscofs.. AP Yes £ q00
@ 00409659F7EE 15U 3 Cisco [A.. AP 58 402 40
@ 004096530 4EF 15U 3 Cisco [A.. AP 57 q00 42
@ 0040964860 0F  leesburg? 1 Cisco[h. AP Yes 85 q00 13 —
a [v]]4] | o
Ready Mok scanning |GPS: Disabled v
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+ WEP(Wired Equwalent Prlvacy)

(

IEEE 802.11

>
>
#802.1x (PEAP, Cisco-LEAP, TLS, TTLS, MD5)
> Key Exchange
# Wi-Fi Protected Access (WPA)
»  802.1x key
> Wi-Fi Aslliance Pre-802.11i
> /
# 802.11.i
> AES
> (2004 ),
#+ VPN (IPSec)
> ,
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bluesocket 4

BlueSecure Intrusion Protection System
&

Bluesocket Wireless Gateway
RF
WLAN
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Authentication, Encryption, Policy
Management, Secure Mobility

| |/

=
B (150 SysTems

PPTP 1
Executivey -
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IPS eC p0| e —
Finance l

access Enterprise
Cisco SysTems i LAN

802.1x
Admin

point
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C_Ie_ar NT Domain
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Open, Standards-based Interoperability
for Multi-vendor Networks

PPTP
Executivey

Cisce SysTEms Bluesocket
IPsec ~ Wireless Gateway
Finance

Enterprise

access
point

Cisco SysTems

802.1x
Admin

i
point
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NT Domain
wcoess Syeeee
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& (Unauthorized Access)
& (Eavesdrop)
O AP (Malicious AP)
O AP (Rogue AP)
User Wireless Link
‘\4 /\ Entlie;\pl)\;ise 4‘
U RogueAccess
Eavesdropper Point

U Enterprise

Malicious Access Point
Access Point

g
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?
Feature 802.11i, WPA, 802.1x Missing Parts
Authentication v
Dynamic WEP Encryption/TKIP/AES v

Alternate Encryption (IPSec, PPTP, SSL)

Access Control and Policy Management

Guest/Visitor Access
(Support for “client-free” devices)

Bandwidth Management

Support for any mobile device

Support for Secure Roaming

Intrusion Detection/Protection

NENENENENENNENEN

Rogue Access Point Detection
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O AP  Switch

» Airespace, Aruba, Cisco, Proxim, Symbol,
Trapeze

>
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MR

Bluesocket

~ 5. RF Intrusion Protection —
continuous real-time monitoring of the airwaves

4. Network-based Virus Detection, Worm Protection

3. Policy Enforcement, Bandwidth Management

2. Strong Encryption

1. Universal Authentication
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- (DoS): Storms
&
&

Security Focus, Expert Only



Secure |
MR
&
¢ AP
&
o WLAN
AP

# BlueSecure Server
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Hotification Policy Editor

@ 28 @9
Expert Policy Notifications
= [ Custom - New Pobicy

Ol sy Access Point Failure
04 MonLisco Chentin Use
= Denial of Service
£ AP Dveiloaded
E3 #ssociation Stom
- [¥1 E3 Authentication Stom
E3 Deauthentication Storm
EJ Dissociation Stom
E3 Duwation Attack Detected
E3 EAPoL Logoff Stamm
3 EaPoL Stait Stom
E3 AF Jamming Detected
/¥ Bioadcast Deauthentication Packet
[ /1, Broadcast Dissociation Packet
2%y Impioper Broadcast Packet
&l Iitrasion
E3 Adhoc SSID Same as AP
[ Aiack Detected
£ Ausnaf Attack Detected
E3 AP 551D Changed
E3 ASLEAP Attack Detected
E3 FatauJack Attack Detected
E3 Hotspotter Altack Detected
E3 Random MAC Address Detected
3 Rogue Adhoc Chent Detected
E3 Rogue AP Detecled
¥ E3 Rogue Cliert Detected
E3 Spoofed MAC Addiess
[¥] E3 Station is Operating As Unauthorized Type
3 WEPWedgie Altack Detected
[¥] /%, AP Channel Change
Ay Client is Sending Spurious Traffic

j A

£ Duration Attack Detected
3 EAPoL Start Storm

Configure Hotification

B Send Trap to Operview
() Send Email to Rob

|

EX I S
Nana Detads
Send Email to Rob Recipient=youmame@server com. Sender=bluesecure@bluesocket com  Server=maill server com, F'u:n'
Q Send Trap to Opentiew Host=localhost, Port=162. Community=public. 5ource=Fusion
<

Expert Aleris

v m|¢ |ﬂ| 90 critical slerts |, '5| E44 minor slerls 0 Bﬂﬂna{epts (=]

Expert »

+ L3 Adhoc Network Operating

+ £ AP s Not Using Encryption

* m AFEEIDU'Immd

B Random MAC Address Detected
3 Rogue Adhoc Client Detected
+ £ Rogue AP Detected

+ E3 Rogue Chent Detacted

5 [+

(+]

+ [ Station is Using Weak WEP Vs
# % Access Point Restarted

# %y AP Broadcasting 5510

# /¥ ChannelWith Too Many 4Ps

¥ /M, Default SSID in Use

¥ /¥ Excessive Emots

# /r, Excessive Reltansmissions

# /% Sensor Failed to Start

# /% Sensor Missed Keep-alive

+ @ AP Reported a Problem to a Cliert
= @ AP Suppoits Multiple 5510s

<

£ Station is Operating As Unauthorized Type

Motification Editor

VES TS e nolification |

Process ; [ Fusion

Test...

2 Sensors Active 31 Stations Found

Action
. Emal| @) Sound| W Appication| B SNMP Tiap| 3 Syslog |
Suslog Server
Host localhost |
Post 514 |
Facility gAuEhF':w E'Iﬁ R E]

K

J[ Eamel.] )

&)
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Deployed 802.11 RF Monitoring System for:

Rogue Detection
Troubleshooting
Vulnerability Assessment
Performance Management
Intrusion Detection
Usage Planning
Usage Auditing

Ensure the service
levels of your WLANS

Make sure your WLANS
are hack-proof

Security Operations Network Operations
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& WLAN

» BlueSecure Intrusion Protection System RF
Policy

» Bluesocket Wireless Gateway:
O RF Monitoring Sensor

& . Multi-Method, Correlated,
RapidScan

-
&
+Plug-n-Play

& (Total Cost of
Ownership), (ROI)
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HEH

Plug-n-Play Enterprise WLAN Security/Control

802.11 Access Points:
802.11b, 802.11g, 802.11a/b, etc.

iad Bluesocket ‘
g . Wireless Gateway l '

Authentication
Servers:

LDAP, Radius,
NT Domain Server
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o

> / Smart Card

Token
> Local
(LDAP RADIUS NT Domain)

o

> “Role-based”

> VPN PPTP L2TP

IPSec

Security Focus, Expert Only



%,%! Bluesocket WG @

EEEEEEEEEEEEEE

- (Secure |\/|Ob|||tyTM)
>

o
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>
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R&D/Engineering

Mobile Devices + Off-the-shelf APs + Wireless Gateways + Unchanged Legacy Network

= =
g

. Fieai
802.11 AP T
802.11 AP

L ] l L ]
a 3 a 3
= - = -
- & - &
g = g

|

Sales and Marketing

+ Corporate

802.11 AP

. @
E |
alf &

L
# &

802.11 AP e

Radius, LDAP,

Corporate
Active Directory,
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Servers

=
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Sl SR £ erlng 5"’/—\ ”_‘31 erlng E |
E '..: '..: ‘ Closet cr Closet E ‘
= d .|| l|. L] k Internet

802.11 AP 802.11 AP 802.11 AP

|Wired Network
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Many Components = $$$
High Operational ass)

EXpense |a’-‘ QoS manager

dCCess mana qer

bluesocket

IEHA 1
¥

\Fitar Single Component,
Multiple Functions

authentication |
SErver A
113

client software
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Encryption
Firewall
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WG-5000

High WG-2100

Py

‘w

c . — S Up to 1000 Users
8 WG-1100 — Hundreds of APs

Medium 50-500 Users

g ’ 10-50 APs Very large
(@)

Large
WG-1100-SOE  15-100 Users

1-20 APs

1-15 Users Small
1-3 APs

Medium
Low

100 Mbps Clear 100 Mbps Clear 400 Mbps Clear 1 Gbps Clear
15 Mbps 3DES 30 Mbps 3DES 150 Mbps 3DES 400 Mbps 3DES
Performance
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Secue 1! Multi-Layered Security '&éﬁ

A foires.

WEP Keyed

IPSec Security

MAC ACL Entry § VPN Certificate

Internet /
Web Service

HH Industrial
User
RADIUS/ LDAP
Authentication

II FW Virus Controls/
Session Controls
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SecwtNIS|uesocket Wireless Gatewd@)
+4.0
>
> Cisco
y Cisco 802.1x EAP-FAST

( LEAP, PEAP, TLS, TTLS)
> Voice over WLAN
> WLAN Load Sharing

> HP OpenView
>
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- “Zero-Day Attack”
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#Bluesocket T —— -

WLAN
&

.

Zero-Day

Name of User
Attacking or

Infected
LT _

IDS State

(ex: “Blocked Ports being

used in
attack/worm
exploit

or Monitored”)
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> Cisco APs

Qem Symimms 1150 15 158

AP Name,
Location
and MAC

Which user is What Cisco T

on
the AP Model
and Firmware
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HARYAR D UNIVERSAL HEALTH SERVICES

PENNSTATE

CAREGROUP

HCARE SYSTEM
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