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A History of Rapid Growth and Achievement

— Cumulative Unit Shipments
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Fortinet FortiGate Recognized by $50 Million
Founded Family Gartner as Financing
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Fortinet Company Overview

Founded October, 2000 by Ken Xie
-Founder, former Pres. & CEO of NetScreen (NASDAQ: NSCN)
Over 350 employees; HQ in Sunnyvale, CA

-Offices throughout Americas, Asia, and EMEA

-Tokyo, Seoul, Beijing, Shanghai, Hong Kong, Taipei, Singapore, KL, Melbourne, etc.
-Belgium, France, Germany, Italy, Sweden, UK

Creators of world’s only ASIC-powered antivirus systems
-Addressing the need for real-time network protection

Achieved >10x revenue growth in 2003 vs. 2002
-Over 50,000 units shipped in under 2 and half of years

Completed $50 million mezzanine financing Feb 2004
-Positioned for continued rapid growth



Fortinet is Driving a Major Shift in the

Evolving Security Market
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Completeness of Vision

CONFIDENTIAL

Gartner

“...Firewalls must
provide awider range
of intrusion prevention
capabilities, or face
extinction...”

“Fortinet has demonstrated
its investment in powerful
network processing
technology by filtering
viruses in-line, which
requires an unprecedented
level of packet assembly
and filtering.”



The FortiGate Family Scales from SOHO
to Service Provider

FortiGate Product Family:

Fort|Gate 4000 -,

4G [ . FOI’tIGate 3600 ‘F}
TN

: i i Redundant
2G - FortiManager System A .— power
FortiGate-lOOOW Gigabit performance
o ——— FortiGate 800 — Four 10/100/1000 ports
boo! FortiLog System FortiGate 500 R \Iuti-Zone (12 10/100 ports)
FortiGate—400w High Availability >
200+ FortiGate-300 z

FortiGate-200 Enhanced remote client capacity —— »

Performance (Mbps)
)

20+ U p—. Integrated Logging (20 Gbyte) >
' FortiGate-100
95 . .ﬁ DMZ port, traffic shaping >
70 FortiGate-60 x i FortiWiFi-60

| mmEEnT gy Dual USB ports; integrated 4 managed switch ports; Dual WAN connection
30 tFortiGate- -50A

S /i s/\\/orm Scanning, Firewall, VPN, Intrusion Detection & Prevention, Content Filtering
Capabilities m
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The Nature of Threats Has Evolved...

Major Pain Points for
Organizations of all Types

Anti- / Spam
spam
Banned
Content Content
Filter Worms
Anti- Trojans
VIrTUS /CONTENT- Viruses
IDS BASED
Firewa VPN Intrusions
Lock & Key CONNECTION-BASED
Hardware
PHYSICAL Theft

1970 1980 1990 2000
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Firewalls Don’t Analyze Contents so they Miss

Content Attacks

DATA PACKETS
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Packet “headers”  Packet “payload”
(TO, FROM, TYPE (data)
OF DATA, etc.)

CONFIDENTIAL



Some Firewalls Claim to do “Deep Packet

Inspection” — But They Still Miss a Lot

Performs a packet-by-packet inspection of contents
— but can easily miss complex attacks that span
multiple packets

Undetected

CONFIDENTIAL



To Stop Content-Based Threats Requires More

than Deep Packet Inspection

COMPLETE CONTENT PROTECTION
1. Reassemble packets into content

http://www.freesurf.com/downloads/Gettysbur /™.
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2. Compare against disallowed content and attack lists
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IPS can Protect everything ---
Post-Sasser .




IPS Vendors Speak up ---- Post-Sasser

* Block worm & exploit viruses is trend

— Antivirus Is not important
— Even NetSky can be blocked by IPS

 |PS is enough
— Can block exploit worm, Trojans and Backdoor

e |Ftrue, why ™ Symantec

focus on prc S_} ',?
http,FTP,En




Performs specific packets inspection and behavior
analysis

1. Sighature «——— I DS
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The Factis ......... (1/ 2)

B Greeting from your friends

C BEE SEE WA BAD o TEM  EBiEe  HeA® Ha
= R &Y 0¥ - =%

B3 REARE=F |jim|iu@fu:ur1inet.cu:um

e &l |

ES=F |Greetingfrumﬁ,rnurfriend5

i hndE = Emﬂe]fmmip?m.EKE (169 ERB)

TR v| [0~ E|B £ UA |iZZEEiE| = =E=| —

Only one level compression



The Factis .........
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Conventional/Single Point Security

Solution Do Not Solve these Problems

recker | 1T 1S Sasser,then  spar

Viruses,

Banned
content JZQ
w.find a new job.com _
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Protocol-based Antivirus Benefits

e According to protocol
— to adapt different kinds of file format or
Characteristic of different application.
l.e. like compression file type , ZIP, RAR....
outlook, outlook express or Unix Mailbox




World-Wide based Real time Update Center

Ensure Rapid Response to New Threats

Fortinet Threat Response FortiProtection Center

Team and Update Web Portal & email Bulletins
Distribution Servers e ——

FIOFETINET

|||||||||

Automatic Updates Can Reach e

All FortiGate Units Worldwide

In Under 5 Minutes




Dynamic Real time Attack Response

Combines the Best of AV, NIDS and IDP

e Multiple detection mechanisms
— AV signatures (application layer, content scan)
— Intrusion signatures (protocol layer, content & behavior)

« Reduction in false positives and the amount of data analysis
— Policy-based IPS applies scanning only where needed

e Multiple prevention mechanisms
— Packet drop
— Port closure
— TCP reset
— Traffic limit (e.g. P2P apps)
— File delete/quarantine
All dynamically updatable via the FortiProtection Network




NIPS Signatures
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A New Approach for
Content filtering




Limitations of Conventional

Software-Based Web Filtering Solutions

Conventional Web

_ _ Filtering Solutions
Requires a dedicated

server

Requires periodic update of
large (multi-megabyte) URL

database A /:RL requests
. . from users
« Missed and incorrect T | S ——
ratings between Updates databaseis == —m to the server
updated and checked
° ngh cost periodically against the
database

b

Dedicated Web

: Filtering Server

Master URL
Database

Web Filtering Vendor

with local URL
Database



The Fortinet Solution: FortiGate Antivirus

Firewalls + FortiGuard Service

 No additional hardware
required

 No need to download large
database to FortiGate units

 URL ratings are always up to
date

FortiGuard Web

Filtering Solution

=+ Local FortiGate caching of = —'J!
ratings greatly improves
performance URL requests from

users are checked
against internal cache
in FortiGate unit —if not
yet rated, FortiGate
unit sends rating
request to FortiGuard
hosting site

 FortiGate solution also scans
HTML content for
keywords/phrases

 Lower cost
« Multi-language recognition

* Reduction in false positives

— Policy-based IPS applies
scanning only where needed

FortiGate unit allows or
denies page based on
requestor’s Content

Databas N Profile

FortiGuard Hosting

Sites (data mining)



Web Profiles Support 80 Content Categories

| Fortigate 6 - Web Config - Microsoft Internet Explorer ElEE|
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A Range of Logging and Reporting Options

* Logging
— FortiGate unit logs the source IP, destination IP, requested
URL, action (allowed/denied), and content category

e Built-in reporting
— Graph in the FortiGate GUI shows web usage by category

e Additional reporting

— Logs are compatible §
with 39 party reporting
tools, such as
elQnetworks Firewall
Analyzer / SecureExp [
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A BASIC Antl-SPAM skill




Email Content Filtering (Antispam)

Enhancements

 Check & Mark Messages with Signs of SPAM:

— Keywords & phrases in message body and subject
line

— Blacklist of known bad spam senders

— Invalid return email address (DNS check)

— Spoofing (MIME header check)

e Block SMTP Messages based on:
— |P address Black/White list

— |P-based checks against the Real-time Blackhole
list (RBL) and the Open Relay Database (ORDB)

— Reverse DNS lookups

M
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Anti-Spam

e CAWINDOWE S ystem 32w md exe - nslookuap

IC-“Documents and Settings“Jim Liu*nslookup

Default Serwver:
Address:

> =zet type=MA
* mMEn.com

Ceruep:
Address:

168.95.1.1

dn=s.hin

dns.hinet.net
168.25.1.1

et.net

mz=n.-com M preference = 5, mail exchanger = mxl_hotmail.com
mzn-com M preference = 5, mail exchanger = mx2_hotmail.com
man.com ME preference = 5. mail exchanger = mx3_.hotmail_.com
man.com ME preference = 5. mail exchanger = mxd_hotmail_.com
mx1 . hotmail.com internet addreszsz = 65.54.166.97
mx1 . hotmail.com internet addreszsz = 64.4.58.58
mx1 . hotmail.com internet addreszsz = 65.54_.252_99
mx1 . hotmail.com internet addreszsz = 64.4.58.99%
mx2 . hotmail.com internet address = 65.54.198.58
mx2 . hotmail.com internet address = 65.54.252_238
mx2 . hotmail.com internet address = 65.54.198.7
mx2 . hotmail.com internet addreszsz = 65.54.166.238
mx3.hotmail.com internet addreszsz = 64.4.50.17%
mx3.hotmail.com internet addressz = 65.54.253.97%

internet addressz = 65.54_.167.5

~-R_RTINET
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RBL Server-List

e rbl.maps.vix.com
e dul.maps.vix.com
e relays.orbs.org
* Dbl.spamcop.net
« cbl.abuseat.org
e dnsbl.njabl.org

e dnsbl.sorbs.net
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The ASIC-Based FortiGate Platforms Provide
Better Protection and Higher Performance

|

Complete
Content

Packet
Inspection
Deep
Packet
Inspection
Deep
Packet
Inspection




What's real hardware-based Seurity

Box ?

Content processor
ISheeded !!!

Content
Assembly &
Scanning
Memory

FortiAsic™ Signature
Content Memory
Processor(s) (Virus, Worm,
- Keywords,

etc.)

Physical Interfaces (10/100, GigE, etc.)



Fortinet Developed a Unique Architecture for

Complete, Real-Time Network Protection
CORE TECHNOLOGY

FOoRTINET

*Proprietary Fortinet Chip
sHardware scanning engine
eHardware encryption
*Real-time content analysis

FortiASIC™

Content I:I

Processor

FortiOS™
Operating

System

*Real-time networking OS
*High performance
*Robust, reliable



What is the weakest point for point solution?

(Why policy based management is needed ?)

FortiASIC Content Processor Chip

Unprocessed el Intrusion VPN Protocol Content Flow Secure, Filtered

Network (Stateful & DoS (IPsec, Processing Scanning Management Network

Traffic ‘nspection) Detection L2TP, & File Traffic
PPTP) Content

Firewall Attack Security Protocol & Vir_us & Worm Traff_ic
Rul 3 iati . Signatures, Shaping
ules, Signatures| |Associations| | File Rules
URL List 9 Keywords, etc. Rules

*Note: Blocks can be used in multiple combinations, e.g.
firewall, AV, and other functions can be applied to decrypted

VPN tunnels
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Internet

Tdﬁﬂstirative System J
o>
O € Vv
Fm = = — - * Campus Email Servers
| HA = 111 +FTPServers
s — - *DNS Servers
Server Farm =7 L HA DMZ

-

Networked PC |:|

97_
)" B

Networ ked PC w/

IP Phone

DHCP Client

Departmental VLAN

Second Computer Room

%% M odem Pool




A Real Case for Education Network

TANET I -

-

1000 Mbps g - Intermost Network
Layer 3 switch /
FG3000 VPN tunnel/1000 Mbps /
Waishuanghsi
Campus
e e Cisco 6509
] 1 Public Servers
Downtown
Campus
Cisco 6509 Internal User PC
Internal User PC A
/ L2 Switch
E
FG1000
L3 switch

Administration &
Academic System




Fortinet Provides a Complete Solution

for the Educational Network (1/2)

TANET
Backbone

FortiManager




Fortinet Provides a Complete Solution
for the Educational Network (2/2)

Administrative
Services

Classrooms

Data Center

(@  FG3600 adds antivirus and @  FG300 adds antivirus, IDS/IDP
IDS/IDP protection at the gateway protection to exisiting firewall for
in transparent mode behind administrative services

existing firewall

(@  FG300 provides antivirus, IDs/IDP  (g) ~ FG3600 provides in-line firewall

and firewall protection, and traffic antivirus, IDS/IDP functionality to
shaping functionality for dorms data center




High Availability Feature Highlights

Fortigate Clustering Protocol (Real Clustering)
Active-Active (TP / Routing mode)
1 Active-Passive (TP / Routing mode)

 HA in transparent mode

o Stateful failover for both firewall and VPN traffic
within 3 seconds

« Link status monitoring and failover

« HA Alert

— During failover, the FortiGate units in an HA group
send an email and SNMP trap, and log the event.

EoATINET




FORTINET-

High Availability Network Archietecture

Router 1 Router 2

’Switch A2 (Server farm)

l—bleh’ooé SJF
: w :
B :
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What Is users’ requirement we care ?

 Only wireless Access Point with Compete
Content Protection




Integrated SMB Wireless Solution

FortiwWiFie0

Internet

Server

Security
«Gateway and AP not vulnerable

*AV scanning for all users at all times
*WLAN clients protected from each other
«Can enforce Security Policy at al points

*EVEN provide IPsec Tunnel directly to internet
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Valuable Reporter Is necessary




Without FirewallAnalyzer

JU U — VV CA o VV O o O C C \/ \/ \

essages. Syslog Servers capture this info into log files.

1t finding valuable information in Firewall log files which
ontain huge amounts of cryptic information is not easy.

datetime=211ul12003 03:26:31 action=ct]l fw_name=corp_fw dir=inbound sys_msgs=The E100BD interface is no
datetime=213u12003 03:26:31 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E10087 interface is not
datetime=213u12003 02:26:31 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E100Bl interface is n
datetime=213u12003 032:26:31 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The NDISWANIF interface j
datetime=213u12003 03:26:31 action=ct] fw_name=corp_fw dir=inbound

datetime=213u12003 03:26:32 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.73.1
datetime=213u12003 03:26:32 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.73.
datetime=213u12003 03:26:58 action=accept fw_name=corp_fw dir=inbound src=10.79.109.134 dst=10. 7
datetime=213u12003 03:27:35 action=accept fw_name=corp_fw dir=inbound src=10.74.104.1 dst=10.74
datetime=213u12003 03:27:50 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The EL10080 interf
datetime=213u12003 032:27:50 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The E100B7 inter
datetime=213u12003 03:27:50 action=ct] fuw_name=corp_fw dir=inbound sys_msgs=The E100Bl inter
datetime=213u12003 03:27:50 action=ct] fw_name=corp_fw dir=inbound sys_msgs=The NDISWANIP int
datetime=213u12003 02:27:30 action=ct] fw_name=corp_fw dir=inbound

datetime=213u12003 03:27:50 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 ‘st=10

v the anti-
the anti-

e anti-
the ar

proto=tcp; Fwl_1e:
proto=tcp,/Fwl_Te:
rule=2 proto=udp/nbr
1Te=2 proto=udp/nbdat
cted by the anti-
d by the anti-
by the anti-
ed by the ar

to=tcp,/Fwl_Te:
oto=tcp,/Fwl_Tle:
2 proto=udp/nbdat
e=2 proto=udp/nbr
3 proto=udp/nbdat
=Ldp,/nbnan
p/nbdat
name

datetime=213u12003 03:27:50 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1
datetime=213ul12003 03:28:02 action=accept fw_name=corp_fw dir=inbound 5rc=10.?5.13€.1
datetime=211u12003 032:28:02 action=accept fw_name=corp_fw dir=inbound src=10.79.1
datetime=213u12003 03:28:21 action=accept fw_name=corp_fw dir=1inbound src=10.74.108.
datetime=213u12003 03:28:21 action=accept fw_name=corp_fw dir=inbound src=10.75.105.
datetime=213u12003 02:28:23 action=accept fw_name=corp_fw dir=1inbound src=10,74,104,
datetime=213u12003 03:28:23 action=accept fw_name=corp_fw dir=outbound src=10.1.3.1
datetime=211u12003 03:28:36 action=accept fw_name=corp_fw dir=inbound src=10.1.3.103"% 79. .134 rule=2 proto=tcp/135
datetime=213u12003 03:28:36 action=accept fw_name=corp_fw dir=inbound src=10.1.3.103 dst=0¥.79.109.134 rule=2 proto=tcp,/1543
datetime=211u12003 032:28:48 action=accept fw_name=corp_fw dir=inbound src=10.78.108.1 dst=10.78.108.755 rule=3 proto=udp/nbnan
datetime=213u12003 03:29:03 action=accept fw_name=corp_fw dir=inbound src=10.74.104.1 dst=10.74.104.755 rule=3 proto=udp/nbnan
datetime=213u12003 03:29:03 action=accept fw_name=corp_fw dir=inbound src=10.79.109.134 dst=10.79.109.755 rule=3 proto=udp/nbr
datetime=213ul12003 03:29:36 action=accept fw_name=corp_fw dir=inbound src=10.71.101.1 dst=10.71.101.755 rule=3 proto=udp/nbnan




FirewallAnalyzer — Instant Reporting
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FirewallAnalyzer — Drill Down
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