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Why Flow Analysis ?

Resolve Network Managers’ Challenge as follow:

•How can I know the “Detail and Real-Time” situation of my 
network?
•How can I do “Load Balance” job among the Outgoing Links?
•How can I know the destination sites every “IP Block” belong to 
my network go to and the percentage of “Application” included 
on those flow?
•How can I know “Who” connect to my network from outside? Is 
it attacking?
•How I can estimate the “Growth” of my network?   



Traffic Accounting Challenges
• Cost

– Adding RMON probes everywhere is very costly and this does 
not include cost of administering RMON probes

– Building solutions for viewing, monitoring, and managing traffic
flows within a network is expensive

• Limited Visibility for Network Traffic Accounting
– L2 Traffic Matrix, such as MAC Addresses, VLAN (802.1q) and 

Class of Service (802.1p) are not available
– Visibility of traffic within some wiring closets is sometimes 

limited to port-based byte information only

• Huge Impact to Network Performance



sFlow Technology – RFC 3176

• Statistical Sampling Technology
– HP–patented and proven technology (over 10 years) that employs 

“Statistical Packet Sampling” and SNMP data to monitor network flows 
in a network. 

– Most “Packet Sampling” implementations just use information within 
an IP packet (e.g., what about VLAN and SNMP information).

• What is RFC 3176 – sFlow Technology
– sFlow is a “Statistical Sampling Technology” – an Open Standard
– sFlow delivers full L2-L4 network-wide traffic flow information



The Details of RFC 3176

sFlow 
Datagram

Packet Header Analysis
MAC
VLAN (802.1q and 802.1p)
IPv4 Header, including TCP, UDP, and ICMP 

• IPv6
IPX (FastIron 4802 or JetCore modules only)
AppleTalk (FastIron 4802 or JetCore modules only)

Input/output ports
Next hop address
Source AS, Source Peer AS
Destination AS Path
Communities, local preference

• User IDs (TACACS/RADIUS) for source/destination
• URL associated with source/destination

Interface Statistics (RFC 1573, RFC 2233, and RFC 2358)

sFlow 
agent

JetCore ASIC 
Statistical Packet 

Sampling 
Technology

Or 
Velocity Mgmt. 

Module



Resources Occupation



Technology Comparison (1)
MRTG NetFlow RMON-II XRMON sFlow

Control real-time congestion problems
Real-time segment counters Y N Y Y Y

Real-time top talkers N N Y Y Y
In/out view on interface 1/2 1/2 N N Y

MAC address N N Y Y Y
IPv4, ICMP, TCP, UDP N Y Y Y Y

IPv6, IPX, DecNet4, AppleTalk, FrameRelay N N Y Y Y

Plan for growth
In/out view on interface 1/2 1/2 N N Y

MAC address N N Y Y Y
IPv4, ICMP, TCP, UDP N Y Y Y Y

IPv6, IPX, DecNet4, AppleTalk, FrameRelay N N Y Y Y

Optimize BGP peering and routing policies
Source/Destination/Peer AS N 1/2 N N Y

Full AS Path N N N N Y
IP-Next Hop N Y N N Y



Technology Comparison (2)

Account and bill for usage
VLAN N N N 1/2 Y

IP-Subnet N Y N N Y
IP/UDP/TCP source/destination N Y Y Y Y

Priority N N N N Y
Quantifiable flow accounting accuracy N/A N N Y Y

Protect against security threats
Real-time top talkers N N Y Y Y

Real-time correlation of traffic & route N N N N Y

Scalability
Switch ports/collector Medium Bad Bad Good Good

Wire speed N/A 1/2 1/2 Y Y
Switch/router resources Medium Bad Bad Good Good

Configuration
SNMP Y N Y Y Y

Work through firewall - command line N Y N N Y



Why RFC-3176 beats SNMP, RMON-I, 
RMON-II and NetFlow

• Support for  Packet Header 
Capture (NO payload 
capture – key requirement 
for Service Providers)

• Additional IP Information:
– Route Table and Next 

Hop Address
– Source and Destination 

AS
– Destination AS Path

• Packet and Byte Count,  from 
Layer 2 up to Layer 4, based 
on
– Input and Output ports
– Interface SNMP Counters – no 

SNMP polling required!
– EtherARPs
– VLAN (802.1q) and Class of 

Services (802.1p)
– IPX and AppleTalk
– IP Address, IP Subnets, and Type 

of Service (TOS Bits)
– TCP, UDP, or ICMP traffic
– Autonomous Systems
– BGP Communities



Functions and Features
•Flow Monitor—
According to users’ setting, display the graph of Traffic Rate, 
Volume, Packet and Session.
Traffic Monitor and alarm by different color light.
•Flow Analysis—
Discovery the problem of network by TOP N report.
•Snapshot—
Real-Time flow TOP N analysis in a short time, like X-ray. Users 
can get the source of attack immediately using this function. 
•Billing—
Count by Input and Output Volume. 
•System Management—
User, Raw Data, Multiple Devices export Data  



Traffic Monitoring

According to According to 
usersusers’’ setting, setting, 
system will system will 
show the show the 
statues of statues of 
traffic by traffic by 
different different 
color light color light 



Report

Traffic Rate

Volume



Report(Cont.)

Packet

Session



Report Show by Weekly

Support lots of Support lots of 
ReportReport’’s types type

Weekly ReportWeekly Report

Make PDF FileMake PDF File

History ReportHistory Report



Comparison Report

Comparison Comparison 
ReportReport



Trend Report

Trend ReportTrend Report



TOP N Report(Inbound Volume)

Show by IP Show by IP 
or ASor AS

Show the Show the 
newest ranking newest ranking 
every 5 min.every 5 min.



TOP N Report(Inbound Application)



Top N Class C Traffic

Show the RealShow the Real--
Time Ranking  Time Ranking  
by C Classby C Class



Top N IP Pair Traffic

Show the RealShow the Real--
Time ranking Time ranking 
by IP pair  by IP pair  



DDOS Detect

Packet No. is Packet No. is 
increasing but increasing but 
Volume is notVolume is not



DDOS Detect

Analysis the Analysis the 
RealReal--Time Time 
status of this status of this 
InterfaceInterface

Rank by IPRank by IP



DDOS Detect

This site is This site is 
not normalnot normal



DDOS Detect

Analysis Analysis 
the site to the site to 
find the find the 
source of source of 
attackattack

Rank by IPRank by IP



DDOS Detect

The result The result 
is:there are is:there are 
more than more than 
40,000 40,000 
clients attack clients attack 
the site in the the site in the 
same timesame time



Raw Data Store

Raw Data Raw Data 
StoreStore



sFlow Devices Subscribe

Sampling Sampling 
function function 



Flow-based Billing/Accounting

•Bandwidth on Demand
–Administrator/Customer Selection thru Web

–Rate-Limit Adjust

–Billing Policy Selection

•Billing Model
–Flat Rate

–Billing by Bandwidth Demanding

–Billing By Flow

–Hybrid (Base + Over-usage)



Advantage and Difference

• It’s Real-Time Analyzer, not by Log
• It’s an Appliance, easy to install and maintain 
• Build-in Data Base
• Web Interface
• Can hand on large flow up to 2.5G by modules 
designed. 
• Easy to set filters then display the traffic report
• Easy to find the source of attack



Genie Netelligent Structure



Q & AQ & A



Thank You!
GenieNRM

Visualize your Virtual Service
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