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AR E

PL Dell B9 H7xx & H8xx £l

o] 5 FH MegaRAID BRESHEAR &R 22 42 R Pe A1 Y AR BE

815051 ~]# fopt/MegaRAID/ MegaCll/ MegaCliad -LDInfo -LALIL -adll

Adapter 0 -- Wirtual Drive Informatlon:
Virtual Drive: 0 (Target Id '

Name : i

EAID Level : v-1, Secondarv-0, RAID Level (malifier-0

hthLIH Drives DET &

span Depth Do

Default Cache Policy: WriteBack, Eeadahead, Direct, No Wrlte Cac 1f Bad BEU
Current Cache Poll rl r, REeaddhead, Direct, No Write Cac P 1f Bad BEU
Defanlt Access Policy: ReadIerte

Current Access Pollcy: Read/Write

Disk Cache Policy  : Enabled

Encryption Type : Hone

Default Power Sawvings Pollcw: Controller Defined

Current Power g5 Po HNone

Can spln up In 1 mlnmte:

LD has drives that support TI0 power condlitlons: No

LD's IO pr supports MA&E power savings wilth cached wriltes:

Eid Elu 5 Exlst: No

Is ( : 15

|ilhE Cade Type : Eead Only
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hER Rl B b

PL Dell B9 H7xx & H8xx £l
- OJfEFH MegaRAID BR 3 2R 4R - &R 22 has ik e 51| B AR B

Dell B9 H7xx 22 IR BN IE - EWHEFREARARIEHING - &R L
SR - 2O LIRS EE TR RFRHEEE |

ot@lscsl ~]# SoptfMegaRalD/MegaCli MegaClifnd -PDList -adll | grep -E 'Flrmw
lrmware state: Online, Spun

Flrmware state: Online, Spun

Flrmware state: Online, Spun

Flrmware : Online, Spun

Flrmware state: Online, Spun

Flrmware state: Online, Spun

Flrmware state: Online, Spun

Flrmware state: Online, Spun

Flrmware state: Online, Spun

Flrmware state: Online, Spun 1
Flomware state: O , wpun [
Flrmware state: Online, Spun
Flimware & ) :

Dther Error Count:
Media Error Count:
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PIESHFEZER Linux server 23l
« B8 mdadm EERZE /dev/mdX
BT E state WIEFEND] |

otk ~1# mdadm --detall Sdev/mdl2é

dev/md 126:
Contalner : fdev/md0, member 0O
Rald Lewel : ral
drray Slze : 92

Used Dex

Raid Dew
Total

Actlve Dew
1|I|r|:| 1 = LY
Failled Dew

wpare Dev

UIID - 1f3cl3ad:d3cfa?fb:YcalYedl: Ahdchadd
Mumber Major Minor RaldDevice State
f I 0 actlve svnc
: 16 1 ~ actlve sync
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LINUX SERVER {4 httaH 22

Linux server T2 smartd AkR#5
« B33 smartctl ARIFNEAEREE— g SATA #ARRVIR N
bot@lscsl ~]# smartc tl --111 -dl-'" sda

r'n-1 linmx-2.6,32 xof_Ad] (laocal bulld)

lftﬂ:ffﬂmaltmuntﬂﬂlh.hUULLEtHl:E net

Serl :ll Iquﬂ_n:' I:
LTT 1|||n|I|II'I IIH"]. |_ = d

[ B .|""1I :|_]_ p g i
IIu’r in smartct] database se: -P showall]

standard 1s: ﬂTﬂ----ﬂl 2l :
Local Time 15: as 2415 A0 2017 C8T
SMART support 15: ﬂ"ill:ﬂ ll-' - device has SMART capability,
SMART support 15: Enabled
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LINUX SERVER HYREFEER 22 (48)

Linux server 2% smartd AR 7%
« 538 smartctl ARG EEZE—% SATA WHIRAVIR
alPUERE Error logged BY# I |

SMAET test £ mecture revislon rmmber 1
No heli fEhf 13VE n logged, [To rmn self-tests, use: smartctl -t]

SMARET Selectlive self-test log data stmucture revislon rmamber 1

<PAN  MIN_LEA MA¥ LBEA CUREENT _TERT_=TATUS
1 HNot_testlng
1] HNot_tes 1
I HNot_tes
|:| Mot _tes
|-| Mot

e self-test flags (Ox0):
mning selected spans, do NOT ryead-scan remainder of disk.

ctive self-test 1s pending on power-up, resume after 0 minute delav,
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AR B B iR e AU IR

« $3 TN ¢ OTLABIMER NAS 2R 2SR E D - FIRAY - 55
2= NAS H) RAID F#k - BORERE

- $$ A2 - oJIEEFEINEIVR USB %A% (—E 2 usb 3.0 DL L)

« RNEERHRERNER

+ RAID ERS LR E Eiamrls - B LUSEREERAME
« SMETIUNAS ity - TERETERED - EEHNBIRIERE -
2O LUWERERHEIRINARRZA -

Fill - EE#¥ A RAID WEM A4 - IFRercsZBINETHED - AE
BlRERERX  WAZRBERER - MEASNERIEAS

o MR rm—f/ - —FELSEIE ~

- F£4) gitlab 2l 310G ERIEEH - SRR HRIEI=E ~

38



AR PRS-t (ML |

 Linux Server :
« OJUEH rsync RETHEMD
« MROJLIFINZEIEFRBEISIVESR xfs 8L ext4 B95E - oJLIEE
EHRE MR IURED
rsync -av /source/dirl /source/dir2 ... /[target/dir
/target/dir T8I E IMNE TV PR &R B %
MREFZEMHED - FETTEM /etc/crontab HKEE

rsync EZBIERAMHERRNERE  RERMESR - FHILEREEE
COERRIE

34



AR PRS-t (ML |

- Linux Server - 21t {E1E
« OJPUER rsync RETHED
- BEERnEMH server EE2EEEBERRIT ssh BR[O (1IEFRIE
=7 port 22 _L§8)
rsync -e ssh -av /source/dir... user@SERVERIP:/target/dir
£/ user IR5EE A SERVERIP falikzs - M EEAkas8y /target/dir B &
A MRFZ2BEHED - FEZHEABBEE AR ssh key THEE
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AR PRS-t (ML |

- Windows S :
- AZ2REFERERMAE - BEH windows IRZAH] rsync
» https://itefix.net/cwrsync
- NEFAPmMRA - EAFERERSRmRA

« https://itefix.net/content/cwrsync-free-edition

- TEAREMNR - FEBEEZRHIO !

- BER CHEENIBLE B cwrsync BB EZRLE] PATH ZE(A0E !
X

[]

—whird A &8 1
wg B |
MOZ_PLUGIN_ .. CA\Program Files (xB6)\Foxit Software\Fao. ..
TEMP HUISERFROFILE %t ppDatatLocal\ Temp
THMF FUSERFROFILE % ppDataiLlocal\ Temp
mew. | wmEE. | WMo |
e backup kan hat
wgy RE -
Q3 Windows NT
C:\Pro gramDatayOracleavaijavapathZ AP
PATHEXT COM;EXE; BAT;CHMD; ¥B2; ¥BE; J3;. .
PROCESSOE_4 .. AMDE4 ;I
won. | wmo. | mRo |

wmE | EE |




AR PRS-t (ML |

» Windows S
o BRERMMBIINZETVIEIRIETUIER NTFS 7 - R EHEMS L 1E - 28
REY D 18 EFB2ERE 718 - oJlimE —EHRE - AT
SME b - £ notepad++ FRIEIE R backup.bat - AW F :
rsync -rltv --del /cygdrive/d/ /cygdrive/z/D/
rsync -rltv --del /cygdrive/e/ /cygdrive/z/E/
pause
- rsync MWBEWNER PATH WEE B A - 55BE1TEIE windows IRIEERE
- /cygdrive/ & cwrsync MW#EIREZEENSR - RIEE—1TREE d &

- /cygdrive/z/D fERZ z AR D HEk - 8 D #EREZ R z & D ER
REEP R R

. MESHEE  BEHEWT - ROLBERES - S-REHBLE
2 THRBRENAEENTERER BN - RIREE RIS
% |
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{rlHiz A= A EL B

Bkl
iptables, tcp_wrappers

fRIAR R Re A
http, ftp, samba...

;

REFRATHRE SR E
SELinux

;

TEFERHARER

r,w, X

{E >R Z i el Y DRSS

EZBEE
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R ZINe =Rk 7e=ehat

Ll

- BARHEE
- EEENEN  AOBEEL ;
- EHEMGKEHEREZ
HE. BERMEE/) - SHRHEEE - A LBASMIN ~ fRIEM ~
Al 2 DUINIEHEERBE  AREZEELR LR HaWEs |
- FARNE—TFHHNERRE | (EREFASHRE  BEIEES)
- Case Z/#E - BERLHANFRE ;
« BIOS 245
- FUENEEERIMEE (RER - USB ~ CIRAVBEIER | )
« OS Loader WA IE{RE !
EmeR_RE  EAN S IRE BREZHEEIRKREXE reboot
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FHEE TR sperH 5]

- End user XS ABIE R :
o« Linux : IRNBIE —EZBBRE @ EE2MBITHENBEAREBE -
o PIERW MIAT - B ARG .
useradd account_name
echo account_name | passwd --stdin account_name
chage -d 0 account_name
- EFHEBTRERN BB —TEEFTEH2MEK !
- EIRERES - CEERBEUR |
- BOPZERAPEReERBANEE THRIEHNZNERZ . - REBRIM !
- BREEET
- HHEOLERE - oJEREINHE

passwd - account_name (£ #H3EB 1T passwd --help)
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FAEER-IRUH

- AEVZ B &) shell BUTRSR (FTP/Web/MailE R %) :
- ABEZRREEAFRELR (FTP/Apache/Mail)
FRLIZIRSR A G258 ssh SV EZTE tyl EEE

o] BIEERZIRSRAY shell Z /% /sbin/nologin

o] DUBN AR TE RIS EETE -
/etc/default/useradd

2y B #fFH useradd

-s /sbin/nologin

rile Edit View 5Search Terminal Help

# useradd defaults file
GROUP=100

HOME=/home

INACTIVE=-1

EXPIRE=
SHELL=/sbin/nologinf
SKEL=/etc/skel
CREATE MAIL SPOOL=yes
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FHER T

- IERZAFMBIRE
c B IBLOVERZAMEER - 5N quota REEFEZM
- HAEI CentOS 7 858158 XFS 18X A4t - olLiFEB /etc/fstab
/dev/sda?2 /home xfs defaults,usrquota,grpgquota 00
ElE B R s 0] DAEE xfs <38 quota [ |

« WEREMRRNRAEREE
xfs_quota -x -c "limit -u bsoft=400M bhard=500M account" /home

Hard © F2EFTE 500M

ARSEL grace
t' o My -
ime AL L g L Soft ¢ fE3EE 400M
>
# :
i ik
af soft =
E 1E; i
% i s
f# hard =
- 7
42




l,

TIRERAEEZRS

- BEZRFBVIRE

- MEREENR . "HIHAEREN  FTEZ2HEHAERERS - SrE AL
1B %2R ET quota - BEZ - AERENE ZFER hitpd E1ERE -
FrlBE @ et ¥ A FREETH quota BFAEIRA - ZMWMEIZ2YF ? 4

- XFS BEZMZIE T project 1 E1E quota &EHE | R E%RE
B#%E groquota BBECIE | FUIE /etc/fstab Z4A :

/dev/sda2 /home xfs defaults,usrquota,priqguota 00

- RE—E myproject WAIE - HEBIMES 11 5% - Al

echo "myproject: 11" >> /etc/projid
echo “11:/home/somedir” >> /etc/projects
- RIREE :

xfs_quota -x -c "limit -p bsoft=450M bhard=500M myproject" /home
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o%\
)N

- AZMEER T chmod -R 777 / 1 M E3EE | (AEIRRYSEER)

FIRE - IREE

F—EEHREREE
E1#E SUID/SGID/SBIT %%

H 8289 rwx BEE R0 rwx @5 E AR !
xR0 x EREAEAZ B BRERIEHEBEEER key E |
BZE.. erHE—(EASEH - ZEREERIE ?

o gE= s ERE ¢ ACL

. seffacl -m u:user:perm /some/dir YA E
- seffacl -m d:u:user:perm /some/dir fEER1E
=== -
TSN EAT

FEARZE chmod 777 /some/dir [T !
T FEAZEINAFARELESENRFAHEN | |
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l,

FHEER-E 70

c ARTEEZRFRRVEEBER ¢

e Linux distributions % - ER &IV gE= Fedora /
OpenSuSE / Ubuntu SERRAT |
- A IRZBARZRLL - HFEZEFEEENRA
B# A REHL/Ubuntu/SUSE...
2= CentOS/B2D/Debian...

» —EBEREETEBNEE PRIMRE
A - KEHEAAZRER X.0 ik - A8 CentOS 7.0
SELERE X.1 ZERAIRE - 1§JtZD CentOS 7.1
FREL - FHARZUD —PEERIRE - BEEE X1 ZEBA#T

& CentOS 5.x, WIinXP, Win7 & - ¥ ABXXIEMNRE - s 8AEH
T EHEEOTEEMEENELR !
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FHEER-E 70

- MEE—EZERBEMAZELAARE
ST AZRFIEEHACRRVEES
« AERBEF=_HHNEE - s ERZBEERIAROEE
- RIFFEEHEM |

vim /etc/crontab
« 203 ***root /bin/yum -y update

« ABANBATEZEEAR - FIIREFERM
vim /etc/aliases
* root: root,your@email.addresss
newaliases

- IREEWRAERIIRNE - LtKFEBTRIKINERM "relayhosta ME |
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FHEETR-E 7 T

BN iS B H BB AR [E]#RaH B E N

" : Cron <root@vbird=> /binfyum -y update
Loaded plugins: fastestmirror, langpacks
Loading mirror speeds from cached hostfile
* ba=ze: ftp.twaren.net

* gxtras: ftp.twaren.net
* updates: ftp.twaren.net
No packages marked for update

e updated
12 An updi’rl-'
LE updated
' an update
! 1pd&tEd
an update

1

1

1

1 he

111 he npdated
111 h

1

1

.hdhd
5 5
— —

I
-

4= III-'T""HLI'H:lhi
2 NetworkMana g
1 HHTWHLIHiniTHL-TliL o
= NetworkManager-1ibom. x84
. Package NetworkManager-1ibnom. x86_
--- Package NetworkManager-team. x86_
' NetwarkManager- team. x86_
2 HH*WHLIHini:EL tul, \Hh f’
; HEtwmrkMana X

1
1t et b et =] -]
|

l._;.': LA Ll L et et

= @ D @D

— e =] = = O D — — — —
I

-1 -]

e an update
be updated

- o= - - -
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- —RAKIRBD BLBE - LAERE
- —RABESERIS - EHAAE - MRAEAIE -
- BARARRISHVTS %

systemctl list-units HEEHSIE
systemctl stop unithame Y7 Z| B8 B

systemctl disable unitname — TNREEAZRFERTS
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« INTEARTS
« Windows

1S windows ASBE DETUIRBELNAITTH - 78 SSD B/
SHRT . B - MRER SSD fEB RS  EEREEE R

« Superfetch
« Windows Search
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Linux AR7E AR RE AV E

« systemctl status doemon

_ ~]1# systemct]
httpd.service
Loaded:
ACtlve:

Docs:

00t status httpd
- The Apache HTTF Herver
loaded ffuurfllhfs'smedILySmefhffpd.

active [ monlng) H 2017-04-18 2

7 1nce
man:httpd( &)
man:apachectl{d)

1191 (httpd)

"Tufal requests: 0; Current requests/s
5 efhtipd . service
5 llnI hf fpd -DFOREGEOTND
_DFOREGED

Main PID:
Btatus:
CGroup: .

;infhttpd
srfshinfhttpd )
srishinfhttpd -DFOREGR

JE 1r_. ;'_' |_|_' 05 rosvstemd[1]:

E e P Ak s 7

enahled;

CRT;

vendor preset:

disabled)
| months 7 daws ago

Sers
23:03:

vice;
17

ec: 0; Cuorrent traffic: 0 Bisec"

starting The Apache HTTP Server. ..
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SELINUX #Y %R

« FEIRIEAIR B R REINREEESR ?

1. ScHtERER inode SREUE

2. BHinode N&AEEI#E IR E

3. CCHAFRI UID/GID BE%EREER rwx EL

4. ERBMOULANERRXBEMWEABINIIEREESR 7 |

- BEBZEZ B ARREE 777 BUEIRNT ~ ~ (BEAZINE ?
B EIETAIT ? 1Shksn ~ )

EME - MRIREAEEB SELinux KRR - BRENEIATE 3, 4 KOAEIR
S ERIIEENS | EHSERRE -

JL

o FTLL SELinux EIBANFE 2.5 0B - Z—1& T EIBHEIKARFE 1 UE
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SELINUX #Y %R

e SELinux BEIEMZER :

- —IREREEE "ERBEMBITH process - FTEZETEFEAEH
UID/GID 2Rz 5TV EFRE IR 4

- SELinux E2EIBN " EHBRFILERE AR (1) ETRELEEE
2 (2) ;BN R e 0 FERETHY -

« SELinux B1IRZHITEER1E - e ¥ 2L RBERPAEET -

AL
MR BRI EZHMAEEEE 2 H MR ARIR EARRIARE

| =

B SELiInUX 2= AEE E/RIZRILHAY |
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SELINUX ¥##%2 oy AEnife

- —ERREREE0LGEREHENES
- BT ; LEFEE SELinux FVETERE T
Enforcing #&#HI#1T - BRI
Permission E& 1A% - JRIREl - (EE S 4CixERE
Disabled BAEA)R S - )RFEH ~ JRACEE (BIRFR inode WAISELInUX Eidl)
- #RA : BEABEETREIE LIERIAT
$la0 httpd BEABERBENAIPR ARSI E R E ?
a0 ftip BARBHITHERAEX BN FEEER
#la0 httpd BEENITEAEZEXBHFNEAE BINEESS
« BELEARN  EMHEBEREN rwx REE{EL
Bl hitpo BEABEREEY /opt/your/file ?
NEEMKRBEFENEREZHE /var/www/html & - BEE#EEY ?
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SELINUX ¥ i — 2

- 17— : IREER CentOS 7 IR E - BXAVIRE A
A MAKXAHEME =778 - BECHENAEBEFRELLR
RONRFREAR - B EEMANAEEREERG

- F—TEZERRY SELinux B4 Enforcing #£3 |
« ¥RNRIE AT TEAE LEE

- Bn_ : CentOS HAKHEER @ ESREENANEEFTEH
2)RZBF %R0 PHP =2V G I U AR #5 89 T08E - 10
B e RN E =T
- IRHFFARE Permissive =T - AELER RN A AE

- MBTIPIE /var/log/messages & H & B 2ISELinuxar AR BT
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SELINUX{YFE 868

« BFRRREN T

« /etc/selinux/config
SELINUX=enforcing | permissive

« Reboot

/J-'-ll

- B EX enforcing B2 permissive &3,

« setenforce [O] 1]

® getenforce [ root@localhost

[ root@localhost
Fermissive

[ root@localhost
[ root@localhost
Enforcing

~]# setenforce 0
~]1# getenforce

~]1# setenforce 1
~]1# getenforce
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- FIBEETERMZA A SELinux #7281
- gefsebool -a | grep keyword €keyword %140 httpd

R EMATER S
» setsebool -P ftp_home_dir [0 1]

[root@localhost ~]# getsebool ftp _home dir
ftp_home dir --= off

[root@localhost ~]# setsebool -P ftp home dir 1
[root@localhost ~]# getsebool ftp _home dir
ftp_home dir --= on

[root@localhost ~1# |

78



SELINUX $1 ¥ 18 ZEAV 22 283

« ZERNNEZEE
o || -Z
s OJPIHZERREENZERX
- IROJDAEREETEEC HER - PBEEBEA S BRI

[ root@Localhost www]# 11 -7 Svar/www
drwxr-xr-x. root root system u:object r:httpd sys script exec t:s0 cgi-bin

drwxr-xr-x. root root system:u:abject_r:httpd_sys_cantent_t:5@ htmL

[ root@Localhost www]#
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BENE 22 AR SGIRRE EUES

- 1t root KB EZEERZ /var/www/html

. mv index.html /var/www/html
o | -Z /var/www/hitm| & B4 EEART ?

| root@localhost ~]1# vim index.html

[root@localhost ~1# mv index.html /var/www/bhtml/

[ root@localhost ~1# 11 -Z /var/www/html/

-rw-r--r--. root root unconfined u:object r:admin home t:s0 index.html
[root@localhost ~1# |

AR B IER maEM httpd_sys_content_t Iz !
FTIE AR AEZE hitpd ZFREIH |
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(EZ UL ERe o N N S E 5

- #E root XB#IEBEFERZE /var/www/html
- AEEHMITEREHLIE - 2T RE A HEENHEBERTE
- PR OB T1E/R . A TVAREIEER] O]

[root@localhost ~]# 11 -Z /var/www/html/
-rw-r--r--. root root unconfined u:object r:admin home t:s@ index.html

[ root@localhost ~]# restorecon -Rv /var/www/html/

restorecon reset /var/www/html/index.html context unconfined u:cbject r:admin_home t
nfined u:object r:httpd sys content t:s0

[root@localhost ~]# 11 -Z /var/www/html/

-rw-r--r--. root root unconfined u:object r:httpd sys content t:sl index.html

[ root@localhost ~1#

=

\\\%
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IS MRS IR

BIENRF sshd IATREI 2222 EERE O - ARE) SELinux
ISR & - oIEEEHEARIE |

7

« vim /etc/ssh/sshd_config Port 22
Bort 2222
#hddresskFamily any

o Sysfemcﬂ restart sshd #lListenAddress 0.0.0.0
#lListenAddress
« systemctl stafus sshd

[rooct@localhost ~]1# systemctl status sshd
sshd.service - OpenSSH server dasmon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor pr
Active: since Thu 2017-05-25 11:23:05 CSTe 8s ago
Docs: man:sshd(8)
man:sshd _config(s)
Main PID: 3435 (sshd)
CGroup: /system.slice/sshd.service
L3435 /usr/sbin/sshd -D

May 25 11:23:05 localhost systemd[1l]: Started OpenSSH s dazmon.

May 25 11:23:05 localhost systemd[1]: Starting OpenSSH s r daemon. ..

May 25 11:23:05 localhost sshd[3435]: error: Bind to port 2222 on 0.0.0.0 f
May 25 11:23:05 localhost sshd[3435]: error: Bind to port 2222 on :: failed
May 25 11:23:05 localhost sshd[32435]: Server listening on 0.0.0.0 port 22.
May 25 11:23:05 localhost sshd[3435]: Server listening on :: port 22.

Hint: Some Tlines were ellipsized, use -1 to show in full.
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BIFMRSLHIBERR

- HE T /var/log/messages E SR R IE |
o RENAEIEIE—HRE SELinux fBEREEARIERL ~
FRUAB ISR T run sealert 1 EFIE—RE L !

May 25 11:23:06 localhost setroubleshoot: SELinux is preventing Jusr/sbin/sshd m name_bind
access on the tcp socket port 2222. For complete SELinux messages. run sealert -1 93c/9b5Z2-b
575-470f-bc2B-31T8485elbb/3
May 25 11:23:06 localhost python: SELinux is preventing /usr/sbin/sshd from name bind access
on the tcp socket port 2222 #012#012*****  Plugin bind ports (92.2 confidence) suggests HrE
FEEREEXEXXEXXEXRERRERZO1 280121 T you want to allow Susr/sbin/sshd to bind to network port 2222
#012Then you need to modify the port type.#012Dc#012# semanage port -a -t PORT _TYPE -p tcp 22
22#012 where PORT_TYPE is one of the following: ssh _port t, vnc port t, xserver port t.#01
2#012****+*  Plugin catchall boolean (7.83 confidence) suggests FAAA AR AR GO 20121 F
you want to allow nis to enabled#912Then you must tell SELinux about this by enabling the 'n
is enabled' boolean.#012#01200#012setsebool -P nis enabled 1#012#012%****  Plugin catchall (1
.41 confidence) suggests FHEFXFRXFR R 01 280121 T you believe that sshd should
be allowed name bind access on the port 2222 tcp socket by default.#012Then you should report
this as a bug.#012You can generate a local policy module to allow this access. #01200#01Zallo
w this access for now by executing:#012# grep sshd /var/log/audit/audit.log | auditZallow -M
mypol#01Z2# semodule -i mypol .pp#@l2

83



IS MRS IR

- HETE /var/log/messages B SRR EIE |

- IKIBERAR - BEEACGEENIEE - RIRRBENTERR | M
BE [ |

.oo0t@localhost ~]# sealert -1 93c/9b52-b575-470f-bc28-318485elbb73
sELinux is preventing /usr/sbin/sshd from name bind access on the tcp socket port 2222.

wAEE* Plugin bind ports (92.2 confidence) suggests B

ort 2222

If you want to allow fusrf fin/sshd to bind to network
Then you need to modify port type.

Do
# semanage port -a -t PORT_TYPE -p tcp 2222
where PORT _TYPE is one of the following: ssh port t, vnc port t, xserver port t.

*#*x* Plugin catchall boolean (7.83 confidence) suggests B

If you want to allow nis to enabled
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- MNRBEEFAEDHNREE
551 SELinux BXENZ! permissive ik &s
setenforce 0

« AERHERNTBRER—R - MNRIERBER - 72 SELinux !
- 53 /var/log/messags H2IHEEREE RS - WANLIBERR
* 71 SELinux BREXENZI Enforcing k&R

setenforce 1

- BREZCEMIIIAE - @SRRI ? GRUARS - (URZH%
RFTEOBEAKRIERE - FHRRANT LAREFEHCEKR - EBZEERER
B 1 !

85



2% NHE Ef e e

I

86



A FHSERVER

ol
N

i

S X :
- BZEE - RS HRIFZRAA—IEEIEIRW server
- ¥R EHEEYEAA root RERZAMR

o MREBEIRETT root B REN ?

- ;B2 sudo KRB
- TESY visudo BHEETT :
%wheel ALL=(ALL) ALL
- FIRBVARARINA wheel £

usermod -a -G wheel username

» EEBPARHER T sudo su - 1 MABCRIZEN - MoE5 1 |
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ELAY S [ 2 7

- HE . FiAEE su & sudo 9= W4 s% 2

/var/log/secure &% N
DITZIEREE 1 !

May 25 11:35:13 localhost sudo: student : TTY=pts/0 ; PWD=/home/student ; USER=root ; COMMAND
=/bin/su -

May 25 11:35:13 localhost su: pam_unix(su-l:session): session opened for user root by student
(uid=0)
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APACHE 5 e €

- B E S H
- Option A - BEAENIT indexes - oji e FELFEFR |
- FZEAMEHNHEK - FBEEAZEINFH
FlU0Z E /IR awstate B4
HEANEH awstate ZE R MRTG BI/R - BENETEEZERER B i
EH Apache 2B AL 1 |
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MRTG B4 57

REMARZSHDTLE 7 (sar)

o BT

iostat=$( LANG=C sar -n DEV ${timer} | grep Average | grep
'ethO' | awk {print $5, $6})

in=$( echo "scale=3; $(echo ${iostat} | cut-d''-f 1)*1024" |
bc )

out=$( echo "scale=3; $(echo ${iostat} | cut-d'"'-f2)*1024" |
oo
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MRTG #5717

ABBMBRZN D LA T (sar)

e "G RPULAT
cpustat=$( LANG=C sar -u ${timer} | grep Average | awk {print
$6. $8Y)
cputotal=$( echo "scale=3; 100 - $(echo ${cpustat} | cut-d"''-

i 2 .[oci
testing=%( echo $cputotal | cut-d'.'-f 1)
[ "$testing” ==" ] && cputotal="0${cputotal}’

cpuiowait=$( echo ${cpustat} | cut-d''-f1)
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ABBMBRZN D LA T (sar)

o MR AT
iostat=$( LANG=C sar -d ${timer}| grep Average | grep
'dev252-0' | awk {print $4, $5})
out=$( echo "scale=3; $(echo $Hiostat} | cut-d''-f1)*512" |
bc )

in=$%( echo "scale=3; $(echo ${iostat} | cut-d''-f2)*512" | bc)
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2B ILE - AFHsnmp 1!

- WEet R - T AFEZEINIARFS |

- ANBEMEZRRT  MNBEDAZNELHINFHAIRIEA |
PRIFEFE LI RFTE N
SR AZ LR |
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A ZAT 3306 U 7

- /R MySQL B - 3306 2 ATRE X i Wi ?
- RN Apache 2B HUAER MySQL 3306
ﬁﬁLXEEHYE’JE lo =1 127.0.0.1
- FRLIBI KBS AT EZET ] 3306 AT !
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SQL INJECTION

- EEE?
- EHEBA input B - 48 7 FER) SQL FBE !
IERHREERER .
select login_name, realname from userinfo where login_name =
'$login_name' and login_pass = '$login_pass'

- —fi% login_name FLEMRIE - TRILEE )R IS BENE !
- Y1 login_name AITENI K& A :

myname' or 'x'—'x‘

. BESQL EE
select login_name, realname from userinfo where login_name =
‘myname’ or ‘x’ = ‘x’ and login_pass = '$login_pass’

- ROIBEMBEB EEIMER |
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SQL INJECTION

REETARS

EEA  SEZZ2LLREENFE—EREF - ZBRLEEEHF oY
Al - el PUBERE R EE |

B0 - RIREBSKRBEZEF ~ B4R ~ 3R~ AR - BEB PHP A

B TVS RV IE R RINALCY - RIRIGRAVFHE - AFFE AT -
o LA e KB 0 BA R EER R |

- A BHBAE  MEEMNEMEIEE Z2&EZER input Eifl
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SQL INJECTION

- BEEFARS :
- HEEARBENES|TRER | o IZBTIUE MIEBEIRE -
foreach ($_POST as &$inp){
$inp=str_replace("™,"".$inp);
$inp=str_replace('<","&lt;",$inp);

}
foreach ($_GET as &$inp){

$inp=str_replace('<","&lt;",$inp);

}
foreach ($_REQUEST as &$inp){

$inp=str_replace('<","&lt;",$inp);
}
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E2RLE

~Han o

Wo’rchlog RMERMIRTTE 1 |
S E BT

75
1
9

75

75
1
1

75

75
9
3

75
o
9

75

75
g
2
4

75

mser=admnin rhost=110.255,22.163

ruser=admin rhost=117.204, 155,123

mier=admin rhost=67.108.232 221 . broad.wh.hb.dvnanic.163data. com.cn
mser=admnin®@ksn ., edutw rhost=110.255.22. 1463

mser=data rhost=110,255 22,143

mser={tp rhost=124.29,211.186 user={ftp

mser={tp rhost=host-94-100-224-52 magtinet.ge user={tp

mser=guest rhost=110.255.22 1643

mser=ksu rhost=110.255.22.163

mser=ksu rhost=A67, 108,232,221 broad . wh.hb.dwmanic. 163data.com. cn
mser=ksu rhost=dns70.online. t].cn

mser=ksu.edutw rhost=110.255.22 1463

mser=ksu.edutw rthost=A7.1058.232.221 hroad.wh.hb.dvnanic.163data.con.cn
mser=ksu.edutwl2? rhost=67.108.232.221 broad. . wh.hb.dynanic. 163data. com. cn
rser=ksulksu. edutw rthost=110.255.22, 143

mser=ksuedutw rhost=110.255.22 143

mser=ksuedutw rhost=A7,108.232.221 broad . wh.hb.dvnanic,. 163data. con. cn
mser=ksuedutw rhost=dns70.online.tj.cn

mser=ksuedutwl2d rthost=A7.108.232 221 . bhroad. . wh.hb.dwnanic.163data. con.cn
mser=test rhost=110.255 22,1463 102



- Hit o hEERRINER

« RAID 25 RBE? HUIRAKEERE?

- BEZRMBEEZEEH ?

- BOFER 1 sshd !

« BAEM (lost) 2EERBE ?

- /var/log/secure WERZE A IHR

« /var/log/messages EHEERERNEEEEBZ ?

- /var/log/httpd/error_log EHEENERHNBEZEEE ?
ARB yum ST ? ELERETREREETEE MR ?
- BIREERBIERET ?
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a7 ATHYH)E

- ARZRAEFTNEMN
s BRI
AEREAR ? ALEREFFEWE ? ZERRAKELR ? BSH CPU HHAX
- BHRIERNERX ;
- BEEEIREREZENES ;
- ZEREHEAMERNIEER ;
- suid/sgid 1EZR9IEBM ;
- EARAMERTE :

hitp://www iripwire.com/

104


http://www.rootkit.nl/projects/rootkit_hunter.html

A 5 IRRE

- IRFFRIRNENER S ?
- RARINAERE —EmiSE28E
- ARAINAIERIF LS RE) SELinux =E3E
- EREZEEERZLH? ALRAMBIME Internet BIEAZR - L& E
BEERENIRIED (FU Apache BY basic #&%)
» FEOHARFE IJLINERMNE (BIU mail server)
- FLEO[EVSE shell WARFZ SR B CrIEF
Bl sshd E@ARTS - EHFAZE Internet BUE
B IFHUH root B AR
i S H LR T E AR
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- ROBcEERE - HEBCARIAEEET IE

73 K A A ]

. —XEEA INPUT 2 DROP IS
- BERFZTEACIE Internet AT

« —EEAREE log BRI

# Generated
*filter
:INPUT DROP

-& INPUT -m
-& INPUT -p
-& INPUT -1
-& INPUT -s
-& INPUT -s
-& INPUT -s
-& INPUT -p
-A INPUT -p
-& INPUT -p
COMMIT

# Completed

[root@localhost ~]# iptables-save

by iptables-save v1.4.21 on Thu May 25 12:18:36 2017

[24958:3554710]

:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [1807902:252719137]

state --state RELATED,ESTABLISHED -j A T

icmp -j ACCEPT

lo -j ACCEPT

192.168.0.254/32 -j ACCEPT

192.168.0.0/24 -p tcp -m tcp --dport 22 -j ACCEPT
172.16.0.0/16 -p tcp -m tcp --dport 22 -j ACCEPT
tcp -m tcp --dport 21 -j ACCEPT

tcp -m tcp --dport 80 -j ACCEPT

tcp -m tcp --dport 555 -j ACCEPT

on Thu May 25 12:18:36 2017 106
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L

TR 228 4R

- 1. LI ER
- BEHIFIERS - T AZERIBLR ;
 EIERITI B ARESRBERNEFR AT RLE
SIRBNF AR ARV ERALZ - LURERE partition :
CEBEZIAR?EGEZED EFE?
ERREBER 2AZ2E08MWERES] (RAID) ?
= 0JgE - 5% NE service pack (sp)
- IERERE - BEHETE....
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- 2. RIRZE

l

%

- IR EHRVARFS B R ~ RAFRE - FRE
« AEENRFMAZLZESEX FH ;
Y IE B IR B RS RS —LE

7 H4 2o B S
AT R

IS REER

[hE

WMERRRIRTE - RBELERIFERR ;
87 P 7 1% Tl R ED B R 755
LR IRV IEERZEREZ 0

257 g (48)

Z 4B post-install procedure

#E 17 partition ;
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T s B4R ()

- 3. ZMEMNEBERSE sp & EE
- WRRAH sp - TEA
- WEEAPXME - 5vEBERA Windows B X% £ 4
» R BEEMNERBIKAE (IP n=28) &ln
- ZEHEES  IAFEHES
- REHHESE
- IR - ETEGNE - LETRIE update £7%

110



l

T s B4R ()

- 4, ZEREHE %E’J?E EAEER
« REZREBELRZELZLEME

- LIS —EZ#1T update !
« ;oS —1E . Excel FRARTEFE (BEEINEE)

111



l

- 5. BE#x18125] (Optional)
- BB C BER AR RIUE - 3
» I my document £ D 13
- ENKEHETE D &
« WISERFETE D &

T s B4R ()

IREZ=R=ie,

» TEFFENZERE - t1E D&
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l

T s B4R ()

- 6. ETTEZMED
BRI R IE S RUEZ F |
« SOIEERVEE - B EIEER IR RARBEERERD—F
- BIUIER ghost Z2BM R EBEESETTH 1D
« I %5832 - f£H ghost &IREIT] |

113



l

T s B4R ()

- 7. R ETEZERAREED

- AN ERERE D 18 - B C BEGS R
- EEMED - HEMEHED D e -

- BREVEFAERABE ? F—REHEIEXTHZE. ..

» £H cwsync - OIETREED - EER - 3R |

» i AZBEMHBEERR - BERERSHIRIEF - BEA
18 = EDH . ..
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%S

)

l

- AEBBRIEEZRVALS
« AEXGEEHA—(ERILPFFEIRRHENERZS K
=2 FRMBRITIBETLER IR -

» Browser % ERE

» Do — RS R

EHEEEIN

- B R Z

T s B4R ()

SFRVIREEE (BB - FITARSIEN

AZU BB CHER AT mE |

» NGBS 22 HFT A
- USB EEANEZERE | HREERUNMNE - mEBES

<2 BR EE Y0 {a] 78 cracker
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