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Botnet;& 2/)-- Real Case
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Rep-6031.170179179
Fep-6031.170172178
Rep-6031.170179179
Rep-5031.170172179
Rep-6031.170179179
Rep-6031.170179.179
Fep-60 31170179178
Fep-6031.170179.179
Rep-6031.170179179

Rep-6031.170179179

Security of Network

10.80219.144

1044158.81

10.80219.144

104415891

10.80219.144

104415851

10.80219.144

104415891

10.80219.144

104415891

31.170179.179

31170179178

31.170179.179

31.170179.179

31.170179.179

31.170179.179

31170179173

31.170179.179

31.170179.179

31.170179.179
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Multiple inside devices
communicate with a
malicious IP in midnight

E: iz & i

2013,/04,03 005931

20013,/04 /03 0053835
2013,/04 03 005825
201340403 005721
2013,/04,03 005711
2013,/04 /03 005619
20013,/04,/03 0053550
201304 /03 O0:55:00
20130403 00:54:49

201304 /03 O0:53:55
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Real Case Study (AD brute force attacks Cont.)

B IR SRS j] = QEJ b/ H § E [ =] iﬁﬂ
) 2010/11/29 17:39 ~ 2010/11/29 18:39 (17 : 39’ AD % Zﬁ / ‘I 1__1- I é jt =] )
k=2
a 1400: SMB: Windows Logon Failure
2010/11/29 16:39 ~ 17:39
1.5
1.2

& o8 8
g 06 g
F £
1 . - ﬁ 0.2 -3
o
o ’
UJ 16:39 16:59 17:19 17:39
i i el b ’ L N
- Ak A% — A" SRIPE T e
17:39 17:49 17:59 / 1
1 1 FREA
sEER B - HARGRS Bt EEP | AEPot | B® | EeP | E@Port BeEmRE | BY | Re
i | ﬁ 1400: SMB: Windows Logof Failure 111.148.238.223 | 2939 192.168.10.5 microsoft-ds(445) & 1LHFL = 65
£924: DNS: NXDOMAIN Response 1044441 1400: SMB: Windows Logod Failure 111.148.238.223 | 2939 192.168.10.5 microsofi-ds(445) &A= 65
1400 SMB: Windows Logof Failure 111.148.238.223 | 5§828 192.168.10.5 microsoft-ds(445) & ALHEsE 1
1400: SMB: Windows Logon Failure 2010114 X . X BT
1400: SMB: Windows Logofj Failure | 111.148.238.223 | 54828 192.168.10.5 | microsoft-ds(445) | &SiEHFLE 9
1400: SMB: Windows Logof Failure | 114.51.26.141 54159 JP 192.168.10.5 | microsoft-ds(445) | &ILHELE 1
1400: SMB: Windows Logof Failure | 114.51.26.141 54159 JP 192.168.10.5 | microsoft-ds(445) | &1EHFLE 1
1400: SMB: Windows Logof Failure | 114.51.26.141 654291 JP 192.168.10.5 microsoft-ds(445) | &1t##LE 2
1400: SMB: Windows L Failure 114.51.26.141 64291 JP 192.168.10.5 microsoft-ds(445) & ALHELE 2
< fat N s
(;:t EIJ ISZ B ALA ;E) m——T0 GHB: Windows Logof Failure | 114.51.26.141 5331 JP 192.168.10.5 | microsofi-ds(445) | &IEHIAE 1
1400: SMB: Windows Logof Failure | 114.51.26.141 6331 JP 192.168.10.5 | microsoft-ds(445) | &HIHILE 1
1400: SMB: Windows Logof| Failure | 80.191.235.226 1420 IR 192.168.10.5 | microsoft-ds(445) | &iEHELE 4
1400: SMB: Windows Logof Failure | 80.191.236.226 1420 IR 192.168.10.5 microsoft-ds(445) | &1t##SE 4
1400: SMB: Windows Logof Failure 80.191.236.226 3922 IR 192.168.10.5 microsoft-ds(445) & 1LHFLE=E 2
1400: SMB: Windows Logof Failure | 80.191.236.226 aq22 IR 192.168.10.5 microsoft-ds(445) | &1t##SE 2
1400 SMB: Windows Logof Failure 80.191.236.226 3922 IR 192.168.10.5 microsoft-ds(445) & AGHEsE 10
1400: SMB: Windows Logofl Failure | 80.191.236.226 | 3§22 IR 192.168.10.5 | microsofi-ds(445) | &IEHFAE 10
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1 AD;E_&A I:I:Hul_.\
AR gl

ERTEER 153 (= o o ;
@ﬂz&;Ma A
10.42.184.161 ¥

L . 2013/08/14 2013/08/14 2013/08/14 2013/08/15 2013/08/15 2013/08/15
|EE$}{H /'u‘\'E%zislﬁu 13:15:00 17:55:00 22:35:00 03:15:00 07:55:00 12:35:00
—_l— i I I8 /R

Invalid User Login (Security: 672) 1042184161 2013/08/15 13:09:55 OA ADO2

Invalid User Login (Security: 67, 1042184161 Jeff 2013/08/15 13:09:55 OA ADO2

Invalid User Login (Security: 672) 1042184161 jeff 2013/08/15 13:09:55 QA ADOZ

Invalid User Login (Security: 67, 1042184161 Jeff 2013/08/15 13:059:55 OA ADO2

BH Fap Audit User =) B rEp Audit User Bl

Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/15 09:08:14 Invalid User Login (Security: 672) 10426164 johnb_ye 2013/08/1417:31:11
Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/15 09:08:14 Invalid User Login (Security: 672) 10426164 johnb_ye 2013/08/14 17:31:11
Invalid User Login (Security: 672) 10.42.61.64 johné_ye 2013/08/15 09:08:09 Invalid User Login (Security: 672) 10.42.61.64 john6_ye 2013/08/14 17:31:11
Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/15 09:08:09 Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/14 17:31:11
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2EEH LEL

1 AD%AHHIQ\

BEEFEAZE B , |
2 : ,.tw ’ . “‘,‘dn/ . thu'l.mm!.lmﬂt y
E,\J I P L\x %(é % A m Ib 013/08/14 t13/08:’14 2013/08/14 2013/08/15 2:13/08,/15 2;/0:’15’

13:25:00 18:05:00 22:45:00 03:25:00 08:05:00 12:45:00

EEIPIEENITENEIBA
B 18 B INE

Audit User

10422012 KDoo477 2013/08/15 00:20:01 OAADO2

Logon Success (Security: 673)

Login Failure (Security: 675) 10422012 K00o477 2013/08/15 00:18:46 OA ADO2
Login Failure (Security: 675) 10422012 KDO0477 2013/08/15 00:18:46 OA ADOZ
Login Failure (Security: 675) 10422012 K1102366 2013/08/14 23:52:49 OA ADOZ
Login Failure (Security: 675) 10422012 KDOo477 2013/08/14 23:46:23 OA ADO2
Login Failure (Security: 675) 10422012 K00o477 2013/08/14 23:46:23 OA ADO2
Login Failure (Security: 675) 10422012 KDOo477 2013/08/14 23:45:33 OA ADOZ
Login Failure (Security: 675) 10422012 K000474 2013/08/14 23:39:37 OA ADO2
Login Failure (Security: 675) 10422012 KDO0474 2013/08/14 23:37:12 OA ADOZ
Login Failure (Security: 675) 10422012 K000474 2013/08/14 23:37-12 OA ADOZ
Login Failure (Security: 675) 10422012 KD00474 2013/08/14 23:33:56 OA ADOZ
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— Real Case Study (X EIDNS Serveri!DDoS?iﬁﬁ)

EE&DNS 58/2758 K DFW/DNS #27% 5 /a7 Dinternet A5 45 18

t by by A -
C006929: DNS: DNS Query =i FIEIP BaJIP BeaPort Ingr
201009723 15:05 ~ 16:05 .
=0 200 CO06929: DMS: DMS Query 2106020537 T1261 domain(53) 348
220 CO06929: DME: DNS Query 210.60.205.30 T.1261 domain(53) 204
§ 240 E CO06929: DME: DMNS Query 163.27.126.250 T1261 domain(53) 193
)
E Hee E CO0G929: DME: DMNS Query 210.60.205.56 T.1261 domain(53) 132
] 80 T
” R CO06929: DMS: DMNS Query 210.60.205.19 71261 domain(53) 121
CO06929: DMS: DNS Query 163.27.126.2563 71261 domain(53) a6
15:05 15:25 15:45 16:05
CO06929: DMS: DMNS Query 210.60.205.29 71261 domain(53) a1
HEEIPE BeaIPgh W S{ine |
| CO06929: DMS: DMNS Query 210.60.205.85 71261 domain(53) 76
< ot HFEIP B - Beip BePort B ]
(1341E 2R IP | | | | - |
- 6924: DNS: NXDOMAIN Response 200.28.4.130 CL .126.1 domain(53) | 2
6924: DNS: NXDOMAIN Response 200.28.4.157 CL .126.1 domain(53) 2
£924: DNS: NXDOMAIN Response 20210219982 | Cl'gz 126.1 domain(53) | 4
59224530':,5;9':,’2‘52:3;':“1;5;;"“ | 6924: DNS: NXDOMAIN Response 61.147.37.196 C 126.1 domain(53) | 4
£924: DNS: NXDOMAIN Response 22016720243 | CM 126.1 domain{53) | 2
6924: DNS: NXDOMAIN Response 22016720239 | CN .126.1 domain(53) | 2
V-E- t 6924: DNS: NXDOMAIN Response 61.233.154.42 CH .126.1 domain(53) 2
%.; iﬂ £924: DNS: MXDOMAIN Response 218.85.152.21 CN 126.1 domain(53) | 2
5 = 6924: DNS: NXDOMAIN Response 218.85.157.74 CHM 126.1 domain(53) | 2
6924: DNS: NXDOMAIN Response 80.190.211.10 DE 126.1 domain(53) | 2
11:02 11:22 11:42 12:02 6924: DNS: NXDOMAIN Response 62.145.0.10 DE | 126.1 domain(53) | 2
FEEIPE BeayIPgh W B | 6924: DNS: NXDOMAIMN Response 21212396110 | DE .126.1 domain(53) 2
£924: DNS: MXDOMAIN Response 200.107.10.62 EC . 126.1 domain(53) | 2
6924: DNS: MXDOMAIN Response 80.12.204 167 FR 126.1 domain(53) | 2
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DNS Protection Solution: Deployment Example
Mirror DNS traffic to Probe Analyzer

Perimeter

N-Partner Probe

Clients

Action Device

bl b e
N- Reporter

m REPORTER
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DNS Protection Solution: Deployment Example

1: Probe sends NX Domain Logs to N-Reporter

Perimeter

N-Partner Probe “

£

\ Action Device

bl b e
N-Reporter

2: N-Reporter generates NX Domain list

’ 300
240
3 SEIPH, 12:02, 134
O - z
o=t > 5 i &0 I
o o200, 00 t00 s, T o
s
1:02 11:22 i1:42 iz:02
FRIPE: Beuipty W SR |
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DNS Protection Solution: Deployment Example

3: N-Reporter sends NX Domain list to action device. It’s not IP isolation. We block NX Domain
gueries only, and all normal domain queries will be allowed

“ Perimeter
N-Partner Probe

£

Action device

TETEATETE i
- To deny NX Domain
-Reporter .
guery is the best
— solution against NX

Domain attacks using
spoof IPs

28 5{;’\ ; | s &

o0 o800 Tostes A T
me//% ﬂ vy’
11:02 11:22 . 11:42

12:02
AEEIPE BehIrs B HHR ‘
REPORTER
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NX Domain Query Behavior- 24 hours monitoring result

| INX Domain Name

-neT.tW 75.86K
bemlbsqal@broadcom.com 28.09K
H - 24.36K
samsungvuieventlog.vlingo.com 15.51K
Hit Count Session Packets
Fiy 355 0.00 0.00 n api.mapbee.com 7.82K
=AE 5 0 0
. 5 0 0 n h-slp.mnc001.mcc466.pub.3gppnetwork org 248K
fLbumpservercom 22¢
HitCount Report . .
2014/05/22 16:30 - 2014/05/23 16:30 n poafapi.gfstation.com 139K
5
| .
JAMy - } A I u‘w'"l A I| .“'ﬂ W‘-’r\'. [V n TENEHGEP LK
Mo 1 /T YA A
Vo ] A |'\,.U'f| . A denis.stalker.h3g.com 136K
3[H ] '[ .h ||| -||- ,«.ﬂl A N | /\/AA- w. i
! ! Val |
2
1
[+]
05/22 16:45 05/22 21:30 05/23 02:15 05/23 07:00 05/23 11:45 05/23 16:30

& HRCzunt/Sac
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NX Domain Query TOP 10 Makers- 24 hours statistic

\Rlcvent Name Dest Country  JEETY@MILT:
n N-Box 1031: NXDomain 70.39 ™w 2201 ™W 207K
N-Box 1031: NXDomain 54 ™w 2.201 ™w 17K
N-Box 1031: NXDomain 2.196 ™W 2201 ™w 155K
N-Box 1031: NXDomain 216 ™w 2201 ™w 15K
N-Box 1031: NXDomain 9.149 ™W 2201 ™w 149K
Bl -eox1031: NxDomain 5.47 ™w 2201 ™w 1.46K
N-Box 1031: NXDomain 156 ™W 2201 ™W 135K
Bl  n-eox1031:NxDomain 0.143 ™w 2201 ™w 1.28K
N-Box 1031: NXDomain 3.36 ™w 2201 ™w 127K
N-Box 1031: NXDomain 224 ™w 2201 ™w 1.23K
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Deny NX Domain Query- 24 hours statistic

Deny NX Domain queries- Save DNS servers

107

.66

5t bemlbsqal@broadcom.com. 1199

bt bemlbsqal@broadcom.com. 243
Et ssl. 113

bt bemlbsgal@broadcom.com. 1151
Kt samsungvuieventlog.viingo.com. 6.183

NXDo bt lipin.ctrip.cnc.ccgslb.net. 192191

BEEEEBQOBEBER =
5
o]

Destination IP

2

S B B EH

Hit Count

46.99K

46.8K

43.67K

43.28K

42.39K

4213K

41.81K

41.13K

32.26K
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A Records...

MX Records...
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13019: DNS: DNS ANY Response

»AE= 8omw BagPort BRIPEZ RN =n
2015/03/09 10:03 ~11:03
us 53 (328 13,059
8
@ P189 MK 53 (55> 6,965
11:03
RBIPE 6 13019 DNS: DNS ANY Recponse 7 2229 j 73
6 EIIPeE. | 13019 DNS: DNS ANY Response 1120142229 us 53 T 6,783
Rl 7.16K
o Rt 13019: DNS: DNS ANY Response 11328163227 HK 53 732 42815
? ) o 13019: DNS: DNS ANY Response 69.27.199.74 us 53 T 3357
-
13019 DNS: DNS ANY Response 68413735 uUs 53 (3L 3122
2 2k
13019 DNS: DNS ANY Response 63141198170 53 i 2633
0 ok 13019 DNS: DNS ANY Response 11328162147 HK 53 3 2,006
10:10 10:20 10:30 10:40 10:50 11:00
13019; DNS: DNS ANY Response 63141198217 53 L4 1801
ARPE W E@IPS — HHRE ponse 10425576117 53 i 1136

_ = I!EIEJ ."/ n'l“'v/ _
bps Line Report — pps Line Report
2015/3/905:10 ~ 2015/3/311:10 E 2015/3/905:10 ~ 2015/3/3 11210

150K
100K 40
w w
a a
a a
S0K 20
o o
0700 08:00 09:00 10:00 11:00 0600 07:00 0800 09:00 10:00 11:00
Send bps — Received bps Send pps — Received pps
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HEANREH- SBIRHES KR8

9

X

| [BFSSEREI )

6
4 1
é "1 i pAA Ma . ofe LV 4 _‘.I‘.\ /“’I ¥ "-’_“‘-_\ A
'/
; B PRty SErer e
03:.00 06:00 09:00 12:00
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v EZ¥H71Y: Government/Education Center
v 4 5 43 (5 F3 A 21 Over 320,000
v'Internet Bandwidth Usage: Over 7Gbps
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Organizations, Server Farm
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v'Flow Record: Up to 30,000 record per second
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