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AP E L XY

m System Development Life Cycle(SDLC)
— Requirement (& &/3.3)
— Evaluation (&%)
— Design (& 3)
— Implementation (§ ¥/ % )
— Operation & Maintenance (i it %)
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T B K (strategy)® e T
’—?iﬁ"s % | (action plans)
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I? ﬁux

— ¥ 72 ¢ & (business)
— i it(operation) 2 Ak (maintenance)
— 7kJd 3 (ice-burg effect)

B 2 h— %% 2
suy ok W

— 3% (performance)
— 3 * {(availability)
— ¥ A @ $(generation changeover)
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ERRE

m i 4t 5 2xdp % (Key Performance Index)
—EitpE> skt
e 3B L hA
. B ehE %
o EAmehpE R
_ﬁ%fu;}%ﬁ_eggzgw
* &3 &F (0%)
. ¥ 2R (30%)
c FHEZL PR RKET (70%
mEREERE D LT
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HAER
m What: Problem

- FF Ro kDA
m hoW: Solution

— B ELe P N7 iR Xk
m Why: Innovation

~HETRT 5 A AR R B

n EAERE D T
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m CASE 4
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=21 %

R 8 e RFIE TR

m A#ZRKIEF (Infrastructural investment)
— fe & g (restructuring)
m 2% F (Transactional investment)
— fe & i #2:23g (reengineering)
m 7K F (Informational investment)
— #lig &g Z(knowledge management, KM)rij &

m KR F (Strategic investment )
— # ¥ B ¥4 & (business intelligence, Bl)
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& SRR RoA]

m 3% et (modularization)® 3% » 3§ ¥ 2 H] %
BoHMRAKREE LTI T
— FTH B ¥ (dataindependence)
— 3 % 32> B (sub-systems independence)
— Why? = system changeover(,% stvig )

B RSP A R I F R (e
—THE2BLEEEFRE- BRAR

s EREE R FHRM AR
— AR EFEAR(F-RERARAMBAR) -

H s Fo
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B ¥ %3+ (feasibility factors, TELOS)
— Technological feasibility : jr# 7+
— Economic feasibility : &&% 7+
— Legislative feasibility : 2 &% 7+
— Operational feasibility : 3 ¥ {7+
— Schedule feasibility : pFf+¥ 7|+
W j 473 (strategic factors, PDM)
— Productivity : 2 4 & 4
— Differentiation : g3 £ (AL B i)
— Management : it g 32
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" R PRIFKER R

VERT NI ENNRBM T
Vi B
" LN RE
VETHEEE B L - FiTH# (The best-
seller software = Copy everything in the
disk)

VERFHFELE B R A RS RE
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IET (71

= K IE4 G
v’ Procedure-oriented vs. lcon-based
v’ General-purpose vs. Customization
" KT VR R
/%%@?ﬁ
IR Iﬂ—’.—ﬁ
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i% 7% (check-list method)
* FE B % (phase method) @ xst¥e & TR E»
VE O engtfe pope
« CPM % g (Critical Path Method)
« 4 % W (Gantt chart)
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A%

X e bl

&SP H TR
v P?H}‘ﬁ,%'J(Return of Invest, ROI)
v KPI . £ it + it (saving)
v 23S £ end pEi (differentiation)
= % &‘b'gi“' F,‘”I—f"
vERER
VEFHoLl
- W A ? -
\/f&;ft’o}'}(/? )% I FEld (225 )
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Discussions of Pseudo Cases
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TRt (F%)
m AP #(Wikipedia)

— Information security means protecting
iInformation and information system from

unauthorized access, use, disclosure, disruption,

modification, perusal, inspection, recording or
destruction

m PP TER “information”’?

- 3 W EaR fwl(valuableformatted data)
-*1r@ﬁJﬂ CENRIEE U RS
m @3 " F A “information system”?

- TR -HW AW AR A
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VRt BB 1 v E
) T RN B

vV B 5 i (app-oriented)B & {2 ¥ 5 (module-
oriented)

vV G ® 3y R(wired)T|HF F ehm R (wireless)
n j}%oﬁ-_
v & #r7 & (ubiquitous)gwu-i 2 7 any time, any
where, any device, any thing (content)
VEZRIFOSPRAE o B2 BikeneEFa £
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FRABS - A A%

m § ¥ »(datasecurity)
— 1970s
— defR BT
m : 3v% > (system security)
— 1980s > § #* i
- TR
m REX >(network security)
— 1990s > efv
- > BER - &EEF
m R mRRERE > (web & wireless network security)
— 2000s > Miv
— BT s5% 2P 3% 2> (content)
m ¥ 235/2 % >(ubiquitous/cloud security)
— 2010? 2015? 2020? > u i

— 1oT (Internet of Things) % 2 ~ '§# & 4 k4 =& (privacy &
piracy) -~ =& (digital forensics)
28



% F &£ -CIA+NR

% 14 (Confidentiality) — 3 #
Fit(Integrity) — FA 8 43

* j(Availability) — % $uPR7%

Y|4 (Authenticity) — i 7 B 48

# ¥ % 2 (Non-Repudiation) — & #

DAY B PFTEE R
® i L 3 *;1 %f 3£ (Personal Information &
Privacy Protection)
® i i~ #F(Digital Forensics)

29



FTERY KRR -

= ¢ ®F(interruption) — g F ¥ * |&
v id ,fi ﬁfﬁ?iﬁliﬁﬁk SNAVBRET NGB R

VERBBAWRAE ~ PIFES S TR #

supe g FR33(Denial of Services, DoS)

A- >< . B
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TR Rk =

= £ B (interception) —ig ¥ # B |+

VAEIEE ﬂ i 2R 3 PR
v i R &
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FTERYP KRR =

. i?fc(modification)—iiﬁ = - Lea
VAEEE N Lk et & T

\/i"fcf‘,ﬁ',f}g\:@ﬁ]?"} RN =T Y
NITFEHES
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TR P RAEZE

= # 3% (fabrication) — i& ¥ & Jlé‘n

VARIER P TR
VIE IR R WG

TRl
ERECRA
-B

e

(Actas A)
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FRE D ARBF DL XY

m Security System Development Life Cycle
(SSDLC)
— {BESDLC (4 v B 2 i) (hEFHEE R
— Security (% 2)
— Cost (&2 &)
— Performance (3%x% )
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SCP model

S

minimal

minimal security requirement
cost requirement.......... TR
C P
S: security N
C: cost minimal

performance requirement
P: performance



SCP 218

AP TR 2t R
F&P5 N M7 L f3

EFARFRELBEVS FIfr s g RLA

% & % 3
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FAE DA Mehd BT

m A#ZRKIEF (Infrastructural investment)
— GW/AMETRE R THEE - MISE

m 2% F (Transactional investment)
S =R PR R ¥4

m 7K F (Informational investment)
- T FHRAELSH S R PRI E

m R F (Strategic investment )

— X f ¢ Z ¥ M % g ®(Customer Relation
Management)% & ¥ kR 23((Enterprise Resource
Planning)
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?Q;IL—"Q’ DAL R S K

m 7 ¥W/A WHardware (physical)
— Network (wired and wireless) and access devices
— Database (data store)

m i Software (logical)
— Applications and security control

m X B People (resources)

— Restructuring of organization and reengineering
of processes

m {& B Promotion (awareness and resistance)
— Education and training
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FERFF P — ROIATE ?

mE FVEFF A5H & (tangible value )
— No (in most of cases)
— Yes (only for security services provider)
m A FH 4 & 35% & (intangible value )
— As used to the trigger of “indirect” value

* Image of enterprise/organization

« Effective management of application or
production system

— As used to reduce the loss of property
« The winner is the one who loses less
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%%léw F] o\;&a:-

m NO security, no trust

m No trust, no fairness

m No fairness, no transaction
m No transaction, no money
m NO money, no talk

-> No security, no talk!
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& X %’K B2 T XIEFF

m Hirrc & 2 (technical attacks)
— TR B R S BT F B
—ﬁ@=ﬂ?ﬁ%#£%%~%?ﬁ§%%(ﬁ@»ﬁ)
AAENF TR (FELST)
—Hﬁ=ﬂwﬁﬁ$%§“%i%ﬁﬁ
— 25 ¢ IF F TR 2 BaEsF
— A f I RREEA YA R
m EpFc ¥ 2 (non-technical attacks)
— %+ (bruteforces) :@i#&%* 7 ~4f ~ SR+ > &
&?*$%ﬁ¢w&®p~?m£%*mﬁfﬂﬁ
—7&.‘5.1%2. (social engineering) : I R
LROFRLT » F E\'f%é # —*‘;}%ﬂ:-a{)é B3

DG BARE A RENE D A ELE?
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FTERALAE

m % >t 4 (capability)
— Capability = Hardware + Software + Data +
Application (Procedure) + People

m AR FY
—Z >3 GP VS, AL ST
- LPX 2 (FHIFVS. a3 F)
m% >P %% (target-oriented)
— R E Vs, RAHE
— B F2nt vs. FEHE D

44



= > /L
ARV R R P

= ,

m 7 a")w'!%ﬁrra»(data-oriented)&hi‘« 55
_#'i‘:'\!ﬁ#x'}‘ii\l?“}i‘ S W
— A AR (g )

m 2R %‘rm’(process -oriented)
PR RETRAS o
- i RAS KW

m A
' R %fr?»(people oriented) % 3%

{"" BN LR R )
- AR AR
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I S )i’ﬁ ?(:‘? i Kiw A

m #ic ¥ (software)
Y 1 RF LIRS Physical system

m A f2(hardware)
— FE[E T

B FH(datd) mmmmm———
- BRE-ZFRE TS FRE T ERE
= * ji (people) Logical system

— RS 3T ERE
m 2% (procedure)
-~ REE TR F IR
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SECURITY & TRUST
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TRUST 4 # — SCDR

m SCOPE (##)

— Do you fully recognize the security requirements you want
In the business domain?

m CONTROL (¥#)

— Controlled security to the design of white box (engineer-
oriented) or black box (end user-oriented)

m DEPLOYMENT (& »)

— Selection of automatic (more efficient) or manual (more
secure) procedures

m RISK (& *% )
— Do you fully understand the impact of security leak?
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¥ AT 2 - 3W model

= Know-What = for end user
-FERTFRX T, 8 THER,
- E I EHE?EMOAMOER?AE D
— f’m B s luvs. 31 xS
= Know-hoW = for engineer/designer
- FXR3BERA " White-box ; » @ 2t T Black-box |
= Know-Why => for administrator/decision
maker
— FEB 2% 2 b ' 2 &% & 7 (impact analysis)
| AN et WA R
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% 4 73327 — TELOS +PDM

» ¥ (7473 (TELOS)
— Technological feasibility @ FE e 71
— Economic feasibility : &&% 7+
— Legislative feasibility : ;2 &7 7§+
— Operational feasibility : ¥ T+ {7 §&
— Schedule feasibility : pFf2+ {7+
" KL%+ (PDM)
— Productivity : =24 & 4
— Differentiation : g]:3 £ (L B i)
— Management : 3% i* ¢ 2
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Discussions of Pseudo Cases
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R ¥ LT BBE(L2)

R AR F LR HT AR R R FERARY
— F - ERPH - ‘1’&%7? S HI - § !

o #}é p.ui’-'“r:}%’* 2 FE ARGV EINF
—} , ,b\%%ﬁﬁam?‘f -‘ti-%-&

FABHF 2RI TESFHE2FHE

O ﬁli A AR (Bldep b g s~ R
RFEHP) 7 LR r’?“% i: 5% (w-&rﬁﬁi?ﬁ
‘ﬁt&%iﬁwﬁa?#‘#d) hE & |
—ﬁﬁ%$ﬁi¢’%ﬁ#£ﬁ$ﬁﬁﬁ!
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Rt ¥ R enF R R 3512(2/2)

mATERF 2 #iﬁna% Rifend - 455 B
T RPBCERFLAS RI2TF ELICE
Vil W
SR EB TR EERE- LA ch
R P AP ERREX2PEELY A L% 2 H
PR
- ERFEEFLAnTE
—HFXAAAREE

54



& ML T X R 3(12)

= #a PR
v = B (integrity)shE & (R E 7 >
v % i (anonymity) 2 '« 1 (privacy)ing K& p g
4
= EARR T R
V{ X2 2R AES® 2P A DESepF L ¢
® f
VBt § R HAT AN R (44E
Re) A5 RERAE (FEERE) ki F 3
VIFES RER S BEAPI I ANTFEIUSBE
g ¥ (machine learning)sh® # % SLR-L 3145k &
VESF AT g RERS FHEE (Smart
phone, iPad, RFID, NFC, etc.)#- % § %
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* T R

T3P F I B & Web servicesg £ 34
%%4Q%(#&~ﬁidm‘m+§$§)*g
AR OF R

FEMA ¢ S, FRE (83)

VIigAFHREREES :ﬁff‘(compllance)ﬁ FHEE
(masklng)
% 3 i@ g (digital forensics) > L+
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T3 A2 A+ 2 A+t

Awareness(ii): A

— IR A B enpeRs

— A |y B
Accountability(§ &): A+
—F-RFRARPTRTERE
Alliance(B B ). A++

- iFEsE S A X E (AR~ A7 FF)
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From the view point of
Application planners and designers

58



TRECFRTR ERYE
FRAFra gl P
-F R A rf‘i?’%J

From the view point of
end users
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