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3 DD0S(2)
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* ICMP flood ~ UDP flood ~ Teardrop attacks ~ ping of
death

-7 EARLIRI I il

« SYN flood ~ LAND attack ~ CC attack -~ Botnat attack
~ Application level floods ~ DNS Amplification
Attacks ~ NTP Amplification Attacks ~ UPnP(SSDP)
Amplification Attacks
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(DNS Amplification Attacks)
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http://www.cc.ntu.edu.tw/chinese/epaper/0028/20140320 2808.html
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http://newsletter.ascc.sinica.edu.tw/news/read_news.php?nid=3005
http://www.ithome.com.tw/news/99502
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UPNnP(SSDP) 3z + s #
(UPnP(SSDP) Amplification Attacks)
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— SSDP Reflection DDoS Attacks Threat Advisory

http://www.stateoftheinternet.com/resources-web-security-threat-advisories-2014-
ssdp-reflection-ddos-attacks-cybersecurity.html
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w3 APT
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(Advanced Persistent Threat, APT)
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Huwfdd Xk
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— ¥z itk & v Bitdefender Anti-Cryptowall
(Cryptolocker ~ Cryptowall)

o T 5 A
— 2% 42 ;% Ransomware Decryptor
(CoinVault ~ Bitcryptor)



http://labs.bitdefender.com/projects/cryptowall-vaccine-2/bitdefender-offers-cryptowall-%20vaccine/
https://noransom.kaspersky.com/
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MetWitness Reconstruction for session 1D: 26 ( Source - 39148, Target 202.108.23.8
Time 6/11/2015 15:15:40 to 6/11/2015 15:18:16 Packet Size 5,731 bytes Payload Size 4,105 bytes

POST fapp.zif HTTRFL.1 ™~
Content-lType: z=zip

lser-bgent: Dalwvik/1.6.0 (Linux; U; Android 4.1.2; Nexus S Build/JZ054E)

Host: hmma.baidu.com

Connection: Keep-Alive

becept-Encoding: gzip

Content-Length: 308
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WEEEFES DD 08 n@lEPD o~ 0O& JFO=E8087 7H O  ZEpA0'e0 O #j

GO

H“wvwmecomm®

HTTR/1.1 200 OF
Content-Type: text/himl

Connection: close

Content-Length: 0

Date: Thu, 11 Jun 2015 07:15:50 GMT
Server: lighttpd
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tcp
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: 34430 5.23.155:80 CLOSE WAIT
X rl 0 I L'“”E: SSH Service
..IIII.IIL. 3516l :: :74.125.203 lﬁl 44' CLOSE WAIT
ffff:140. 158825 ::ffff:173 2.138:443 SE WAIT
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pd virustotal
SHAZ56: 531659151f459028224f4e235bB8bc1b8a110054e1 1dbfac42e33d1945c2b078eb
File name: cht.tw_h_&1nll_PhoneContent.apk
Detection ratio: /57
Analysis date: 2015-06-22 16:21:21 UTC ( 1 week, 2 days ago )
Antivirus Result
Arcabit Android. Trojan.Fakelnst.BX
Avira ANDROID/Spy.Agent. 1505
Baidu-International Trojan.Android. Agent. LT
Cyren AndroidOS/SMSThief.F
ESET-NCD32 Android/Spy. . Agent.LT
Fortinet Android/Agent. LTlitr.spy
K7W Spyware ( 004c5d141 ) \
MicroWorld-eScan Android. Trojan.Fakelnst.BX ‘
Tencent Dos.Trojan-spy.Smforw.Sxem "
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o Required permissions

android.permission ACCESS_FINE_LOCATION (fine (GPS) location)
android.permission.SEND_SMS (send SMS messages)
android.permission.READ_EXTERNAL_STORAGE (read from external storage)
android.permission. RECEIVE_BOOT_COMPLETED (automatically start at boot)
android.permission.READ_CONTACTS (read contact data)
android.permission.SYSTEM_ALERT_WINDOW (display system-leve! alerts)
android.permission. WRITE_SMS (edit SMS or MMS)

android.permission ACCESS_WIFI_STATE (view Wi-Fi status)
android.permission. GET_TASKS (retrieve running applications)
android.permission ACCESS_NETWORK_STATE (view network status)
android.permission. READ_PHONE_STATE (read phone state and identity)
android.permission.MOUNT_UNMOUNT_FILESYSTEMS (mount and unmount file systems)

android.permission. INTERNET (full Infernet access)

M nteresting calls

Calls APIs that provide access fo information ahout the telephony services on the device. Applications
states, as well as to access some types of subscriber information,

Calls APIs that manage SMS operations such as sending data, text, and pdu SMS messages.

android.permission.READ_SMS (read SMS or MMS)

android.permission.RECEIVE_SMS (receive SMS)

android.permission. WRITE_EXTERNAL_STORAGE (modify/delete SD card contents)
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e Digital Attack Map

e Norse Attack Map

e )2 2015 State of The Internet
- Securi1ty Report by Akamai



http://www.digitalattackmap.com/%23anim=1&color=0&country=ALL&list=0&time=16744&view=map
http://map.norsecorp.com/
https://www.stateoftheinternet.com/resources-cloud-security-2015-q2-web-security-report.html
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