N N —
N = Ba &~
W [ 0 AT
=y € Ead o>

&3 - Bl - 8136

B o BHrR g R B F Ho2 3 B AT




X % NAR/[abs

AR - BE - BLET




K3 3 g R 18 7

T ATM i * windowsF#

un problene o e oq witidows a eté arréte afin de
sur votre ordinateurss

Un processus ou une !hrcm crucial au fmcﬁmom du systéme s'est

u &té interrompue da facon 1nattendu

51 yous voyez cet dcran d'arreur d'arrit pour 1a pramidre i

racdémarrez votre ordinateur, si cet #cran u»aru encore, 1u$v¢z

ces dtapes

Assurez-vous que oLV matériel ou Togiciel est installe <corractement,

s* '1’: : agit d W .“ nstallation, consultez votre fabricant de mitériel o

u

afin d“&lmh’ Tes mises 4 jour windows dont vous avez besoin,

s( 10! problémes persistent, désactivez ou supprimez tout matériel ou tout Togic
11—:« | mncﬂv-x Tes options de mémoire du sros telles que Tam

130 en cache age.

S vous dtes umu d

des composant:

yiragn avancies
sélectionnez 1

informations techniques :

* STOP! OX000000F4 (9X00000003, OxB16F020, 0XBILEF194, OXBOSFATAS)

Mot du vidage de Ta mémotre physious.
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home,, utw

110.84 KB .10.2009 13:44:: o P
498 B 27.10.2009 06:39: o [l
7558 3.10.2001 01:03:2 o | 2
0B 20.10.2009 02:59: o B

0B .10.2009 01:05: o ®

5.10.2009 00:41:3 o e
.10.2001 01:03: o B
7.10.2009 07:04: o "

Select al Unselect al L Wih selected: B ['Confim

.+ COMMANDS PANEL :.

Command:

Quick Commands: R Execute
Upload: |Find ndex.php in current dr Uplbad | 0K ]| Max size: 2MB
iFind *config*.php n current dr ‘
IFind c99shel in current dir
PHP Filesystem: érnd r57shel in current dr N
IFind fx29shel n current dr {
Show active connectons "
IShow running services |
{User accounts
{Show computers ]
Create File: | d:\appservivww\appserv\ Overwnte Create |

BndDoor

Search File: B regexp Search

View File: | d:\appservivww\appserv\ View
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Public: >+ 7 460,000,000 IPv4 iz~ 4t ...
Private: # 3+ H #kc...

> 10000000

1000000
100000
10000
1000

100
460 Million reachable IPv4 addresses observed from June 2012 to October 2012 using ICMP Ping requests and Port Scans.

BERIEE ¢ http://internetcensus2012.bitbucket.org/paper.html
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Anonymous #opphilippines wAnonTAIMAN eInHackWeTrust anon_taiwan

MESSAGE TO PHILIPPINES

PHILIPPINE COASTOUARD KILLED TAIWANESE UNARNED FISHERNEW IS INJUSTICE AND UNFORGIVABLE.

PHILIPPINE GOVERNMENT PROTECTING MURDERS IS UNACCEPTABLE.

YOU MUST APOLOOIZE. KILLERS WUST BE ARRESTED INMEDIATELY.

OTHERWISE, WE WILL NOT STOP.

PINOY V3NDETTA LOSERS, YOUR INJUSTICE BEMAVIOURS WILL DESYROY YOURSELF.

WE ARE ANONYHOUS
ME ARE LEGION
WE DO NOT FORGIVE

WE DO NOT FORGET

EXPECT US

dotc.gov.ph
* www.dote.gov.ph

www.pnr . gov . ph
* WL pnr.

wuw.dote
* www.peza.

* www.dote.gov.ph
waw.dnd.gov.

> www.dnd.
. dilg.e

> ww. do

* www.dote

DDOSAttacker.Progran.<Maindh__
Systen.Threading .Execut ionContext .Run(ExecutionContext executionContext, C]
ntextCallback callback, Object state, Boolean ignoreSyncCtx)
7 System.Threading.ExecutionContext.Run(ExecutionContext executionContext, €]
Object state)
Systen.Threading.ThreadHelper. ThreadStart<)
—27 © www.belltel.ph
www.belltel.ph
: www.tacloban .gov.ph
www. tacloban .gov .ph
.tacloban.gov.ph
* www.tacloban.gov.ph
* www.tacloban.gov.ph
* www.taivanoffice .org.ph
: www. tacloban.gov .ph
* www.tacloban .ph
: wow.tacloban.gou.ph
: waw.tacloban.gou.ph
: www. tacloban.gou.ph
: www.tacloban.gov.ph
.org.ph
-ph
-ph
www. tacloban .gov.ph
www. tacloban .gov.ph
> wuw.dilg.gov.ph
www. tacloban .gov.ph
© www.tacloban.gou.ph
tacloban.gou.ph
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>} Botnetjs # 34

Bl goTT ST = Yy -
dionaea.capture- New attack from Taipei, Taiwan (25.84,121.53) to Aachen, Germany (58.77,6.11) [mdS: 34e683d7debc7cy69d035a!
dionaea.capture- New attack from Xian, China (34.26,108.93) to Aachen, Germany (56.77,6.11) [mds: 7f4fggssarfozedbboaiod4as
dionaea_capture- New attack from Tesanj, Bosnia and Herzegovina (44.61,17.39) to Aachen, Germany (56.77,6.11)
dionaea.capture- New attack from Taipei, Talwan (25 84,121.53) to Aachen, Germany (50.77,6.11) [mdS: 466hb3dfeed3ceas7hse23
dionaea.capture- New attack from Kiev, Ukraine (506.43,38.52) [mdS: 5a7b74d5d348fB7ca277epbf358177d2
dionaea.capture- New attack from Bristol, USA (41.68,-71.27) to Aachen, Germany (56.77,6.11) [md5: =8cfSc7ec8edc348asbsbeds|
dionaea.capture- New attack from USA (38.e8,-97.80) to Aachen, Germany (58.77,6.11) [mds: 4fs233b2d
dionaea.capture- New attack from villers-saint-paul, France (45.29,2.43) to Aachen, Germany (50.77,6.11)
dionaea.capture- New attack from Bucurestii Noi, Romania (44.58,26.03) to Aachen, Cermany (58.77,6.11) [mdS:
. H oneynet B dionaea.capture  New attack from Columbus, USA (39.96,-33.88) to Aachen, Germany (58.77,6.11) [md5:
. 4 H B dionaea.capture- New attack from Gata, Bosnia and Herzegovina (44.93,15.83) to Aachen, Germany (5 R 7 IT SECU RlTY
. PrOJect dionaea.capture- New attack from kharkov, ukraine (49.98,36.25) to Aachen, Germany (50.77,6.11) [mds: efecegdasiecbisisfbe

dionaea_capture- New attack from Romania (46.60,25.80) to Aachen, Germany (58.77,6.11) [md5: 49aeas19aa84527be7ce727c5675973) RESEARCH GROUP

Source: The Honeynet Project Threat Map22
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src_ip® honeypot * lues( ity) * lues(dst_port)+ wvalues{Dialogue)* values{type}* values(Download_url)* values{Download_hash)* count{src_

118.232.37.156  dionaea Malicious_attack 139 httpd MS08-67 http://118.232 37 156:6876/vgh fb057831a110edb7732d5282947b4c40 116623
Malware_downloaded 445 pcap http://118.232.37.156:6876/wkaxkge
Malware_offered 80 smbd —
Possible_malicious_attack

1.160.93.245 dionaea Malicious_attack 445 smbd MS08-67 http://1.160.93 245:4568/xvck 2e8dababh865a091864a4338efld2edd 54706
Malware_downloaded
Malware_offered
Possible_malicious_attack

111.242.153.84  dionaea Malicious_attack 445 httpd MS08-67 http://111.242.148.107:7918/0pgegi 50198 5
Malware_offered 80 smbd
Possible_malicious_attack

61.64.143.135  dionaea Malicious_attack 445 smbd MS08-67 http://61.64.143.135:9006/avtbtspk 87136c488903474630369e232704fadd 32590
Malware_downloaded
Malware_offered
Possible_malicious_attack

122.100.122.119 dionaea Malicious_attack 139 httpd MS08-67 http://122.100.122.119:2523/acjhunb  8c9367b7dc4 3dadaaldecHdarbico8eef 32311
Malware_downloaded 445 pcap http://122.100.122.119:2523/eawtf
Malware_offered 80 smbd http://122.100.122.119:2523/jmsmgm
Possible_malicious_attack http://122.100.122.119:2523/00tqtsx

1.161.90.2 dionaea Malicious_attack 445 smbd MS08-67 http://1.161.90.2:2915/lunvd 95ad430abca3dad96600f764c120683c 30296
Malware_downloaded
Malware_offered
Possible_malicious_attack 23
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[EJegseica]
{Thursday, October 07, 2010
11:50:00

* Web services logs analysis

* Watching and finding

Logstalgia
October 08, 2010

Script

00000008

Thursday, October 07, 2010
23:36:10

Script

Misc
/phpmyadmin/scripts/setup.php

/phpMyAdmin-2/scripts/setup.php

/phpMyAdmin-2.2.3/scripts/setup. php
/phpMyAdmin-2.2.6/scripts/setup. php
/phpMyAdmin-2.5.1/scripts/setup.php
/phpMyAdmin-2.5.4/scripts/setup. php

/phpMyAdmin-2 5-pll/scripts/setup
/phpMyAdmin-2 5/scripts/setup. php

/phpMyAdmin-2 .5 rc2/s tup
/phpMyAdmin-2

/phpMyAdmin-2
/ =

/phpMyAdmin-2.6.0-rc (2)
/phpMyAdmin-2 0-pll/scripts/setup
/phpMyAdmin-2 §/scripts/setup. php

00000054
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[ Attacks [~ |

Greenland

Son o

Sverige

Q’Qv

Canada

Mongolla

fic

North
Atlantic
Ocean

> Rad 3

- Mali | Niger @
2 (Chaq® Suden

FOSIERED Y ezuela Q"" > Ethiopla

Google s

.................................. e - eHRETERY ©2011. Geocentre Consulting, Te(@Atlas - (@5
Attacks Map [ Attacks [|
Greenland
a D RS 2\ Iceland
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fie North ‘
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‘ Algéria Libya
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Advanced Currency Converter

App Uninstaller
Chess

Dice Roller

Falling Ball Dodge
Falling Down

Funny Paint

Hilton Sex Sound
Hot Sexy Videos
Photo Editor
Scientific Calculator

Personal information o e e (e e
Contacts
Social Network
Web services
Location
etc. ' @

N\

Screaming Sexy Japanese Girls
Spider Man

Super Guitar Solo

Super History Eraser

Super Ringtone Maker

Super Sex Positions

i g4 PewPew

T KA Falldown

B2 ¥ TR

LR 1%

Android Market

Downloaded over 50,000 times,,

Mobile OS/Testbed
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* QR Code
— R o

— URL ~ TEXT ~ Phone Number ~ SMS
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Botnet Mother Ship

& FTPiR{iIF* 219.147.230.253 - Windows Internet Explorer
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