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ryree World IPv6 Launch — Begun

« Whatis it?
— www.worldipv6launch.org; coordinated by the Internet Soclety |
lnterpet{—f.;*\:;;
Society -f{j

e WG6L: Turn it on, leave it on.

)
P\Vo pbecomes D 0 =10 0 IR
A \J CA (A A A | CA A / DAY,

e Who will turn on IPv6 AAAA forever?
— Google, Facebook, Yahoo!, Akamai , Microsoft...
— CPE vendors — Cisco, D-Link

* Practical supporhttp://www.internetsociety.org/deploy360/

« £7% IPvb 2m\mHA K FEE (Taiwan IPv6 Launch)
http://ipv6launch.tw/aboutl.html
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World IPv6 Launch — This time its for real!

June &, 2012 itis!

2,500 + (and counting)Vebsite Operators, Network Operators and Home
Router Vendors will turn oiPv6 (and leave it on permanently!)

# e 4H B 1k EBZInIPveLaunc g ys A 71%] fEIPVE EA7AY » HIE]
R F565%/r 4

http://www.worldipv6launch.org/
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IPv4 = 32 Bits

IPv6 = 128 Bits 8

PR A~ |43 T L | A e 2 =

IPv4 32 4, 294, 967, 2961=

340, 282, 366, 920, 938, 463, 463, 3
IPv6 128 |74, 607, 431, 768, 211, 4561=
(=3.4x10%%)

128bits #9 € hk3EIPVOAL AL % 3] Hu3R a4 ok 7
ZRVT A7 — 1B P4E A -
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16-bit fields in case insensitive colon hexadecimal
representation
— 2031:0000:130F:0000:0000:09C0:876A:130B

Leading zeros in a field are optional:
—~ 2031:0:130F:0:0:9C0:876A:130B

Successive fields of 0 represented as ::, but only once in an
address:

— 2031:0:130F::9C0:876A:130B
@2031::1SUF::9CU:E?EA:13ﬂB
— 0:0:0:0:0:0:0:1=>:1 => 127.0.0.1
— 0:0:0:0:0:0:0:0=>:: =s>0.0.0.0
IPv4-compatible address representation
— 0:0:0:0:0:0:192.168.30.1 = ::192.168.30.1 = ::C0A8:1E01




Aggregatable Global Unicast Addresses

< Provider 11 Host >
e 45 bits > 46 bits_ _ 64 bits .
] ciobal Routing Prefix_JRSEAN] Interface 1D

001 Site-Level Aggregator

Aggregatable Global Unicast addresses are:

o Addresses for generic use of IPv6

e Structured as a hierarchy to keep the aggregation
See RFC 3513
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IPv6 Addressing

Prefix Format (PF) Allocation
-PF = 0000 0000 : Reserved
-PF = 001 : Aggregatable Global Unicast Address
-PF=1111 1110 10 : Link Local Use Addresses (FE8Q0)
-PF=1111 1110 11 : Unique Local Use Addresses (FE(10)
-PF=1111 1111 : Multicast Addresses (FF00::/8)
Other values are currently Unassigned (approx. 7/8tof total)

All Prefix Formats have to support EUI-64 bits Inteface ID setting
-But Multicast
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IP Addressing

IPv6 Addressing rules are covered by multiples RFC’s
-Architecture defined by RFC 3513 (obsoletes RFC Z3)

[ ———

Address Types are :
-Unicast : One to One (Global, Link local, Unique loal , Compatible)

-Anycasi: One to Nearest (Allocated fromUnicasi) =
-Multicast : One to Many e-gezamn
== =

-Reserved s
] =

A single interface may be assigned multiple IPv6
addressesof any type (unicast, anycast, multicast)
-No Broadcast Address -> Use Multicast
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IPv6 Addressing

Addresses are assigned to interfaces
— No change from IPv4 Model
Interface ‘expected’ to have multiple addresses
Addresses have scope
— Link Local
— Unique Local
— Global
Addresses have lifetime
— Valid and Preferred lifetime

Global
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Link -Local & Unique Unicast
Addresses

* Link-local addresses for use during auto-configuration and
when no routers are present:

FE80::/10

1111 1110 10 0 interface ID

* Site-local addresses for independence from Global Reachability,
similar to IPv4 private address space

« RFC3513 specifies 54 bits for SLA field but SL may get deprecated by
IPv6e WG soon

FECO0::10
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Multicast Addresses (RFC 3513)

128 bits

T 1 0 | Group ID |

r
T=0 a permanent IPv6 Multicast address.
T=1 a transient IPv6 multicast address

1111 1111

Flags = %

F F scope

- >4 > .
8 bits 8 bits f 1 =node
2 = link
Scnpe - b = site
8 = organization
. E= global

Multicast is used in the context of one-to-
many.




Address Allocation PoliCym.... .

.-'%3 132 .-"4IB ,’6|4
1

- Interface ID |

I 2001 I U:HD I

|
Registry—»
ISP prefix—————

Site prefix >
LAN prefix >

Bootstrap process - RFC2450

The allocation process is under reviewed by the Registries:

* IANA allocates 2001::/16 to registries

» Each registry gets a /23 prefix from IANA

 Formerly, all ISP were getting a /35

» With the new policy, Registry allocates a /32 prefix to an IPv6 ISP
 Then the ISP allocates a /48 prefix to each customer (or potentially /64)
o ftp://ftp.cs.duke.edu/pub/narten/ietf/global-ipv6-assign-2002-06-26.txt

http://rms.twnic.net.tw/twnic/User/Member/Search/IPv6Allocated.jsp?Order=0RG.ID
SYSNEI-NE | ZUTU-T0-21 |24U?JZUHUU:: 3¢

| | |

| TAWANMOBILE-NET | 2011109 24027500 | 32
| TANET-NET | 20000801 |2001:0288- | 32
| | |
| | |

TATUNGINFO-NET 2010-04-12 ‘2401 “5E00::
TBCOM-NET 2010-12-06 ‘24[}5:920[}::




Example (1/2)

- B4 2001:288:7000::/36(2001:288:7000-7FFF)
* RAREKEM
2001:288:7000::/39(2001:288:7000--71FF)
2001:0288: 7 0 0 0:0:0:0:0
2001:0288:0111 0000 000D 0000
2001:0288:0111 0000 000p Of
2001:0288:0111 0000 000D 0010
2001:0288:0111 0000 FFHF FFFF
2001:0288:0111 0001 00GO 0000

2001:0288:0111 0001 1111 1111




Example (2/2)

e 2001:288:7000::/48=> w182
2001:0288:7000:0:0:0:0:0 8 37 B 557 7000~7040.

2001:0288:700 (65 /48 &4 E)
2001:0288:700

2001:0288:700s
..... 12 48/4889subnet
2001:0288:70FH: —

2001:0288:710
2001:0288:710

2001:0288:71FR:
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Interface IDs

Lowest-order 64-bit field of unicast address
may be assigned in several different ways:

-auto-configured from a 64-bit EUI-64, or expanded from a
48-bit MAC address

(e.qg., Ethernet address)

-auto-generated pseudo-random number

(to address privacy concerns)

- assigned via DHCP

-manually configured
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Eul-64

(48 bits)
-~ ” ~ ~
(oo TeoTzr] = [zTecTor]
64 bits version mm

4 A 1 = unique
Uniqueness of the MAC |000000X0] where X= _
X =1/ 0 = not unique
\‘ [

Eui-64 address 02 [ o0 | 27 |

Eui-64 address is formed by inserting "FFFE" and
ORing a bit identifying the uniqueness of the MAC

address.
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IPv6 Addressing Examples

LAN: 3ffe:b00:c18:1::/64

Ethernet0
=y
—

interface Ethernetl
ipvé address 2001:410:213:1::/64 eui-64 MAC ﬂddrEES: 0050.354?.1530

rounter# show ipve interface Ethernetl 1
Ethernetl is up, line protocol is up
IPve is enabled, link-local address is]FES0::260:3EFF:FE47:1530

Global unicast address(es):
2001:410:213:1:260:3EFF:FE47:1530, subnet is 2001:410:213:1::/64
Joined group address(es):
FFO2::1:FF47:1530
FFD2::1
FFO2::2
MTU ji= 1500 bytes
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IPv4 Header

IHL  Type of Service

Version

Total Lenath

|dentification Flags ragment

Offset

TimetoLive Protocol Header Checksum

Source Address

Destination Address

Options Padding

- field’s name kept from IPv4 to IPv6
- fields not kept in IPv6

- Name & position changed in IPvé

- New field in IPv6

pBuuL

IPv6 Header

Version ~ Traffic Class Flow Label
‘Payload Length He&der Hop Limit

Source Address

Destination Address
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Values of the Next Header Field

Velue  Header
0

Hop-by-Hop Options Header

6 TCP

17 UDP

41 Encapsulated IPv6 Hea

43 Routing Header

44 Fragment Header

50 Encapsulating Security Payload
51 Authentication Header

58 ICMPV6

59 No next header

60 Destination Options Header




nnnnnnnnnnnnnnnnn

ww‘mm‘com.tw

IPv6 Header Options (RFC 2460)

Next Header = 43 || Next Header = 6

(Routing) (TCPi

IPv6 Header TCP Segment

Next Header = 6

(TCP)

IPv6 Header Routing Header TCP Segment
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Feature IPv4 IPv6
Source and destination 32 bits 128 bits
address
IPSec Optional required

Payload identification
for QoS in the header

No identification

Using Flow label field

Fragmentation

Both router and the
sending hosts

Only supported at the
sending hosts

Checksum of header

Included

Not included

Resolve address to a
link layer address

broadcast ARP request

Multicast Neighbor
Solicitation message
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Feature

IPv4

IPv6

Determine the
address of the best
default gateway

ICMP Router
Discovery (optional)

ICMPV6 Router Solicitation
and Router Advertisement
(required)

Send traffic to all nodes
on a subnet

Broadcast

Link-Local scope all-nodes
multicast address

Payload identification
for QoS in the header

No identification

Using Flow Label field

Configure address

Manually or DHCP

Autoconfiguration/DHCPvV6

Map hosts name to A AAAA
addresses
Manage local subnet IGMP Multicast Listener

group membership

Discovery (M
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e [Pv6/IPv4 Dual Stack
* Tunneling
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Dual Stack TCP/IP Protocol

OSI model TCP/IP TCP/IP protocol Suite

Application

Presentation Application HTTP SMTP FTP TFTP SNMP RIP

Session

Transport Transport TCP UDP

Network Network ICMP/IGMP/ARP ICMPV6/MLD/ND
IPv4 IPv6

Data Link 802.11

_ Physical Ethernet Wireless Frame Relay ATM
PhyS|CaI LAN
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Dual Stack

Dual IP Layer Operation (dual stack)
Both IPv4 and IPv6 are directly supported

IPVv6/IPv4 nodes

for IPv6 nodes to remain compatible with IPv4-onbdes operated
In one of three mode ,- -
interface GigabitEthernet(/0

-IPv4 stack enabled and IPv6 stack disablé gescription [Inside]

-IPv6 stack enabled and IPv4 stack disable ig Egiﬁi:ﬁgzi&ﬂ%d 2992992090

-both stacks enabled. ip virtual-reassenbly

load-interval 30

duplex auto

speed auto

1pvb address 2001:1234:4321 ::254/64
1pvb enable

1o cdp enable
end
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Dual Stack Issues

AAAAT example.com

-

A? example.com
g

example.com, AAAA=2001:db8::1234::5678

example.com, A=192.0.2.1

\

TCP SYN, IPv6
—————— > X

TCP SYN, IPvG
—————— > X

20 seconds

TCP SYN, IPv4




Dual Stack Issuce
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http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_13-3/133_he.html

= AAAA? example.com

A? example.com

€
example.com, AAAA=2001:db8::1234::5678 .

example.com, A=192.0.2.1

>
TCP SYN, IM'PX

immediate Implementations:
L » Firefox 10

i

e Chrome (last stable)
« (OSX 10.7 “Lion”

e getaddrinfo()

o  Safari
e iPhone iOS 4.3.1

Cache IPvd Success
1
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Tunneling

e F#3%EZTunnel
-3 A A ISPz ¥ A P R 891Pv6 Tunnelig 4%
B EE R 2 0 7 £ 3] Pvb Multicast
&R 2L E Fsite-to-site H LR E, TR 5
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—" IPv6
exchange
(Chicago)

Tunnel 1
|PvE address: 2001 :yyyy: 0300: 0202: 2/64
Tunnel source: 192.168.5.1/24

Tunnel destination: 192.165.4.1/24

Dual-s)ja::k

San Francisco Seattle
POP POP

(dual-stack) —(dual-slac

2001 yyyy:0300:0201 :: /64— Tunnel 1
ik |Pv& address: 2001 yyyy: (300:0202::1/64
Dedicated, |PvE-native Tunnel source: 192.168.4.1/24

Annnechan Tunnel destination: 192.168.5.1/24

R

ISP core
network

Tunnel 1

IPvE address: 2001 :yyyy:0100:0301::1/64
Tunnel source: 192.168.2.2/24

Tunnel destination: 192.168.3.1/24

Dual-stack
=
7 IPvAIPvG

customer

Tunne| 1
|Pv6 address: 2001:yyyy:0100:0301::2/64

' Tunnel source: 192.168.3.1/24 .
f/ Tunnel destination: 192.168.2.2/24 i
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o Stateless (RFC2462)

IPv6 Auto-Configuration

-Host autonomously configures its own Link-Local address
-Router solicitation are sent by booting nodes to request

RAs for configuring the interfaces.

« Statefu
-DHCPV6 (under definition at IETF,

SUBNET PREFIX +
RA indicates MAC ADDRESS

SUBNET ___ .
PREFIX =

S —

SUBNET PREFIX +
MAC ADDRESS

At boot time, an IPv6 host
build a Link-Local address,
then its global IPv6
address(es) from RA
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Neighbor Discovery (RFC 2461)

Protocol built on top of ICMPv6 (RFC 2463)

« Combination of IPv4 protocols (ARP, ICMP,...)
Neighbor Discovery:

« Determines the link-layer address of a neighlmothe
same link, Duplicate Address Detection(D/

 Finds neighbor routers, Keeps track of neighbors
Defines 6 ICMPV6 packet types

* Router Solicitation(133)/ Router Advertisemen&{L
* Neighbor Solicitation (135)/ Neighbor Advertisem&(136)
* Redirect(137)

 Router Renumbering(138)
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ICMPV6

Next header = 58 .
ICMPV6 packet _IPv6 basic header

- “TCMPY6 packet

- —

- ICMPvV6 packet Tt~

ICMPv6 is similar to IPv4:
e Provides diagnostic and error messages
e Is used for path MTU discovery
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Neighbor Discovery—Neighbor Solicitation

ICMP type =135
Src=A >
Dst = Solicited-node multicast of B
Data = link-layer address of A

Query = what is your link address?

ICMP type = 136

< Src=B

Dst= A

Data = link-layer address of B
- A and B can how exchange

packets on this link




Neighbor Discovery—Router Advertisements

2 =

RA packet definitions:
ICMP Type = 134
Src = Router Link-local Address

==

I RA

Dst = All-nodes multicast address

Data= options, prefix, lifetime, autoconfig flag

Routers send periodic Router
Advertisements (RA) to the all-nodes
multicast address.
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Neighbor Discovern~Redirect

A B
LAY _L .i@’ R2

Src= A
DstIP = 3FFE:B00:C18:2::1
Dst Ethernet = R2 (default router)

Redirect:

Src=R2

Dst=A
SFFE:B00:C18:2::/64 Data = good router = R1

-

Redirect is used by a router to signal the reroute of a packet to
a better router.




ICMP type = 135

Src =0 (:x) >
Dst = Solicited-node multicast

Data = link-layer address of A

Query = what is your link address?

Duplicate Address Detection (DAD) uses neighbor

solicitation to verify the existence of an address to be
configured.
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Router Solicitation and Advertisement

=
7" 1.RS 2 RA*

1—ICMP Type = 133 (RS) 2—ICMP Type = 134 (RA)
Src = link-local address (FE80::1/10) Src = link-local address (FE80::2/10)

Dst = all-routers multicast address Dst = all-nodes multicast address
(FF02::2) (FF02::1)

Query = please send RA Data = options, subnet prefix, lifetime,
autoconfig flag

* Router Solicitations (RS) are sent by booting soerequest
RAs for configuring the interfaces

* Routers send periodic Router Advertisements (RAh¢ all-nodes
multicast address
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RING LI E € RP RA ON

ErR LT

Filter: | ipv@

b File Edit View Go Capture Analyze Statistics Telephony Tools Help

BX2E|Aes DTS QQ e @0

v Expression. Clear Apply

: 16FF

Fast

on

therne

Source Destination Protocol

tH02: 1t tec: 7506 CTCMPVE N citation

ff02::1:ffc6:16ff ICMPVE citation

:216:d3ff:fec6:16FF  fF02::2 ICMPVE Router solicitation

Tesl: 1210041 T Tech i 1oTT TTUZ: 116 ICMPVE  MUIT1CAsST Listener Report Message v2
feB0::216:d3ff:fece:16ff  ff02::1:ffcc:73bb ICMPvE  Neighbor solicitation
fe80::216:d3ff:fece:16ff  TF02::16 ICMPVE  Multicast Listener Report Message v2
feB0::216:d3ff:fech:16ff  fFO02::1:Ffcc:75b6 IcMpv6  Neighbor solicitation
feB0::216:d3ff:fech:16ff  ff02::16 ICMPv6  Multicast Listener Report Message v2
feB0::216:d3ff:fech:16FF  ff02::16 ICMPv6  Multicast Listener Report Message v2
fe80::216:d3ff:feco:16ff  fF02::1:ffcc:75b6 IcMPvG6  Neighbor solicitation
i ff02::1:ffcc:75b6 IcMPv6  Neighbor solicitation
feB0::216:d3ff:fec:16ff  ff02::16 ICMPV6 Multicast Listener Report Message v2
feB0::216:d3ff:fech:16FF  ff02::16 ICMPv6  Multicast Listener Report Message v2
fe80::218:b9ff :fecc:73be ff02::1 ICMPVE  Neighbor advertisement
feB0::218:boff:fecc:75b6  fF02::1 ICMPVE  Router advertisement
TeB0::218:b0ft ' Tecc:75b6  T102::16 ICMPVE  Multicast Listener Report Message v2
feB0::218:boff:fecc:75b6  ff02::16 ICMPvE  Multicast Listener Report Message v2
feB0::216:d3ff:fech:16ff  TF02::16 IcMPv6  Multicast Listener Report Message v2
feB0::218:b9ff :fecc:75b6  fF02::16 ICMPVE  Multicast Listener Report Message v2
feB0::218:b9ff:fecc:75b6  ff02::16 ICMPv6 Multicast Listener Report Message v2
feB0::218:boff:fecc:75h6  ff02::1 ICMPVE  Router advertisement
feB0::216:d3ff:fech:16ff  fecD:0:0:Ffff::3 DNS standard guery A teredo.ipv6.microsoft
feB0::218:boff:fecc:75b6  feBD::216:d3ff:fec6:16ff IcMPve Unreachable (Route unreachable)
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Neighbor Solicitation and

%Advertisemen%

Nei ghbor Solicitation
| CMP type = 135

Src = A —
Dst = Solicited-node nulticast of B
Data = |ink-layer address of A

Query = what is your link address?

Nei ghbor Adverti senent
| CMP type = 136

< Src = B
Dst = A
Data = |ink-layer address of B

A and B Can Now Exchange

Packets on this Link >
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Contents of NS

H Frame 36 (86 bytes on wire, 86 bytes captured)
= Ethernet II, Src: D-Link_oac:fe:56 (00:50:bazac:fe:i6l, Dst: IPwG-—Neighbor-Discovery fF:84:18:d9 (33:33:FF:84:158:d97
= Destination: IPwE-Neighbor-Discovery FT:84:18:d9 (33:33:FF:84:18:d5) _

address: IPwA- Ne1ghb|:|r‘ D'|5-::|:|uer‘y ff:84:18:d0 (33:33:FF:84:18:d0) L2 Destination:
R ; ; = Multicast: This 15 a MULTICAST frame L2 Multicast Address
ceee wale i i weve ww.. = Locally administrated address: This s MOT a facton -

B source: D-Link_ac:fe:s6 (DD:SD:ba:ac:Fe:SE) Correqun_dlng to Target
address: p-Link_ac:fe:s6 (o0:50:bazac:fe:ss8) IPv6 Solicited Node Address
Gt S TR Multicast: This is a UNICAST frame

casen el wsehie dehen
Type: IPwE (OxB86dd)
= Internet Protocol Version &

Locally administrated address: This is a FACTORY DEFAULT address

version: &
Traffic class: 0Ox00 L3 Source:
Flowlabel: 0x00000 IPv6 Link-Local Address of Source

Payload length: 32

Next header: ICMPYE (Ox3a)
Hop Timit: 255

source address: feB0::250:haff:feac:fess L3 Destination:
Destination address: FFOZ2::1:TFB4:18d0 < Solicited Node Address

= Internet Control Message Protocol wé .
Type: 135 (Meighbor solicitation) Corresponding to Target

Code: O IPv6 Address of Destination
Checksum: 0xc92d [correct] )
Target: feB0::20e:cff:fed4 :18do < IPv6 Link-Local Address of Destination

= ICMPwE options
Type: 1 (source Tink-Tayer address)
Length: 8 bytes (1)
Link-layer address: 00:50:ha:ac:fe:58




@ RING LINE CORPORATION

www.mm,com.tw

M nntaonte nf NIA

[ Frame 37 (86 bytes on wire, 86 bytes captured)
=l Ethernet II, Src: Intel B84:18:d9 (00:0e:0c:84:18:d9), Dst: D-Link_ac:fe:56 (00:50:batac:fei56)
= Destination: D-Link_ac:fTe:56 (00:50:ha:ac:fe:qa]
Address: D-Link_ac:fe:56 (00:50:hazac:fe:56)
ceee eeed i i eeee wew. o =MUlticast: This s a UNICAST frame
cene dDe i diee weee wwes = Locally Aadministrated address: This s a FACTORY DEFAULT address
2 Source: Intel_84:18:d% (00:0e:0cC:84:18:d9)
Address: Intel_84:18:d9 (00:0e:0c:84:18:d%9)
T Ser TR YOt e aneTens Multicaszt: This s a UNWICAST frame
cwn Rl i R Locally administrated aAddress: This is a FACTORY DEFAULT address
Type: IPVE (0xE6dd)
= Internet Protocol version &
version: &
Traffic class: 0x00 L3 Source:
kb e eaRan IPv6 Link-Local Address of Source
Payload Tength: 32
Mext header: ICMPVE (Ox3a)
Hop Timit: 255
source address: feB80::20e:cff:fes4:15d9 L3 Destination:
Destination address: fel0::250:haff:ferac:fesia< IPv6 Link-Local Address
= Internet Control Message Protocol wé - -
Type: 136 (Meighbor advertisement) of Destination
Code: 0O
Checksum: Oxeds8h [correct]
= Flags: 0x60000000
VS0 s Coomoeo  CRRURUE CESENENE EURIEND CRAEAENE  CEIEIENE KMot router
iilouns weveene NN UMMM ELEENE  MELEMEEE  LElERNE  LElelEld soldicited
. override
Target: Ted0::20e:cff:Tedd :18d%
= IcMPvE options
Type: 2 (Target Tink-Tayer address)
Length: 8 bytes (10
Link-Tayer address: 00:0s:0C:84:18:d0 <

Link-Layer Address Requested
In the NS Message
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Stateless Autoconfiguration

L &2 &2
; 1. RS 2. RA* 2. RAI~

1-ICMP Type =133 (RS)
Src=::

2 - ICMP Type = 134 (RA)

) Src = Router Link-local Address
Dst = All-Routers multicast Address

Dst = All-nodes multicast address
query= please send RA
Data= options, prefix, lifetime,

autoconfig flag

Router solicitations are sent by booting nodes
to request RAs for configuring the interfaces
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|OS IPv6 Addressing (1)

Manual Interface ldentifier

‘ Fast0/0
&

I pv6 uni cast-routing

!

I nterface FastEthernet0/0
i p address 10.151.1.1 255.255.255.0
| pv6 address 2006:1::1/64
| pv6 enabl e

I pv6 nd prefix 2006:1::/64 300 300
!




|OS IPv6 Addressing (1) ... g cor o
Manual Interface ldentifier

ri#sh ipve int fast0/0
Fast Et hernet0/0 is up, line protocol is up
| Pv6 is enabled, |ink-local address is FE80::207: 50FF: FES5E: 9460
d obal wuni cast address(es):
2001:1::1, subnet is 2001:1::/64
Joi ned group address(es):

FF02::1

FFO2:: 2

FFO2: :1: FFOO: 1 )

FEO2: - 1: FESE: 9460 MAC Address : 0007.505e.9460

MIU i s 1500 bytes
ry 100 ml1liseconds

N ri#sh int fast0/0

N Fast Et hernet0/0 is up, line protocol is tp

Har dware is AndFE, address is 0007.505e. 9460 (bia 0007.505e. 9460)
ND advertised retransmt interval is O mlliseconds
ND router advertisenents are sent every 30 seconds
ND router advertisenents live for 1800 seconds
Hosts use statel ess autoconfig for addresses.
r1#
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|OS IPv6 Addressing (2)
EUI-64 Interface Identifier

‘ Fast0/0
==

I pv6 uni cast-routing
|
I nterface FastEthernet0/0
I p address 10.151.1.1 255. 255. 255.0
| pv6 address 2006:1::/64 eui-64
| pv6 enabl e
I pv6 nd prefix 2006:1::/64 300 300
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|OS IPv6 Addressing Examples (2)
EUI-64 Interface Identifier

ril#sh ipve int fast0/0
Fast Et hernet0/0 is up, line protocol is up
| Pv6 is enabled, |ink-1ocal address is FE80::207:50FF: FE5S5E: 9460
A obal uni cast address(es):
2006: 1. : 207: 50FF: FE5E: 9460, subnet is 2006: 1:: /464
Joi ned group address(es):
oo MAC Address : 0007.505e.9460
FFO2: : 1. FF5E: 9460
MIU is 1500 bytes

| CMP error
| C ri#sh int fast0/0

\p] Fast Et hernet0/0 is up, line protocol is tp

ND Hardware is AndFE, address is 0007.505e. 9460 (bia 0007.505e. 9460)

advertised reachable tine is O mlliseconds
ND advertised retransmt interval is O mlliseconds
ND router advertisenents are sent every 30 seconds
ND router advertisenents |live for 1800 seconds
Hosts use statel ess autoconfig for addresses.

rl1#

100 m ||l i seconds




IOS IPv6 Addressing (-
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Stateless

I pv6 dhcp pool DHCPv6
dns-server 2001: 4860: 4860: : 8888
dns-server 2001: 4860: 4860: : 8844

|

I pv6 uni cast-routing

|

I nterface FastEthernet0/0
i p address 10.151.1.1 255.255.255.0
| pv6 address 2006:1::/64 eui-64
| pv6 enabl e
| pv6 nd ot her-config-flag
| pv6 dhcp server DHCPv6

end




IOS IPv6 Addressing (4
Stateful

‘ Fast0/0

www.mm‘com.tw

I pv6 dhcp pool STATEFUL- DHCPv6 u

address prefix 2006:1::/64 lifetinme 180000 172800
| i nk- address 2006: 1::/64

dns-server 2001: 4860: 4860: : 8888

dns-server 2001: 4860: 4860: : 8844

|

I pv6 uni cast-routing
|
I nterface FastEthernet0/0
I p address 10.151.1.1 255. 255. 255.0
| pv6 address 2006:1::/64 eui-64
| pv6 enabl e
| pv6 nd ot her-config-flag
| pv6 dhcp server DHCPv6
| pv6 nd prefix 2006:1::/64 172800 172800 no-autoconfig
| pv6 nd managed-config-flag
| pv6 dhcp server STATEFUL- DHCPv6




Windows / Linux IPvb #93% =

- Windows IPv6 #g3%% =&
- Windows 95/98/Me/NT not support

- Windows 2000/XP/Vista/Server 2003 ~
2008 support

- Linux IPv6 gk <




WInXP enable ipv6

iInstall/uninstall ipv6
-Ipv6 Install/uninstal
- A3 = ping6 ::]
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C-s>ipconfig ~all
Windowsz IP Configuration

Host Wame . . . . . .
Primary Dns Suffix .
Mode Tupe . . . . . .
IP Routing Enabled. .
HINS Proxy Enabled. .
DHS Suffix Search List.

rzdai—xp2

Unknown
Mo

Ho
localdomain

Ethernet adapter Eiﬁﬁﬂ£$§=

localdomain

UMware Accelerated AMD PCHet Adapter
B8-B8Cc-29-D?-CD-D?

Yes

Yes

172_16.251 129

255 _255.255.8

172.16.251.2

172.16.251.254

172.16.251.2

2009 5 H18H T4 B1:38:51
2009 5 H1g8H T B2:88:51

Connection—specific DNS Suffix
Description . . . . . . .
Phyzical Address. . . . .
Dhcp Enabled. . . . . . .
Autoconf iguration Enabled
IPF Address. . .

Subnet Mask . .

Default Gateway

DHCP Server . .

DHS Serwvers . .

Leaze Obtained.

Leaze Expires .
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RING LINE CORPORATION

Cos>ipub install
EAESE. ..
HATRRLG ¢

Cosripconfig ~all
Windows IP Configuration

Host Mame . . . . . .
Primary Dn=s Suffix .
Mode Type . . . . . .
IP Routing Enabhled. .
WINS Proxy Enahbhled. .
DHS Suffix Search List.

rzdai—xp2

Unknown

Mo

Mo
localdomain

Ethernet adapter Ezﬁﬁﬂiﬁﬁ=

localdomain

UMuare Accelerated AMD PCHNet Adapter
AA—-AC-29-D?—-CD-DY

Yes

Yes

172.16.251 129

2552550 .255.8
felA::20c:29ff - fed?:cdd?=5
172 .16.251 .2

172 .16 .2541 254

172.16.251 .2
fecB:B:A:=ffff::-1:x2
fecH:BA:A:=FFfFz:-222
fecA:BA:A:=fFffz-:-322

Lease Ohtained. 2889 55 18 H T4 B1:38:51
Lease Expires . 2889 55 His8H T4 B2:88:51

Connection—specific Suffix
Deszscription . . -
Physical Address.
Dhcp Enabhled. . .
Autoconf iguration
IP Address. . . .
Subnet Mask . .
IP Address. . .
Default Gateway
DHCP Server . .
DHE Servers . .




XP ipv6 % € $u. %] (1/3)

 ARIFE A
IpV6
- 1pVo If
netsh
- netsh interface Ipv6 show interface
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RING LINE CORPORATION

C:-~>netsh interface 1puE show interface

[ETEE R F FRRIAR AR - - .
ﬁa%W

amk:
e

& ITE R 6
I E AT

Teredo Tunneling Pzeudo—Interface
6tod Pzeudo—Interface
Automatic Tunneling Pzeuwdo—Interface
Loophack Pseudo—Interface

et | ¢

7
=
[
=
[
=
[

Eﬁ-E- Ethernet: [RITiEFR

i

GUID {9611E3D1—-CE93-448D-BD23-EBCAAE2BED? 7>
E@mi®: link 5 site 2
ﬁﬁﬁﬁ Meighbor» Discovery
S ==
EFERE A #9-Bc-29-d9—cd—A7?
preferred link—local fe80::28c:29ff:fed?:cdd?,. FE infinite
Eﬂgxé interface—local ffll1:-:1 1 »efs=s. H“ﬁ£$ﬁib
%;Eﬁfg% link—local £fB2::1 1 refs, LIRS
ZBEEIR link—local FFA2::1:ffd%:cdd? ' 1 refs, _FITERSEE
FHEEE MTU 1588 <true HFE MTU 1588>
=L EI’BEE%EEE%H 128
v LIIEFRRTIEFER] 17080ns < EF 30000ns >
Eiﬁﬁﬁﬁ'ﬁﬁ% 18088ns

pAD {EES 1

FEEF LS TR RE 48




XP ipv6 5% e & (2/3)

« ¥/ #21 Ipv6 address

Ipv6 adu Ifindex/address
-ipv6 adL 5/2001:1234:4321.

netsh
-netsh interface ipv6 add address 5 2001:1234:4321::1




Cisripub adu 5-/2801:1234:4321::1

Cow>ipub if 5
f?ﬁﬁ 5: Ethernet: Eﬁﬁﬁﬂﬁ%ﬁ
GUID {?611E3D1-CE?3—-448D-BD23-EACAARZEBED?Y>
[@I%: link 5 site 2
ﬁﬁﬁﬁ Heighbor Discovery
{5 A B F e
sEFEEAF: #A-Bc-29-d9-—cd-d7
preferred global 2081:1234:4321::1, {25 infinite (RED
preferred link—local fedW:: AMc:2YfT:tedY:cdd’,. {FF infinite
ﬁéﬁﬁﬂﬁﬁﬁ interface—local ffB1::1 '1 refs. ﬁ%ﬁ&%ﬁ%%

Z%EZHEYR link-local ££B2::1 1 vefs, LS
ZIE{EM link-local £f@2::1:ffd9:cdd? * 1 refs, FTEHEHE

ZEHER link-local £f@2::1:f00:1 1 refs, LIHHEE. 5 PETHS
JHEE MTU 1508 (true iBFE MTU 1588
HETHIFEEAPEE] 128
o] LIEFFRIER] 17000ns ¢(E7F 30808ns)
SFT1EHErR 1000ns
DAD {Ekg 1

FERIEEIERE 48




Cinldipvh adu 5/2081:1234:4321::1 life B

C=s>ipuvb if 5
frﬁﬁ 5: Ethernet: Egﬁﬁﬂiﬁﬁ
GUID {9611E3D1-CE93-448D-BD23-EBCABS2BED?7>
[&if: link 5 site 2
ﬁﬁﬁﬁ Neighbor Discovery
{5 g Has e
iREEAT: Ae-Bc-29-d9—cd—d?
preferred link-local fe8@::28c:29ff:fed?:cdd?,. 7ERE infinite
;?Eﬁﬂgiéjlnterface local ff@1::1 *1 refs, HHﬁE%EiE
ELEYE 1ink—1local £F@2::1 » 1 refs, LIRS
;?ngg@ link-local ffB2::1:ffd9:cdd? > 1 refs, bErEReE
;HEE MTU 1588 (true iEF5 MIU 1588)
H BTHYEEEL R R 128
B] LLEFRRVEERE] 17080ms (ELE 30000ms)
SRS 1006ns
DAD {EE 1

TR EEIRRE 48




XP ipvb %@ #.17](3/3)

¥r3¥¢/#M Ipv6 routing

e add adefaut route to 2001:1234:4321::254

-1pv6 rtu ::/0 5/2001:1234:4321::254
-netsh interface ipv6 add route ::/0 5/2001:1234:4321::254

e add/remove a route

-ipv6 rtu 2001:1234:4321::64 5
-netsh interface ipv6 add route 2001:1234:4321::/64 5

% & routing table
-Ipv6 rt
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Cois>ipub ptu Z:/8 520001 :1234:-4321:-:254

C-s>ipub pt )
::/8 —>» 5,2001:1234:4321::254 pref B8 75T infinite (FED

Cisipub rtu 2001:1234:4321::-/64 §

Cis2ipub pt
20P1:1234:4321::/64 —> 5 pref B 55 1n{-‘_1n1te CRED
:/8 —> 5,2001:1234:4321::254 pref B ZRE infinite (FED




Windows Vista / % & 5,15

F
4 Local &rea Connection Properties =] =
=]
Metworkin
J enter - | +y | | Search
Connect using:
s - n
L Atheros ARB121/4R5113/4R8114 PCI-E Ethemnet Cantro ha ring Center
Configure... -
Thiz connection uzes the following iterns: Internet Protocol Wersion 6 (TCP/IPw6) Properties
& Client for Microsaft Mebwarks General
81 05 Packet Scheduler
g File and Printer Sharing for Microzoft Nebworks ¥ou can get IPva settings assigned automatically iF wour nebwork suppaorts this cap
& [ntemet ProtocalWersion B (TCPAPYE] Ctherwise, wou need ko ask wour netwark, administrator for the appropriate IPvG s

i [nternet Protocol Yersion 4 [TCPAP+wd]
i Link-Layer Topology Digcoverny Mapper [0 Driver
i Link-Layer Topology Discoverny Responder

[ Ihztall... [Irinztall Froperties

Drezcription

i@ Obtain an IPvE address automatically

() Use the Following IPwe address:

TCPAP werzion B. The latest version of the internet pratocol
that provides communication across diverse interconnected
hietwork s,

i@ Obtain DNS server address automatically

(71 Use the Following DMS server addresses:

] ] [ Canc

ntrol Ps
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wWWwWw IIIi:“IiE com.tw

' B

B C\Windows\system32icmd exe l =3 |ﬂh‘

CislUzerssmos>ipconf ig

216

255.255.8




BE Iy &1 #5%

RING LINE CORPORATION

C:>Users~mos>netsh interface ipuv6 show address
i El 1: Loopback Pseudo—Intexrface 1

THEEEES  DpAD JAES Hai=eH] BT HEE dk

= i 1TREFgy infinite infinite

STE 12: EREFIEFEIEEE

ZHEEERES paD EAES Ha=eEHY BN HE ik

Eq{Hr LaERE infinite infinite feB@::2ic-hfff-fe2d:-28cax12
JTrE 11: [SIEGEZE

HbEETE] paD JRES Hx =5 Y [EH=FEEHEE ik

A B 1REFgy 29423h58mS4s 6d23Ih5EmS4s 2081 -hB21:-28:2226:216:-d3Iff:=F

1TRiFes 6dZ1h4Z2m5@s 6d21h42mS@s 2001 -hA21 2R :-2226:fca3d:=-?27@:d
1TREFgy infinite infinite fFef8@::216:d3ff:-fech-i6FfFfx11
isatap.ringline _com_tuw
zHbEETY DpAD JRES HRoiEH] B HET ik

E= i = 2 A infinite infinite feB8@:-:-Sefe:-172 . 16.226 5449

_f?ﬁﬁ 46 Teredo Tunneling Pseudo—Intexrface

faZHbEETY paDp fEES HETFEH [EHFEE Ak

EL = aEHEFE infinite infinite felB@:-18@B:PFf:-fffex4h

Coslsers ~Smos >




BE Iy &1 #5%

RING LINE CORPORATION

wwwIIIi:“IiE com.tw

- T =

B ChWindowshsystem32\omd.exe = | =]

txlUserssmos dnetsh intewrface ipuvb show route

Loophack FPseudo—Interf

2001 :hB21 :28:2226: : /64 11 [SRiEEE
F&h 20881 :h@21:-28:2226:216:d3ff:fec6:16f£f.-128

F&h 2001 :hB21:28:2226:Ffca3d:9270:dcdf :71fc 128

FEh feR@:: 64 46
p—Interface

fefd@::- 64 i1

felA::- 64 12

felA:-1@@:=F:fffe~ 128 46

fel8@A::Sefesd72._16.226.54-128 48 izatap.ringline.co

feld@::216:d3ff -fecb:16Fff 128 11
feB@A:c2ic-hfff-fe2d:28cas128 12 % 3
fra@g: - -8 1 Loopbhack Pseuwdo—Interf

ffa@:- - -8 46 Teredo Tunneling Pseud

£ffA@A::- -8 11
£fiA@A:- - A8 12




Bomon ping A3 ——

B ChWindows\system32\cmd.exe l =l |-E§_]

CislUzers~mos>ping 2081 :db8:-1234::

Ping 20@1:db8:1234::1 ¢fHF 32 {i/7
FEFEE 2801:db8:1234::1: IF[-2ms
B 2881:dh8:1234::1: HF[E=1ms
B 2881:dbB:1234::1: time<ims
B 2881:dh8:1234::1: HBF[E=1ms

=8 <Bx ZEo .

- B

CoslUzers~mos2ping 2001 :cSB@-ffff-i1:-21a:92fffed3-d665

Ping 2001:c50:ffff:1:21a:92ff:fed43:d665 (fHFE 32 {UTEHAY
[EFEE 2001:c50:FFFF:1:21a:92FF:fed3:d665: HFE]=44ms
FRE 2001:c5P:fFFF:1:21a:92FF:feq3:d665: HF[E]=45ms
TEE teh@: i B sfedd: : IFE=45n=
2001 :c5R:FEFF:1:21a:92FF:fed3:d665: f 45
FE chi: t1:21a:- fed3i: = BFEl=44m=
TRE 2P@1:cS5@:ffff:1:21a:92fF:fed43:d665: f 44

tsUsersmos




www . [SGEERGEEY. com . tw

-

i
44
44
46
46
47
45

= ==

==

WORD ] LA G e
=

2
L T R R

3

<1
44
44
45
46
45
45
46
477

=
Mo w e w i

CosUzepszsmosz>tracert 2001 ccS@c-ffff -1 21 a-92ffcfed3-d6bs

T EPE 20 {EFEELE L:EWNE 2081 -co@:-ffEf-1:21a-92fffe43 -d665

<1
44
46
46
45
45
45
46
49

2001 - hA21 =28 2226z ¢

2001 - hB2a-B@:-3b:- =

2001 -hEAEE: - 28dtheff-feeb-aa?

2001 ccBB-PF-ted

2081 -cBR:=7F 2d

20801 ccBB:-FF-18: -

2081 -288-3b@:-4:- -

2001 -288-3bB:-5:--4747 -2

2001 ccSA-FFfFFf -1 =21 a-92ff-fed43:-d6as

= ==

= =g

2
L T R R

3

'

ﬁE
E1=]

1
87

1 o
2 =
3 o
4 =
LY ms
b =
7 o
& =
9 =

CislUzersmos >

<1
157
158

82
168
162
162
162
i68

=
{7 7 R 7 T 7 R 7 R 7 R - S 7 O

BN CiWindows\systern32Yomd sxe

<1
161
i68
161
162
176
162
161
i82

CosUzsersmos tracert wuw.ipub . org.tw

Jf;EF’ 30 f{ERERL |

e wuw. ipub.org.tw [2001:c508:ffff:1:21a:92ff:fe43:d6651 BYESHET:

=
{7 7 R 7 T 7 R 7 R 7 R - S 7 O

2001 :hBA21:28:2226::

20801 :bhB2az-B:3b: -1

2001 :hAAA: :2@dheff:feebtaa?

2081 :cBE - ed

2081 :cB8 = FF - 2d

2081 :cB8:-Ff-10::9

2001 =288 :-3hB:4:-:2

2001 -288:3hB:5::4747:2

2001 :chB:ffff:121a:92ff-fed3d:d6bb
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{& The KAME project

The KAME project

1998.4 - 2006.3

Dancing kame by atelier momanga

‘ b AT

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPvG, IPsec, and Mobile IPvE for BSD variants.

Qur products are available in:
+ FreeBSD 4.0 and beyond
+ OpenBsD 27 and beyond
* NetBED 1.5 and beyond
« BSDIOS 4.2 and beyond

m

The project officially concluded in March 2006 (see press release from the WIDE
project). Almost all of our implemented code has been merged to FreeBSD and
NetBSED. The snap releases (ETP or cysweb), anoncvs access, git, and Archives
of the snap-users mailing-list are still available. The historical archive of the KAME
CVS repository is available at our ETP server.

e
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Linux E#&y1Pvb %<

Linux 3% & £ 493k
http://www.linux.org.tw/CLDP/OLD/Linux-IPv6-HOWTO fiml#toc14
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Config IPv6 address

285~ B Ay 84 IPVOAL L
# /sbin/ip -6 addr show dev <interface>
# /sbin/ifconfig <interface>

3% |PvOo/isr it
# /sbin/ip -6 addr add <ipv6address>/<prefixlengte¥ dinterface>
# /sbin/ifconfig <interface> inet6 add <ipv6addresgrefixlength>

# I IPvOofs uk
# /sbin/ip -6 addr del <ipv6address>/<prefixlengtlev &interface>
# /sbin/ifconfig <interface> inet6 del <ipv6addresgrefixlength>




sk IPV6 e iis

IPv6 Ping

-ping6 < Ipvbaddress >

IPV6 traceroute

-traceroute6 <ipv6 address>

DNS % 1% IPV6#Y A2 47 fE
-host -t AAAA Ipve-domainname
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Neighbor Discovery

Neighbor DiscovemfJzH 2.
# ip -6 neigh show [dev <device>]

M n—1{Eentry
# ip -6 neigh add <IPv6 address> lladdr <link-lagddress> dev <device>

Mr—flentry

# ip -6 neigh del <IPv6 address> lladdr <link-lageidress> dev <device>
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Config IPv6route

o~ H R IPVeRE
# /sbin/ip -6 route show [dev <device>]
# Isbin/route -A inet6

A TE | PVERES FH 3@t [ E
# /sbin/ip -6 route add <ipvbnetwork>/<prefixlength> via <ipv6address> [dev ca@igvi
# /sbin/route -A inet6 add <ipv6network>/<prefixlength> gw <ipv6address> [deviee>]
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Config IPv6route

FERRIPVOES FHE A Y [FE

# /sbin/ip -6 route del <ipvbnetwork>/<prefixlengthia <ipv6address> [dev <device>]
# /sbin/route -A inet6 del <network>/<prefixlength> [dev <device>]

e hnIPveRg o #ljinterface

# /sbin/ip -6 route add <ipvenetwork>/<prefixlengttiev <device> metric 1
# Isbin/route -A inet6 add <network>/<prefixlengthevckdevice>
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Config IPv6route

feinterfacgzRIPVOES I
# /sbin/ip -6 route del <ipvénetwork>/<prefixlengtbev <device> metric 1
# /sbin/route -A inet6 del <network>/<prefixlengttev <device>
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Use Script

/etc/sysconfig/network
NETWORKING=yes
NETWORKING_IPV6=yes
IPV6FORWARDING=no (default)
IPV6_ AUTOCONF=yes (default)

IPV6_DEFAULTGW="“<ipvbaddress>[%interface]’ [optiola

[etc/sysconfig/network-scripts/ifcfg-<device>
IPVGINIT=yes

IPV6ADDR="<ipv6address>/<prefix>"
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IPv6 DNS Query

e nslookup
e Set type=aaaa

rzdai@rzdai:~¥% nslookup

» set Ltype=aaaa

» ftp.twaren .net

server : 162 .95 192 .1
tddress: 168 .95 192 1453

Non—authoritative answer:
ftp.twaren .net has 4884 address 2001 el :ho00:h: 9

tuthoritative answers can be found from:

twaren .net nameserver = nstt.twaren .net .
twaren .net nameserver = nshc.twaren.net.
nstt.twaren .net internet address = 211.79.61 .4

nstt .twaren .net has 84448 address 2001 :el0:5Hc00:1::4
nsho .twaren .net internet address = 211.79.59.242
nsgp.twaren.net has &858 address 2001 :el0:3c00:1::3




IPv6 Query 5= 1

+~Server2.4 IPv6 AAAA record’ Hostiix

e OS*HIPV6

o {§ A Application:E{fwww.abc.com

 DNS Clientg&H1Pv4 i=H, Q=AAAA www.abc.com
Query

« DNS Serverto|jiE AAAA record

* Application}igt & /5 E R IPv6 - s I IPVEELES /5
JETTSEAR
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IPv6 Query 5= 2

=ServeriiA<4GIPv6 AAAA record: Hostisg
OSEHIPVv6
{57 FH ApplicationE#H{Fwww.abc.com
DNS Clientf&HIPv4 i=H Q=AAAA www.abc.com query
DNS Serveio|fE No Name Erroef =

DNS Clienti& %] No Name ErroeH 2% » &ZRHIPvAEH,
Q=A www.abc.com

DNS Servero] fE www.abc.com(i/ |
ApplicationHlJEré T AL E R IPv4 » {5 F IPVAER ] 53
VT EELAR




FAQ

Thank You!




