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http://en.wikipedia.org/wiki/Wikipedia:Bots
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e BA” 0 ¥ 3 3 A E R abots
«ex: google bot, game bot etc.
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TimeLine

GM (by Greg, §ff Sl b(?ts s W32/Agobot bat W32/Mytob

Operator) U combined | S5 family added hybrid bot

recognized as first mIRC client, modular major :

IRC bot. hacking scripts & design and significant e-mail outbreak
tools (port -

Entertained clients functionality

scanning, DDos)

with games
1989 1999 2000 2001 2002 200 2006 Present
W32/PrettyPark W32/Sdbot |1 | W32/Spybot
15t worm to First family W% family emerged
use IRC as of bots developed

C&C. as a single binary
DDoS capabl Russian named sd
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1. Botmaster infects
victim with bot

(worm. social & .
enoinesring. efc) \

Victim

Botmaster

C&C Server
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Victim

Botmaster

2. Bot connects to C&C
server. This could be
done using HTTP.
IRC or any other
protocol.

C&C Server
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Victim
Botmaster

3. Botmaster sends
commands through
C&C server to bot

C&C Server
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Botmaster

4. Repeat. Soon the
botmaster has an army
of bots to control from
a single point

C&C Server
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Torpig Botnet

Based on UCSB lab study from 10
days data



Study Torpig Behavior

< F 7 Botneten= 5t
R B 3¢ & 7 (Passive analysis)
®=DNS query
VAR T =
;% » C&C server
SERPCEC servers # it e jn E
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Vulnerable web server Mebroot
el drive-by-download server

Mebroot C&C server
| — —— ]

Stolen data [«

- — 9
- (becomes a bot) Config
Victim client @ URL
— —
Phishing HTML Injection server

1,554 - B g2 BARFE Brui§enipe st
2.8 e xk ¢ & P T ¥ L3+ drive-by-download
server
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Mebroot
drive-by-download server
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——
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Domain flux
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<« Domain flux
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< Www.cc.gatech.edu/classes/AY2006/cs6262_spring/botnets.ppt
<« www.hudakville.com/infosec/botnets.ppt

< www.utd.edu/~bxt043000/cs4398 f08/Lecturel?.ppt

<« UCSB, Your Botnet is My Botnet: Analysis of a Botnet Takeover
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