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The Relations between Privacy and
Security

« Linkability of entity refers to an * Identifiability of entity refers to an
attacker can sufficiently distinguish attacker can sufficiently identify the
whether two or more entities are entities within the system.

related or not within the system.

Linkability
of a data
store

Weak access
control to
data(base)

Weak data
anonymization /
strong data mining

Security # Privacy

Information
Disclosure at
data store

INSA :

Information Networking Security and Assurance Lab Mina Deng, KimWuyts, Riccardo Scandariato, Bart Preneel, Wouter Joosen
National Chung Cheng University A privacy threat analysis framework: supporting the elicitation and fulfillment of privacy requirements

Linkability Re-identification
of entity possible




Privacy

<&
Four dimensions of privacy Privacy-Specific Safeguards
Personal information ({[#%Y) * Minimizing the Use, Collection,

Personal privacy and Rete_ntion f)f PlI
Behavioral privacy « Conducting Privacy Impact

P Assessments
Personal communications o f _
privacy De-Identifying Information

Informatioﬁ Networking Security and Assurance Lab Law E nfo rceme nt

National Chung Cheng University




4 R

/é“’_@& SLQFTJ > CH ﬁ N :
é | RS~ R
7’7’J[

IH“ e el e

?FIE‘/H‘* Vi Hid R
) _‘;l\lzb":F ny\#k_ﬁ%\qg‘jf

J*%

pd ﬂ*JmfAjFlg[}ﬂ;ﬂE[ TraN

I

EI‘D“ISJ J’?J—Eg
fist Mw

- f'l\tl

J%‘F&F %HJ

A IR CIE -

TR o R T8 S B VO
?FIIE' E/E“WHT »%HH FIET“EI TR AT A

e [AEE n’: _3:% ;all

N R \t[FlFl" £ P

Information Networking Sec ty dA
National Chung Cheng University




fﬁ
)
¢
fﬁf
=

. —= s\[~] /7 _ e | &
SR INEER VE S R
i ﬁ U (I) http://mojlaw.moj.gov.tw/LawContentDetails.aspx?id=FL010631

B A

COO~ #EBIH " H -

B i~ B L s ZfERIE PIRESEE
e - i - R SRR B (e
L%{_AJ .

COO=  FRBIEFH -

N SUSREO VBRI £ BRI RIR T

C LV PR ﬁ‘fﬂ? e TR A |
COO= ¥ EWHI VR

ﬁﬂlp fJ/fJ\ fszfl ;l\lz 55{: [Jéklzmsl{\v—gg > 7&[533[:"11"[% ~ ol

Informatlon Networklng Security and Assurance Lab
National Chung Cheng University

Vi

4—.

ST,

-ﬁ—v—m




"y

I

T

%’ig ol

5~ 2R W ERE i * e R
11 ()

S
% w RO
CO- - ﬁ“ﬁﬁi
IO - = g@y~ ()] - (i F ERD S
CO-CZ Eﬁ%%io
IO = Sy ~ PaEr ~ RIS

%Hﬂﬁﬁ

Fiy Bl (9 E

.|

Information Networking Security and Assurance Lab

National Chung Cheng University

R
Fo 5gag

T

B [
£ I«"'j zggg«rax




i R S e

Name | Age | Zipcode | Disease
Bob 21 12000 | dyspepsia
Alice | 22 14000 | bronchitis
Andy | 24 18000 flu
David | 23 25000 gastritis
Gary | 41 20000 flu
Helen | 36 | 27000 gastritis
Jane 37 | 33000 | dyspepsia
Ken 40 | 35000 flu
Linda | 43 26000 gastritis
Paul 52 | 33000 | dyspepsia
Steve | 56 34000 gastritis

NSA

Information Networking Security and Assurance Lab
National Chung Cheng University
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K-Anonymity

An adversary -

|

Name |Age|Zipcode

Bob | 21 | 12000
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Published table

Age | Zipcode | Disease
21 | 12000 | dyspepsia [

22 | 14000 | bronchitis

24 | 18000 flu

23 | 25000 gastritis

41 20000 flu

36 | 27000 gastritis

37 | 33000 | dyspepsia

40 35000 flu

43 | 26000 gastritis

52 | 33000 [ dyspepsia

56 | 34000 gastritis
A ~ A

Quasi-identifier (QI) attributes
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Other 3 Privacy Dimensions

Privacy of the person. This is the right to control
the integrity of one’s own body. It covers such
things as physical requirements, health problems,
and required medical devices.

Privacy of personal behavior. This is the right of
Individuals to keep any knowledge of their
activities, and their choices, from being shared
with others.

Privacy of personal communications. This Is the
right to communicate without undue surveillance,
monitoring, or censorship.
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Power Usage to Personal Activity Mapping

Hob heaters

8
ﬁ Oven preheating
Cven cyoling
T Peak = 7.18 kW
Mepan « 0,49 kW
Dally load factor = 0.07
Energy conmumpticon =« [1.8 kWh
ﬁ -
5+ Toaster
=4 T
oM
Washing
machine

Power,

Hottle —

L
i

Refrigerateor

8 10
Time of day, h
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AMI Privacy Risk

... every 15 to 60 minutes

Collected information
which 1s related to a
particular household or
business

*\WWhen they were present,
*What they were doing

*meter identifier,
2l timestamp,
*usage data

rofitable customers

- Billing

| :@ Outage management,
Load forecasting,

Workforce management

. CIDIA} Qo
Appliance B

manufacturer ..
ANKE| T .OUtage’

*\/oltage,
*Phase,
*Frequency data

«Status and diagnostic information

appliances W&
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TPIPAS (http://www.tpipas.org.tw)

Ll ~ PR A R )7 4P (Taiwan
Personal Information Protectlon and
Administration System, TPIPAS) kL{fiE13 I'
"PDCA % ljIq,J(PIan Do-Check-Act) |~ &
ot — 'ﬁLﬂﬁ S ek RS EN S P EEA
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[kt As Jﬂ&%ﬂa EW%
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ther Privacy Certifications & Standards

EURO;

European
Privacy Seal ™

ABOUT EUROPRISE
ABOUT PRIVACY
NEWS

CRITERIA
AWARDED SEALS
CONSUMER INFO
MANUFACTURERS
EXPERTS

PUBLIC SECTOR
PUBLICATIONS
EVENTS

PRESS ROOM
PARTNERS
PRIVACY POLICY

https://www.european-privacy-seal.eu/

TERMS AND CONDITIONS

+ Privacy atits best.

Welcomel!

EuroPriSe -
the European Privacy Seal
for IT Products and IT-Based
Services

Learn more

about Criteria
EuroPriSe
How to get
a seal Experts

Things to know about privacy

PRIy,

[ About the System
[ Use of PrivacyMark

Application

[ procedure (New
Applications

[ Renewal of
Accreditation

A123456(01)

Matters
M Fees

Information about

Privacy Mark

. Body
) [ About Conforminity
Assessment Body

[ List of Conforminity

Information Networking Security and AssuranceLao
National Chung Cheng University

PRIVACYMARK SYSTEM

‘l PrivacyMark System

[H Changes in Reporting

Conforminity Assessment

JIPDECE: PrivacyMark Office

[¥] Japanese [¥ Sitemap

"The PrivacyMark System"(as of October. 31, 2009)%
(PDF:784KB)
Povered by Google D
2008.08.08

The revision of the Rules for the Establishment and

Operation of PrivacyMark System i (PDF:61K8) Accredited Private

Enterprises
2008.06.30 5 List of dited
- b - List of Accredite
DISA and JIPDEC Launch Mutual Recognition Program” % Private Enterprises
(PDF:10.3KB) (ONLY JAPANESE)

12,575

[ List of Accredited
Private Enterprises
Withdrawn) (ONLY
JAPANESE

¥ Authorized Personal

Information Protection
Organizations

http://privacymark.org

#[FBS10012

F1 4 JISQ15001
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Privacy

<&
Four dimensions of privacy Privacy-Specific Safeguards
Personal information ({[#%Y) * Minimizing the Use, Collection,

Personal privacy and Rete_ntion f)f PlI
Behavioral privacy « Conducting Privacy Impact

P Assessments
Personal communications o f _
privacy De-Identifying Information
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De-ldentification Techniques
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De-ldentification with Re-ID Risk

N vc Indirectly identifying variables (quasi-

High identifiers): probabilistically identify an individual,
e.g., sex, date of birth or age, geo-codes, first ]
language, ethnic origin, aboriginal identity, total a
years of schooling, marital status, criminal history,
total income, visible minority status, profession,
E health event dates, health-related codes, country of
< birth and birth weight. Dta
QD
@)
< Potentiied data
v Directly identifying variables: uniquely identify
Identifiable data an individual, e.g., name, phone number, email
Low . address, health insurance card number, credit card
number and social insurance numbetr.

NS A >
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Suppression

Suppress data information by removing or
modifying data value

Name Gender Age
Bob M 24
Alice F 29
Jack M 33
Name Gender Age
? M [21-25]
? F [26-30]
? M [31-35]

NSA

Information Networking Security and Assurance Lab
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Generalization

Modify data value to reduce data informative
Information based hierarchical attributes

Name Telephone Zip Code Address
%I‘Fl IH" _‘JLBEB Eﬁ!i
Alice 05-2720351 62102 ﬁ?}"ﬁﬂﬁ‘\ SeRE
1685%
Name Telephone Zip Code Address
= E[\, ‘Eﬁi
Alice 05-2720 621 P ;{fﬂg

NSA
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Perturbation

Add noise or change data value
Add new record into database as a “noise’
Randomize change data value

Name Height Weight Age
Alice 160 49 20
Name Height Weight Age
Alice 169 56 28
Bill 176 69 33

NSA

Information Networking Security and Assurance Lab
National Chung Cheng University




Pseudonymisation

Using pseudonyms instead of real direct
Identifier

Single Coding

Double Coding
Example

Original Data: ‘telephone number’ + ‘Age’ + “*Zip
code’

Replacing Data by a pseud-1d ‘1a2b3C4D’

NSA 2012/5/30

Information Networking Security and Assurance Lab
National Chung Cheng University
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Single Coding

John Doe
098737 < > 098757 64-08-12
Clinical Transformation
Database Table

NSA
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Double Coding

098737

John Doe

> 145635

K

Clinical
Database

INSSA

Information Networking Security and Assurance Lab

National Chung Cheng University

™ 098737 | 145635 K

Linking
Database

64-08-12

Transformation
Table
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