. S

URL: HTTP://crypto.ee.ncku.edu.tw
Mail: gbox@crypto.ee.ncku.edu.tw



m Process
s Server/Service

m Virus
= \Worm
Hacker Toolkits
Trojan/back door
Malicious code

Exploit code

E. E. NCKU



iProcess & Service

o (Process)
o (Run Ones)

o CPU

. Process
H

= Daemon

= Super Daemon

= Service (Windows )

E. E. NCKU



Process

+

m Process

process

exec thread

PID

Memory context
Environment

File descriptors
Security credential

E. E. NCKU



i (Unix & Linux)

s Daemon
s Server

= EX: web, smtp, ftp, ssh, vnc ...etc,.
s Super Daemon

= EX: ftp, telnet, pop3 ....etc,.

E. E. NCKU



i (Unix & Linux)

s Daemon

s Runlevel
Run Levd
0

single user mode

OO o1 A~ W DN P

reboot

E. E. NCKU



i (Unix & Linux)

= Super Daemon

= |netd
» /etc/inetd.conf
» /etc/service

s Xinetd
» /etc/xinetd.conf
= /etc/xinetd.d

E. E. NCKU



i (Unix & Linux)

s Command

= PS (System V / BSD)

« ps —elf/elf (System V)
» pS —aux/aux (BSD)

s /Proc
- Process

E. E. NCKU



;{q ghox@cptolab -~

[choxlcryptolabh ghox] § ps —aux
WMarning: khad syntax, perhaps & bogus '-'? Zee httpiffprocps.sf.net/fag. html

FID %CPTT ZMEM WaE  R3: TTY ATAT START TIME COMMAND
5 dugzo 106 init [3]
SN Aug2O 100 [ksoftirogds O]
Augz0 00 [Evwents, 0]
Augzo 100 [kKblockd/O]
AugzO 100 [khelper]
dugzo :00 [khubhd]
Augz0 02 [pdflush]
AugzO 103 [pdflush]
Augz0 00 [&aio/0O]
Augz0 03 [kswapdO]
AugzO 100 [kseriod]
dugzZio 102 [Kjournald]
Adugz0 100 udewd
AugzO 00 svslogd —m 0O
dugzZio 00 kKlogd -=x
bugz0 103 Susr/S/skhins/=sshd
Augz0 (00 fhindsh Susribhind
Augz0 00 Susr/ libexec/mysog
bugz0 02 fusr/S/sbhinshttpd
AugZO 00 crond
bugz0 00 fusr/sbhinsacd
bugz0 100 fshin/mingetty tt
Augz0 00 fshin/mingetty tt
bugz0 00 fshin/mingetty tt
hugzO 100 Sshin/mingetty £t
Augz0 00 fshin/mingetty tt
bugz0 100 Sshin/mingetty to
hugz 5 100 fusridshindwvsftopd
04:05 00 fusrsshindhttpd

O
O
o
L
O
N
an
N
m
v

oOooooooooooo

oo ooooooooa

L2
m
W
N
-2
o
L2

=15
456
1472
1196
G696 7
16108 2
652 7
616 7
352 ttyl
352 ttyl
352 ttyd
352 ttyd
348 ttys
352 LLVE
504 7
18680 2

B I e s B B = s

S I T e e e v e v e O e v
[y T e B e e ot i e Y =W e R = Y o W o o v o s o o o Y o

T e |

0.0
o.a
o.o
0.0
o.a
a.o
0.0
o.a
a.o
0.0
o.a
o.o
0.0
o.a
o.o
0.0
o.a
o.o
0.0
o.o
o.o
0.0
o.o
o.o
0.0
o.o
o.o
0.0

Wi Wi w W w




gy 1

o ghox@crypiolabfetehdnetd d ]
[ghoxBcryptolabh xinetd.d] § pstree
init-+-atd

| —crond

| —ewvents/0-+-aio/0

| | kb lockd/0O

| | —khelper

| T=2%[pdflush]

| —httpd-—--8*[httpd]

| —khuld

| -kJjournald

| —klogd

| —k=szeriod

| —ksoftirgds O

| —kswapdD

| —6* [mingetty]

| -safe mysgld--—-mysgld

| -sshd---3zhd---sszhd---hash---pstree

| —zv=logd

| —udewd

T—wstftpd
[ghoxcryptolabh xinetd.d] § I

|~

E. E. NCKU



(Windows)

Windows Registry

« HKEY_ LOCAL MACHINE\SOFTWARE\Microsoft\Windows\Cur
rentVersion\Run*

HKEY_ LOCAL USER\SOFTWARE\Microsoft\Windows\Current
Version\Run

C:\Documents and Settings\All Users\ \ \

s Service

! Windows Registry
« HKEY LOCAL_ MACHINE\SYSTEM\Services

E. E. NCKU



Ed Windows TIFEES - O] x|
BxE BRI WHEED SHEAH
R ERER |
w35 4 FID | CPU CPT.T H#F'EEJ iLiE... "
wyrsterm [dle Process Bl 5016 h E
wrstem g 00 III:IIII:I:EEI 270 K
ahiEs EXE 143 00 0:00:00 388 K
CRREER EXE 172 00 00043 6,836 K
WINLOGON EXE 192 00 0:00:02 Sa0 K
RERVICES EXE 220 00 00003 6844 K
Laans BEXE 232 00 00002 1,472K
srard s exe 268 00 00000 1,352 E
svihost.exe 460 00 00000 5568 K
coEwthd zr e s00 00 00000 3912 E
spoolay e 584 00 0:00:01 573K
svichoztexe 628 00 00001 9,992 K
NAVAPRYC EXE 652 00 00001 1,016 K
WINWORD EXE 792 00 0:00:11 18, 924 E
matask exe a0d4 00 00000 5040K
stz exe g16 00 0:00:00 1,'."54 E
wiare-anthd ex 04 00 00106 3476 K
wat. e e 912 00 0:00:00 24836 E -
T Q7 A 001N 7094 ¥
in R E
2R 42 CFU{ER: 5% MEM {8 202460K  1079185K ﬂ

E. E. NCKU



B Windows T{EEES =10] x|

BEE #FR0 wWRiD #AFiD SHEHE

ERES | mamier | e |

Tif i HA5E
[Elificrosoit FowerFoint - AR Bl s N ... | 11

€000zl 158 tak & windh - Microsoft Intern . BATT

et ghooe@eryptolab fetedeinetd 4 EiT
W R T EER T -- R 1S AR AR EE doc - .. AT
SRNCKET_EDU EiTR
S windowesct EhiToo
0 Fled e - SUEE g (B5) EiTH
=5 d ocument EhiTo

=hig5Elpqilr.anq$FEde}E+u1 CovsV Ar00wTh... EiTH

IrEne | gEEe | Hizre. |

A2FF: 43 CFU{EF: 5% MEM {EF]: 316536K ¢ 1079185K v

E. E. NCKU



El Windows Task Manager
File Opkions Wiew Help

_ .ﬂ.PpIicaEiDns_: Pracesses | Performance | Mebworking |

Image Mams User Mame _PLI Mem sage

| explorer.exe dpouliok o1 15,1584 K
swchosk, exe SYSTEM oo 11,276 K
WMWY ORD EXE dpouliok oo 10,4238 K
IEXPLORE.EXE dpouliok oo 10,192 K
taskrngr.exe dpouliok a3 4,456 |
swchosk, exe LOoCal SERVICE oo 2,508 K
rEvscan.exe SYSTEM oo 2,228 K
swchosk, exe SYSTEM oo 1,888 K
Cohss, exe SYSTEM ao 1,504 K
services. exe SYSTEM Qo 1,564 K
swchosk, exe MNETWORE SERNICE 1,344 K
spoolsw, exe SYSTEM oo a4 K
rdrm. exe SYSTEM oo Q00 K
svwichosk. exe SYSTEM oo o968 K
lsass.exe SYSTEM oo G K
winlogon. exe SYSTEM Qo 624 K
ckfrnon. exe dpouliok (] a00 K
vpkraw, exe dpouliok (N[N 476 K
evnksyc, exe dpouliok (] 128 K
Taskawitch, exe dpouliok (m[H] 104 K
M2G5SY5S . EXE SYSTEM ao =N
defwaktch.exe SYSTEM (] Gt K
SMSs . Bxe SYSTEM oo 45 K
Swskem SYSTEM ao 40 K
Syskem Idle Process  SYSTEM =1 20K

[ ] show processes from all users

P'r-n:u:esses: 25 CPL sage: 4% Commit Charge: 126496K | 6318 E E NCKU




92 doc

E=ploring - Lecture Motes
E=plorer

b 2

Lwwpesenitmm

Ayconzol

Feminder

M zhieel

Spztray

Wazhat

Wahwin

Mol Fesponding

w

WARMIMNG: Pressing CTREL+ALT+DEL again will restart war
cormputer. ou will loze ungaved nformation in all programs

that are running.

End T azk Shut Down

Cancel

E. E. NCKU



iServer ( )& Service( )

m Server ( )

m Service( )

¥ Server

E. E. NCKU



Web

= Would Wide Web
Mail

= SMTP

» POP 2/3
= IMAP

NFS

DNS

Remote Control
SNMP

E. E. NCKU



iWindows process manager

o (Taskmgqr)
= Other Tools

= Pstools-pslist

« http://www.sysinternals.com/ntw2k/freeware/pst
ools.shtml

= Process Explorer

« http://www.sysinternals.com/ntw2k/freeware/pr
ocexp.shtml

E. E. NCKU


http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml

Process status

m ALT + CTRL + DEL

E Windows: T{EEIES - IDIEI
wFEE EEO R0 SR
R EEEF | |

A ] [ rmof| cru || cruemE| s | -

Saratern [d1e Process ] [ 2:19:39 16 K

astem gl o1 0:00:23 MK

MBS EXE 148] 00 0:00:00 \EK

CAR5S EXE 172 00 00102 5780K

WINLOEON EXE 192f 00 0:00:01 404 K

SERVICES EXE 2200 oo 0:00:04  B860 K

Liass EXE 23 00 00002 1,432 K

acard sy exe Ingy 0o 00000 1,35%E

svchost.exe 4e0f 00 0:00:00 5632 K |

coBEvihd g e 4920 00 Q0000 3916 E

spoolsy exe 5l 0o 00001 5344 E

svchost.exe g200 o0 Q:00:01 59980 K

svchost.exe a36) 00 Q:00:00  TiI6K

NAVAPSVC EXE addf 00 0:00:02 4,612 K

TASEMGE EXE apoef 02 Q:00:00 523K

B0 BXE oed] 00 00029 2852 E

LTEMMAG exe TR 00 Q0000 1,604 K

mstask. exe Te0) o0 00000 5076 K ll

T a7 on O-00-N0 1 764 ¥
BREEIEEE |

F2RF 34 CPU {EF: 7%

\MEM {87 259032K / 10791 76K

process

System Idle Process
95

E. E. NCKU



iProcess status

s Pstools-pslist

= http://www.sysinternals.com/ntw2k/freewar
e/pstools.shtml

s Process Explorer

= http://www.sysinternals.com/ntw2k/freewar
e/procexp.shtml

E. E. NCKU


http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/pstools.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml
http://www.sysinternals.com/ntw2k/freeware/procexp.shtml

Pstools-pslist

[F5 ] CAWINN Thsystem 3 emd exe
PzList 1.24 — Process Information Lister

Copyright <C» 1999-2082 Mark Russinovich
Syzinternalz — wuww.syszinternals.com

Process information for ALLEM-ME:

Pid Pri Thd Hnd

a (5] 1 a

8 8 37 314
148 11 6 33
172 13 18 445
192 13 19 489
228 35 55L7
232 16 313
368 5 64
468 18 388
g 293
576 185
628 495
644 113
788 128
792 56
888 189
784 82
252 121

User Time
B:060:068.48908
BA - BA . a8a
B:860.818
B:81._.341
B:86.278
B:82.862
B1.412
a8 .a82@
aa.32@
Aa.12@
AA.168
Aa.33@8
aa.241
a8 .a4a
Ba.a3e
13.9278
B8 .8z28
a5 .918

L=

. v I R R R~ R R . R R

SO CO Co 00 G0 CO O 0D 00 CO GO WD

H:
H
H
H
5]
5]
5]
5]
5]
B
B
H

Kernel Time
2:29:18.121
B:A0:23.764
B:Ad:88. 761
A:81:13.345
B:80:91.231
BA:-B2.523
BA:=A1.311
BA:-BEa.4208
Bd:-88.578
Bd:-Pd.588
BE:-A1.261
BA:-A1.231
BA:-81.832
BAa:-88.478
AA:BA. 380
AA:-36.322
AA:-BA. 348
BA:-88.598

Elapszed Time

2:52:088.481
2:52:88_.441
2:52:88_.481
2:51:58_.337
2:51:54.371
2:51:51.72%
2:51:51.627
2:51:47.681
2:51:45.278
2:51:36.225
2:51:33.921
2:51:30.557
2:51:29.495
2:51:280.142
2:51:12.571
2:51:18.657
2:51:17.877

2:51:14.824 Mo



i Process Explorer

wsinternals.com O] x|
File Qpﬁons Eiew Procez= Find Handle Help
1= NEa RS NS - oY
Process FID | ... | Description Company MNatne =
B Il System Idle Process 0 91
TlInterrupts n'a Hardware Interrupts .
TIDPCs t'a 4 Deferred Procedure Calls
B Il System 8
BESMSS EXE 145 ‘Windows T Session Manager Licrosoft Corporation
il B 12 Client Server Euntime Proces Iicrosoft Corporation
= @ WINLOGON.E... 192 1 Windows NT Logon Apphl:anon Microzoft Corporation
BSEEVICES.E.. 220 services and Controller app Iicrosoft C-;}rporahon _
1 S RN s e
Type MName Handle Arcess | =
Desktop \Default 0x12C  0x000FQO1FF
Desktop \Default Oedd0 0z000F01FF
Desktop \Default Oz6BE  0x000F01FF
Directory W nownDlls Oxld  0x00000003
Directory VidNindows 0x1C  Oz000F000F
Directory \BaselamedObjects\Eestricted Ox2C Oz000FQ0QF
Turertos "Eace T ame AT et (1400 OONOENNNE hd
(CPU Usage: 9%  Commit Charge: 2066% |Own Comumit Charge: 14.72% v

E. E. NCKU




iUnix/Linux process manager

m Process Status

= PS command (ps package)
= ps —elf (SystemV)
» Ps aux (BSD)

m |Sof

= /proc
= Cmdline

E. E. NCKU



psS command

USER PID »CPU »MEM USZ R33
root i H. 1372 472
root i
root 3
root 4
root 9
root 5
root b
root Py
8
14
11
19

-
g

STAT START COMMAND

3 AZ:48 init

3l BZ:48 [keventdl

Sl BZ:48 [kapmd]

3WN HZ:48 [ksoftirqgd_CPUAI]

3l AZ:48 [bdf lu=shl

sl BZ:48 [kswapd]l

3l BZ:48 [kscand-DMAl

3l BZ:48 [kscand-Normall

sl BZ:48 [kscand-HighMem]

Sl BZ:48 [kupdated]l

Sl BZ:48 [mdrecoveryd]l

Sl BZ:48 [k journaldl

3l AZ:48 [khubd ]

Sl BZ:49 [k journaldl
BZ:49 syslogd -m H
BZ:49 klogd -x
AzZ:49 susrsshinssshd
HZ 49 xinetd -stayalive

root

root

root

root

root ey

root 1178

root 1525

root 1529

root 1579

root 1598
-reuse -pidfile ~

root

root

root

OO0 DD D0
OO0 DD D0
oJ wmd snd ond and end ond s sl wnd and and and cad wad ead ond ond =]

1444 536
1364 416
3588 1496
.6 2828 888 7
ar-srun-sxinetd.pid

.4 1428 564 7 AzZ:49
.4 1392 684 7 AzZ:49
.7 2Z26B 976 7 AzZ:49

o B w I w R w  w w  w w
[ R - v B w e w . w = i w e w i w  w . w T
nn B e w e w v . w v R v R w w v R w v . R v

crond
anacron -s
login -- root

8
A
B
A
A
B
A
A
%)
A
.H
B
A
A
B
A
A
%)
v
A
A
A

H
H
H
H
H
H
H
H
H
B.
H
H
H
H
1
H
s
H
H
H

&&= &




zyslogd
zy=logd
zy=logd
Z2.3.2.50
zyslogd
Z.s0
zy=logd
zyslogd
zy=logd
zy=logd
zyslogd
zyslogd
zu=logd
klogd
klogd
klogd
klogd
klogd
Z.s0
klogd
klogd
s=szhd

1525
1525
1525

1525

1525
1525
1525
1525
1525
1525
1525
1529
1529
1529
1529
1529

1529
1529
1579

root
root
root

root

root
root
root
root
root
root
root
root
root
root
root
root

root
root
root

tx=t
mem
mem

mem

Hu
1w
AN
Jw
4w
S
buw
cuwd
rtd
txt
mem
mem

Ar
1u
cuwd
rtd

DIR
REG
REG
REG

REG

unix
REG
REG
REG
REG
REG
REG
DIR
DIR
REG
REG
REG

REG
unix
DIR
DIR

3 41896
3 27424
3 183844
3 52472

8,3 1531864

Hxc7feBadd

8,3 15787
146

A

764

A

d48
4896
4496
22332
183844
1531864

o

- - - - - L]

[y R I Ty S o U Ry

B,2 A

Hxc?7faa588

8,3 4496
8,3

Z
319639
239633
239654

415383

1657
419394
419449
419411
419414
419412
419413

Z
2
319638
239633
415383

4113
1667
2
Z

s
ssbinssyslogd

#libs1ld-2.3.2.=50
#libslibnss files-

#librstlsslibc-2.3.

sdews log
svar/log/messages
svarslogssecure
svarslogsmaillog
svarslog-scron
svar/logsspooler
svarslogsboot . log
s

/

szbinsklogd
#libs1ld-2.3.2.=50
s#libstlsslibc-2.3.

sprocskmsg
zocket

/
s




*Ref.

s Wi ndows XP
= http://www.msservermag.com.tw/

s Wi ndows Server 2000

shttp:// www. microsoft
efault. mspx
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T

Securitty Vul
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+

= A flaw In a computer or network
allowing unauthorized use or
unauthorized access.

= Ignorance or errors in process of
orogramming or configurations which
ead to security problems

E. E. NCKU
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i (1)

= Design Phase

m (Weak algorithm)
. (Design error)
= Implementation Phase
m (Input validation error)
o ( ) (Boundary check error)
s (Race condition )

E. E. NCKU



i (2)

= Operation Phase

0 (Configuration error)
= Human Nature

i (Weak Passwords)

. (Unsafe habits)

s EfC...... ,

E. E. NCKU



(Weak algorith

-

s |CP CheckSums

= EtC.,

E. E. NCKU



i (Design error )

s EtC,.

E. E. NCKU



+

N
N
s E.0:
= SQL Injection
sl SC BInsiDodkupCompl ali

E. E. NCKU



5 ()

m £E.Q:
» Fetchmall - header parsing function
readheaders()

E. E. NCKU



+

q Concurrent

m E.Q:

»« Redhat LogWatch race
condi til on

= LINUX 2.2.X — 2.4.X - kmod.c
(race condition) ptrace

E. E. NCKU



+

n E.0:
= Web Server
. (Would witted)

E. E. NCKU



iHuman Nature

(Weak Passwords)
Username

= 1234
« 1111
o (Unsafe habits)

s Etlc.,

E. E. NCKU



Bruce Force,
Resource Exhausting,
Buffer Overflow
Format String

TCP Spoofing

"CP Hijacking, ...etc.

Social Engineering

E. E. NCKU
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iResource Exhausting

= SYN Flooding.. SYN Flooding

- SYN

- SYN — chache
chache

N ‘(///g5¥ﬁ//,.

. /&)ﬂ(

H \®\‘

m EtC

E. E. NCKU



Buffer Overflow

uncti on

Il nt func()

i nt j,  k;
buf [ 16

c har
Strutzx,

}

anyg,

{

(ot hertad

E. E. NCKU



iFormat String

3 http:fflocalhostfaglinjectflogFin asp - Microsof .. E”E|E]
HRE EEE WHO BOREW TAD » O
AL | &) hitp Mocalhostisglinjectloginasp v | fgg THE  EiE 2

= SQL Injection N

| A ; [pin

W

. iFiP AR
SQL
strSQL="SELECT * FROM tblUser WHERE UserName=""' &
Request("UserName") & " AND Password=""' & Request("Pass") & "

Set rec=.Execute(strSQL)

E. E. NCKU



i Format String
. = SQL Injection

strSQL="SELECT * FROM tblUser WHERE UserName=‘admin’ AND
Password=1234 *"
Set rec=.Execute(strSQL) =
admin ‘--
strSQL="SELECT * FROM tblUser WHERE UserName='admin'--* AND

Password="1234'
Set rec=.Execute(strSQL) =>» AND “ o

SELECT * FROM thlUser WHERE UserName='admin'

E. E. NCKU
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i s e N
e 2

"
---------

ﬁﬁmmﬁﬁz
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iTCP Hijacking

..IHIII'iIHlI‘lIHIII'IIHII: ,IIHIII'lIHlI‘iHIII'i!'

:Host A i__SEQ= 3 :Host B :

. SEQ=8251 ACK=29236 LEN=XX
o .

—»
- SEQ=29232 ACK=8254+XX :

SEQ=8251 ACK=29232 LEN=XX

— 5

1] L]
[ ] []
A A EEEEEEwa” A A A EF R e

E. E. NCKU
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+

o (Program Error)
o (Gain Privilege)
o (Denial of Service)
o / / /
(Information Leakage / Corruption)
o /
(Backdoor / Trojan)

E. E. NCKU



=

O E.g.
« CERT Advisory-
= Whithats- Snort IDS
= Nessus plugins archives — Nessus

E. E. NCKU



+

« CERT/CC Vulnerability Note;
= Bugtraq ID,
= ISS X-Force: Name& number, ...etc.

s CVE (Common Vulnerabilities and Exposures)
= Dictionary
=« CVE Compatible
= http://cve.mitre.org/

E. E. NCKU



Common Vulnerabllities and Exposures
= http://cve.mitre.org/

SecurityFocus Vulnerabilities
» http://www.securityfocus.com/bid

X-Force™ Database
= http://xforce.iss.net/xforce/search.php

Whitehats arachNIDS
» http://whitehats.com/ids/index.html

CERT/CC Vulnerability Notes Database
= http://www.kb.cert.org/vuls
E. E. NCKU



Top Vulnerabilities to
Windows Systems

*

W1 Internet Information Services (l1S)
W2 Microsoft SQL Server (MSSQL)
W3 Windows Authentication

W4 Internet Explorer (IE)

W5 Windows Remote Access Services
W6 Microsoft Data Access Components (MDAC)
W7 Windows Scripting Host (WSH)

W8 Microsoft Outlook and Outlook Express

W9 Windows Peer to Peer File Sharing (P2P)

W10 Simple Network Management Protocol (SNMP)
E. E. NCKU

TI—_II.E:.TWE NTY MOST,.CRITICAL
INTERNET, SECUHIT;‘[
VULNERABILITIES




Top Vulnerabilities to
$UN IX Systems

Ul BIND Domain Name System
= U2 Remote Procedure Calls (RPC) THErﬂv;gggggumm
x» U3 Apache Web Server

s U4 General UNIX Authentication Accounts with No
Passwords or Weak Passwords

s U5 Clear Text Services

= U6 Sendmall

s U7 Simple Network Management Protocol (SNMP)

s U8 Secure Shell (SSH)

s U9 Misconfiguration of Enterprise Services NIS/NFS

s U10 Open Secure Sockets Layer (SSL) E. E. NCKU




(1)

E. E. NCKU



(2)
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iAntivirus software

E. E. NCKU



il\/l BSA

Microsoft Baseline Security Analyzer
o MBSA Version 1.2

Windows XP Home Edition/Professional
Windows 2000 Professional/Server
Windows Server 2003

u IP

http://www.microsoft.com/technet/security/tools/mbsahome.mspx
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& Microsoft Baszeline Security Analyzer

m. Microsoft . .
B Baseline Security Analyzer

Microsoft Baseline Security View secu I"“:‘,lr r'EpDrl:

Analyzer

Sort Order: | Score [warst first] |

[ “welcome
[[] Pick a computer ta scan

[ Pick multiple cornputers ba scan Office Security 2 securnty updates are missing.
Updates “What was scanned  Result detaills How to correct this

[ Pick a security repart bo wiew

[ Yiew a security repart

See Also wwhindows 3 zecuyrity updates could not be confirmed.

. ) . Security Wwhat waz zcanned  Fesult details Huoww ta carrect this
[ Microzaft Bazeline Security Updates

Analpzer Help
EI 'ﬁ'bDUt MichSth EaSEIinE Securit-l'l _
Analpzer

I W indaons Mo critical zecurity updates are mizsing.
Media Plaver  what was scanned
Serurity
Updates

[ Microsoft Security Web site

:_!J Frevious secunty report Mest secunty repart E_]J

oft Corporation. & 004 Shavlik Technologies, LLZ. All rights reserve
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s Unix/Linux

« Tar ball recompiler

= Package manager Update
= Windows

= Windows Update

=« Auto Update(win98SE,W2K
sp4,WinXP,Win 2003)

= Download patch
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