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i Mini-Internet Testbed

m 2003/10/9 ISI (Information Sciences
Institute) USC/UCB Mini-
Internet Testbed
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Mini-Internet news

News from IS/T

University of Sowtherry California School of Engineering

Inforrmation Sciences Institute

October 9, 2003 /

Aothree-vear, £5.44 millhhon grant from the Hational Science Foundation
will 2stablish a testhed to evaluate and improve defenses against
Internet-spread computer worms, viruses and denial-of-service attack s,
as part of a two-pronged £10.2 million RNSF anti-cvbercrimme initiative.,

The University of California, Berkeley and the University of Southern
Califarnia’s Information Sciences Institute (ISI) will partner in the
project, called the cvber DEfense Technology Experimmnental Resasarch
network, or DETER.

“whith so much of the nation and the world’s business now dependent
o the Internet,” said ISI's Terry Benzel, a nationally recognized expert
orn cyvbersecurity who is a DETER co-principal investigator, "we are no
longer talking about nuisance pranks and vandalism, but potential
losses it the billions of daollars., YWe need better tools to protect
ourselves.”

DETER wwill be a facility where such tools can be tested and perfected.
The project’'s architeckts will use sophisticated methods to create a
closed, isolated network that can credibly represent the makeup and
operation of the entire Internet, from routers and hubs to end users’
computer desktops=.

The DETER testbed will consist of approxzimately 1,000 computers with
multiple network interface cards, located off the actual Internet. Three
permanent hardware clusters, or nodes, at UC Berkeley and at ISI'=s
Southern California and “irginia facilities, will serve as the core of the
sywstem.

Press Contact

Eric Mankin
mankin@usc.edu

(310} 448-911=

Information Sciences Institute

4676 admiralty Way,
Suite 1001

Marina del RRey, a8 90292
(310) s2z-1511

http A v lisi.edu

This isolated mini-Internet will serve as a shared laboratory where researchers from government, industry
and academia can test existing and new security technology, using a wide variety of attack technhniques.
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iBackground

NSF DHS

Cyber Defense Technology Experimental

Research (DETER) $1 8

(US$5.46 million)

Evaluation Methods for Internet Security

Technology (EMIST) $1 7

2003 9 ~2006 8
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!_h DETER Project

Testbed
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iEI\/IIST Project

= DETER Testbed
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Overt Digital Attacks - Top 20 attacked Governments
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Operating Systems - Top attacked OS (2002)

27 6%

26 6%

£ THS 2002 midg Limited. All righis reseryed workdwide.

2.1%
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Overt Digital Attacks - Operating Systems (2002)
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indows
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Others
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Rank Operating Sysiem Attacks

1
2

Windows

Liris

3 BsD 4490
4 Solans 43945
5 Unkomowm 3369
£ Lnix A3
oAl b
B IRIX 193
8 SCO Unix 187
10 Macls ™
11 HP-LIX et
12 Compag Trud 12
13 052 11
1d Miowell 6
15 Dhgitad Linix 3
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Secure Environment

Best Practice

Information Provider
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CERT SANS

13
Cryptology & Network Security Lab. E. E. NCKU



14
Cryptology & Network Security Lab. E. E. NCKU



¢ ™
L START }
#] & idea -
IF 1 i |
..0..OOOOQOOOQOOOQOOOQOOOI?.0.0...0..0...0.0.0.0.0.0.0.0.0.D...
Simulation
imulation

Rosuttmmsw MO |

YES

— NO
ﬁi::hgnnrtultﬁn;%““-

%%“““T”ﬁﬁﬁﬁﬁf

lﬁiltiﬁh#i

*

EMD )

il yMLWUIUYY X INTLYVUL N JOUUl LY Lab-

(2/2)

E. E. NCKU



16
Cryptology & Network Security Lab. E. E. NCKU



17
Cryptology & Network Security Lab. E. E. NCKU



+

PC (Pentium 4 2.4G MHZ 256 RAM 80GB) 50
Cisco Catalyst 3750 3
Cisco Router 2610 4
Cisco PIX 515 1
Netscreen 204 1
McAfee IntruShield 1200 1
Cisco Aironet 1100 Series AP 2
Cisco Aironet 350 Series Client Adapters 8
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Real-time Monitoring your enemy via
Honeypot

Distributed Denial of Service: Attack &
Prevention A Case Study

Experience with “Swiss Knife”
A Practical experience of securing IIS server

Performance Evaluation of Password
Recovery Toolkits
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i (cont.)

s EXxperience with IP Spoofing via Dsniff
s EXperience with Hijacking attack and its

prevention

= A Practical Experience of Securing Apache
Server

= Domain Fingerprint with Net Tools

s DDO0S NS-2

» Honeynet
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TestBed

Project _ Support
Time Testbed Partner Budget
Name Department
Academic The University
"?__i"&ﬁ”- of California Berkeley and DETER
_r_"‘_ Z University of Southern $1 8 NSE
v 2003/10/9 | DETER |[california’s Information EMIST
Testbed |Sciences Institute (IS
DETER (1S1) $1 7 DHS
IEMIST Industry:Juniper, CISCO,
Intel, IBM ,HP
o ¥ _
B i — New ork Academic NTP
2004/4 Security 1220
NBEN Testbed
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Project Name

Result
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BSI/ISO . Microsoft
CISSP 17799 Microsoft IPV6
Windows . Windows Linux
Linux :
SA Server )
Firewall
VPN
Windows Linux Linux Server IPV6
a i E. E. NCKU
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