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+ Nnamed.confk #_
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-DNSHE T 9" RBRBR % X -

= FreeBSD 9.3 1386

= http://Orz.tw/cANEZ
= DNS-1 ova

= hitp://Orz.tw/CsIMG
= DNS-2 ova

= hitp://Orz.tw/46xXCF

= account

= root / dns@tnrc
= Student / dns@tnrc
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-named.conf A 3@ p -

= key

= controls
= options
= acl

=Z0ne
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- named.conf : key -

= bindp 9. x%}iﬁ# 4 0 % £ rndc (remote name daemon
control) » i & bug I ¥ & i rndCiilE 5 & & 424
bind9 -

= & 4 rndc.key
= /usr/sbin/rndc-confgen -a -b 512

= 2 4 rndc.conf
= /usr/sbin/rndc-confgen -b 512 > rndc.conf
= named.conf ~ rndc.conf ~ rndc.key#@ & ¢ * 3] en

keyd - &R

GeD

BER



e
- named.conf : controls -

= controls
controls {
inet 127.0.0.1 port 953
allow { 127.0.0.1; }
keys { "rndc-key"; };

inet 192.168.5.101 port 953
allow {
192.168.5.101,; // DNS-1
192.168.5.102; // DNS-2

¥
keys { "rndc-key"; };
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- named.conf : options -

directory [path_name];

= zone file 50%g % 5 2 = & (default=/etc/namedb)

dump-file [path_name];

= core dump ¥k = % , (default=/var/dump/named_dump.db)

pid-file [path_name];

= named 1 PID 3 *x i+ % (default=/var/run/named/pid)

version “ Version String”;
= RAP > PEEUK A G B KA >
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- named.conf : options -

= auth-nxdomain [yes / no];

= & % % nosuch domain (NXDOMAIN) £ #2 (default=no) > 7 i g 3 3 i}k
;. 4_F . Cache

= notify [yes 7/ noj;
= Zone % { il Fr(default=yes)
= recursion [yes / no];
= i A3, R A 4 24 vRE 4 (no)(default=yes)
= forward [ only | first ];
= Only & & * 33 first Pl L & * X33
= forwarders{[in_addr;[in_addr;...]1]1};
" R PIRE, A I OFTREFLZ P FE(F R BRI - B P IEK S irst)
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- named.conf : options -

= allow-query { acl-name ; acl-name ; ... };
= RFKIRE IP 23 0 ¥ ¢ % acl-name
= allow-transfer { acl-name ; acl-name ; ... };
= uF PR IP #iZone Transfer (AXFR) » # i¢ * acl-name
= allow- recursion { acl-name ; acl-name; ... };
= FVRE P T o iadiie 539 0 ¥ @ * acl-name
= listen-on [ portip_port ] { acl-name ; acl-name; ... };
= DNS #E port % ?1IP 5 2 » 7 i3 { :zport
= listen-on-v6 [ port ip_port ] { acl-name ; acl-name ; ... };
= DNS # & port 2 ?21IPv6 % ? » 7 &3k { =zport
= transfer-format { one-answer | many-answers };
= Zone Transfer (AXFR) - =x % 4 RR ( default=one-answer)
= pblackhole { acl-name ; acl-name ; ... }:
- 7%}‘»#;] %% blockhole e 4% > i hB A& RAMERPIRE LY - A 2 Bw T

A o FEK A _none o (f}
RCT.
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- named.conf : options -

transfers-in number,
= e BF R B < (DAXFR(iN) #ic P (def=10)
transfers-out number,;
= e BF R B+ chAXFR(out) #c P (def=10)
transfers-per-ns number;
= &3NS FEFRFAXFR 5 NB
use-id-pool [yes 7/ no];
" & B B394 pquery ID(def=no) > ¢ 3 e i L i A e E 21
max-transfer-time-in number;
= Zone Transfer (AXFR) fh# < 4 4 (default=120m)
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- named.conf : options -

[ -féf}lj

options {
version "0.0.0";
directory "letc/namedb”;

listen-on {127.0.0.1; 140.116.241.1; };
listen-on-v6 {::1; 2001:288:7001:241::1; };

forwarders {

#
|3
recursion yes;
allow-transfer { myDNS; };
allow-recursion { mySubnet; };
allow-query {any; };
transfer-format many-answers;
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- named.conf : acl -

" FEHETTEFHUZER] (access control) HYEXIER] » BRI EIEE T HEE & P ln AR AL
AT ELZEE51132 (access control list) » it B EEE (FAEAY acl f#ii =t -

= acl acl-name { address_match_list };

= address_match_list format : ip_address/netmask;
= example

= acl “intranet" { 192.168.5.0/24; 172.16.1.0/24; };
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- named.conf : zone -

= zone type #&3LF5 9 H » HIEBFERIHEE :

= master: DNS £ {EE%s ° 3 zone By RR &F} -

= slave: master zone 1YE L Ekes ° B EHATE master DNS # &R} - FHiefdt4s
B o

= forward: Ef& zone ety FIVEHFEEZE4S 55 —(E DNS fEikes - BSERME £
[E4EEEE - TAG HHINERNER » FMEEH T -

* hint: 35— fERsAIAY zone - A2 ' 37 | root AfE(EkasVALE - AR (EMRESZ
A% hint zone #YEE » R0 AR hint A H root i (EARES -

I
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- named.conf : zone -

= stub: F slave zone —#£1E master zone HYREY » {H stub H{#HY master zone iy
NS 4C8% o stub A& DNS FryfEAERIRE » 2 bind I EERIHTIIZIEE - — ARV H -

= delegation-only : Zf& zone 5~ TLD #{7T delegation -

= in-view : Not valid for the type statement but removes the need for any type
definition.

= redirect : BIND9.9+. Applicable to recursive servers (resolvers) only. Allows the
user to control the behavior of (to redirect) an NXDOMAIN response received only
from a non-DNSSEC (unsigned) zone

= static-stub : A stub zone is similar to a slave zone except that it replicates only
the NS records of a master zone instead of the entire zone (essentially providing a
referral only service). Unlike zones which take their NS RRs from
the real zone master Static-Stub zones allow the user to configure the NS RRs
(using ) or addresses (using ) that will be provided in
the referral (overriding any valid data in the cache). The net effect of the static-
stub is that the user is enabled (in a recursive resolver) to redirect a zone, whether
for good or evil purposes is a local decision. (In addition to server-
names and server-addresses only and statements are

allowed when type static-stub; is present.)
Gen
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http://www.zytrax.com/books/dns/ch7/zone.html#type-stub
http://www.zytrax.com/books/dns/ch7/zone.html#server-names
http://www.zytrax.com/books/dns/ch7/zone.html#server-names
http://www.zytrax.com/books/dns/ch7/zone.html#server-names
http://www.zytrax.com/books/dns/ch7/zone.html#server-addresses
http://www.zytrax.com/books/dns/ch7/zone.html#server-addresses
http://www.zytrax.com/books/dns/ch7/zone.html#server-addresses
http://www.zytrax.com/books/dns/ch7/queries.html#allow-query
http://www.zytrax.com/books/dns/ch7/queries.html#allow-query
http://www.zytrax.com/books/dns/ch7/queries.html#allow-query
http://www.zytrax.com/books/dns/ch7/hkpng.html#zone-statistics
http://www.zytrax.com/books/dns/ch7/hkpng.html#zone-statistics
http://www.zytrax.com/books/dns/ch7/hkpng.html#zone-statistics

e
- named.conf : zone -

= bind9 —Z8&4 > BITERARTZHY zone » FEFHERHY zone #& » .7
/& hint zone - TiiHA zone A7 A2 (R 5144(8E) -
= RFCs 1912, 5735 and 6303 (and BCP 32 for localhost)
= “localhost” -~ "127.in-addr.arpa” - "255.in-addr.arpa” ~
= RFC 1912-style zone for IPv6 localhost address (RFC 6303)
= (.ip6.arpa
= "This" Network (RFCs 1912, 5735 and 6303)
= (.in-addr.arpa
= Private Use Networks (RFCs 1918, 5735 and 6303)

Yy Wiy anir iy iny

= 1f zone ZLiEREIHA A in-addrarpazl.ipb.arpa & ° K4 zone o {E .in-
addr.arpaz.ip6.arpa g% DA SIEF 2 3% S subnet BY 1P o (SIIR175 % Ky
“192.168.5.0/24” subnet 17 % zone > HI] zone &g E/E 5.168.192.in-
addr.arpa - it > broadcast 1 loopback zone &-&H —{[E 1F gL fiF zone -
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R R R,
- It fRR L -

= named.conf 3% E5ERN 2 1% » FLE A AT R Y& RHE Emaster zone file #HHEZ -
DNS zone file # A& RHE DL4T$% (resource record, RR) A7 » 1fij DNS 4285 A3
ZAEESE - o] DB E R ERE - SR EEAN RR 7E&REA
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R R R,
- It fRR L -

- $TTL

= fEdkiHE (TTL) © time to live » B2 —{E 32 firyt » AP R ERALAVEREL - fEARY RR #HRHY
f - SEAENT EAE AT DURAEZ EGEE RR 2K -

$ORIGIN
= SOA

= A

= CNAME
= NS

= MX

TXT
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———
- I 33k = SOA -

= SOA

= [&T $TTL 24) » SOA (Start of a zone Of Authority) F zone 2M#H RR » =—
EZ e 5 —i RR

" R

@ IN  SOA dnsl.example.edu.tw. abuse.exmpale.edu.tw. (
2015020700 ; serial

1h ; refresh

30m ; retry

1lh ; expire

30m ; hegative-cache-TTL

)
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- I f3% % SOA -

* serial : Fput  EH T ERESERIUGE(E zone Ky - & IR 1S (& {E A ATHS EREE
A EELEV PR =R BT - BTELE zone file WA Ry - BB 2/ VEEFACK 1 -

FralEre—i 32 L tA SRS - AAREFHRIVEERE YYYYMMDDNN - 444t 10
WEHVENE: » EVUMSE ST » RS EH ~ R R H - RS E HIAUKSE -
= refresh : DNS falffgas BEHTEREEYIGE - BEA Rt » —Ree iy 7 K -
= retry : DNS fE & ¥ zone K » iE BB EHavrElE - AL AP - —fE R 1K -
= expire : zone data /£ DNS ANZRGAEFR - BEAL fof) o — e Fy 28 °K -

* negative-cache-TTL : E{E{H/E5EH T DNS Z X G {RiE#HUSE no such
domain (NXDOMAIN) H#YEHE » BAL ST » —fieae/s 1K -

+ PI% “@" 17 zone file SHIftFE zone BIFHINEIL - FTLIFERE "email” HHF (.05
R AR @ -
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.
- I f#3% 2 NS -

= NS # isfﬂ TRBDOLHFEBIRE > A
= domain-name IN NS domain-name-server
= @ IN NS domain-name-server

= domain-name-server R 5 ZHFIRE > FRFRET LY P> S
FONLE et L %7\# T 4okt e LfLenit > B F 2 A Record
7 ng?ﬁ% SEAT CHFIRESIP

= 1 zone file 424y T W B EIF NS &> 3 F a4 g
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———
- I 33k 22 MX -

" MX &5k A AREE S A TR B 2K 1% (MX &y Mail eXchanger
SRS

= Name IN MX Proirity Mail-Exchanger

" @ IN  MX Proirity Mail-Exchanger
= il

= @ IN MX 10 antispam

= @ IN MX 20 mail
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-t R 2 TXT -

= TXT &5kl ammnyeRiy - 18205
= name IN TXT text

= @ IN TXT text
= ]
= @ IN TXT “This is example.edu.tw."
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- I R E A -
= A TTDUFEETRE] IP AVETE > #8X5
= name IN A ip-address
=
= WWW IN A 192.168.5.20
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- I #23% % CNAME -

= CNAME th{fy C 245 Canonical » B]LLE E2 DNS RIS E -
Ry

= name IN CNAME alias-name
= F
= web IN CNAME www

= HEEE i AT 2 2 web.example.edu.tw B » & 4B R
= www.example.edu.tw i) CNAME » FH#E— P&
Za) www.example.edu.tw B - FLEEEUEEL IP
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- F 3% % -

. )iﬁéplil’]& A M EEIEfRHYE e BEBEAT > SERERITHY R
##Z zone 7% SOA, NS 1 PTR =f#E4C 5% -

- $TTL
* $ORIGIN
* SOA

= NS

* PTR
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-___________________________________________________________________
- F 23k 22 SOA -

= SOA

= [&T $TTL 24) » SOA (Start of a zone Of Authority) F zone 2M#H RR » =—
EZ e 5 —i RR

" R

@ IN  SOA dnsl.example.edu.tw. abuse.exmpale.edu.tw. (
2015020700 ; serial

1h ; refresh

30m ; retry

1lh ; expire

30m ; hegative-cache-TTL

)
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- F f2% % PTR -

W\,

" PTR % 27 IP Fli o et » 138 5
= ip-address IN PTR name

| %;/l)’ﬂ]

= 20 IN PTR www.example.edu.tw.

I YRR TR -
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- F f2% % PTR -

m %@ >
$TTL 86400
@ IN  SOA dnsl.example.edu.tw. abuse.example.edu.tw. (

2015020700 - serial

1h ; refresh
30m ; retry

1lh ; expire
30m ; default_ttl

)
IN NS dnsl.example.edu.tw.

IN NS dns2.example.edu.tw.

$ORIGIN 5.168.192.IN-ADDR.ARPA.

20 IN  PTR www.example.edu.tw.
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- it R -

—

EE=Fzone fileEWIIRR (resource record)

= Zone file

= |Pv4 Record
=www  IN A 192.168.5.20
= |Pv6 Record
=www  IN AAAA 2001:288:7AAA:5::20
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- F 3% % -

= % WMAczone filexk 2

* named.conf

= 122001:288:7001:241::/64 % %
zone “1.4.2.0.1.0.0.7.8.8.2.0.1.0.0.2.ip6.arpa" {

type master;
file "Rev/Rev-2001:0288:7001:241";

“a

GeD

ZHH



-___________________________________________________________________
- F 3% % -

= % WM 4czone filexk 2

$TTL 86400
@ IN SOA dnsl.example.edu.tw. abuse.example.edu.tw. (
2013100702 ; serial
1h ; refresh
30m ; retry
1h ; expire
30m ; default_ttl
)

IN NS dnsl.example.edu.tw.

$ORIGIN 1.4.2.0.1.0.0.7.8.8.2.0.1.0.0.2.ip6.arpa.
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR  dnsl.example.edu.tw.
0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR  www.example.edu.tw.

GeD

ZHH



GeD

BEZEH,

DNSxK 2 % 5 —

Master / Slave DNSzk z_




GeD

=&

DNSX Tk 5§ —

DNSH# & 1 &




-DNS¥) 51 E -

* named-checkconf [filename]

= ginamed.conf&éis &

* named-checkzone zonename [zone file]

= gazone fileshg 3

= dig
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- R
XXX.edu.tw

-DNSLZ 5 fas 2 ¥ i -

SARERE (ERIEC 9%

3 W

XXX.tnh.edu.tw
XXX.tnc.edu.tw

F R
120.114.0.0/16
120.115.0.0/16
120.116.0.0/16
163.26.0.0/16

IPV6 = iz
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